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with  over  80  percent  of  their  resources  tocused  on  that  level 

USAID  coordinates  closely  with  multilateral  (e  g  World  Bank  and  the  Asian  Development  Bank)  and  other  bilateral  donors  in  each  country  often  extending  the  reach 
of  USAID  programs  In  Indonesia,  for  example,  the  Australian  bilateral  aid  agency.  AusAID,  used  USAID  pilot  education  program  as  the  basis  for  its  new  basic 
education  project,  using  USAID's  methodology  for  supporting  local  government  management  of  education  and  for  promoting  active  learning  in  classrooms 
Collaboration  with  AusAID.  as  well  as  other  donors  such  as  UNICEF,  continues  during  implementation  in  the  form  of  lointly-prepared  training  matenals  and  activities 
in  communities  to  avoid  duplication  as  well  as  combined  approaches  in  working  with  local  and  national  officials  This  coordinated  approach  has  extended  donor 
program  coverage  in  Indonesia  in  the  education  sector 

In  Tajikistan,  USAID-developed  training  modules  on  interactive  learning  and  teaching  methods  and  teacher  trainers  support  the  Government  of  Tajikistan's 
implementation  of  the  "Education  for  All"  Fast  Track  Initiative,  leveraging  funds  of  approximately  $16  million  The  USAID  basic  education  project  also  complements 
World  Bank  and  Asia  Development  Bank  (ADB)  projects  in  the  area  of  education  finance,  curriculum  revision,  teacher  training,  and  strengthening  capacity  of 
teacher  training  institutes.  In  Kyrgyzstan.  USAID-supported  independent  testing  organization  won  a  World  Bank  tender  to  implement  student  assessments.  USAID- 
developed  teacher  standards  are  used  in  revision  of  the  teacher  incentive  system:  and  the  basic  education  project  collaborates  with  the  ADB  project  by  providing 
training  for  textbook  authors 

Leveraging  Contributions  from  the  Private  Sector  and  Civil  Society  Organizations.  The  U  S  Government  uses  its  official  development  assistance  to  leverage 
other  resources  for  education  by  developing  alliances  or  partnerships  with  the  private  sector  and  non-govemmental  organizations  (NGOs).  including  avil  society 
organizations  USAID's  Global  Development  Alliances  (GDAs),  also  known  as  public-pnvate  partnerships,  are  tailored  to  country-specific  needs  and  the  pnvate 
sector  partners'  interests.  Between  the  years  2000-2006.  USAID  received  on  average  a  greater  than  a  three-to-one  match  for  education  alliances  in  the  Asia  Near 
East  region  Below  are  several  examples  of  ongoing  and  new  country-specific  partnerships  in  the  region 

In  Western  and  Central  Mindanao,  as  well  as  the  Autonomous  Region  of  Muslim  Mindanao  in  the  Philippines,  there  are  currently  six  GDA  partnerships  to  increase 
educational  opportunities  for  children  by  ensunng  access  to  quality  education,  to  improve  the  capacity  of  teachers,  and  raise  math,  science  and  English  skills 
among  elementary  school  benefidanes;  to  increase  employment  opportunities  and  engage  young  leaders;  and.  to  provide  business  and  skills  training  for  out-of- 
school  youth;  and.  to  provide  opportunity  for  school  drop-outs  and  out-of-school  youths  to  rejoin  formal  schooling  through  an  accreditation  and  equivalency 
mechanism  With  approximately  $12  million  in  USAID  funding,  an  additional  $42  7  million  was  leveraged  (more  than  a  one-to-three  leverage)  from  pnvate 
businesses,  local  NGOs,  foundations,  and  national  government  agencies 

In  Indonesia,  public  pnvate  partnerships  are  being  used  to  expand  the  reach  of  USAID  activities  and  to  respond  in  natural  disaster  situations.  A  partnership  with  BP 
is  helping  improve  education  quality  in  Papua,  one  of  the  most  under-served  and  isolated  areas  of  Indonesia  An  alliance  with  ConocoPhillips  is  helping  restore 
education  services  in  communities  affected  by  the  May  2006  earthquake  that  struck  Yogyakarta  and  Central  Java 

In  Morocco  and  Jordan,  a  USAID  information  technology  partnership  with  CISCO,  UNIFEM,  and  the  Governments  of  Morocco  and  Jordan  has  introduced  CISCO 
Certified  Network  Associate  and  job-readiness  training  to  eleven  Moroccan  institutions  (900  students,  49  percent  women!  and  to  over  600  students  (all  women)  in 
Jordan.  In  both  countnes.  there  is  a  focus  on  |Ob  skills  and  placement  for  women  In  Morocco.  900  students,  more  than  50  percent  of  whom  are  women,  have 
benefited  (or  are  still  benefiting)  from  the  CISCO  Certificate  programs  combined  with  job-preparedness  training  Fifty  piercent  of  the  first  student  cohort  who 
completed  the  program  found  jobs  within  six  months  after  graduation. 

USAID's  Office  of  Middle  East  Affairs  recently  finalized  a  new  GDA  that  will  engage  and  support  emerging  youth  leaders  in  five  Middle  Eastern  countnes  Egypt. 
Jordan.  Lebanon,  West  Bank  Gaza  and  Yemen  Partnenng  with  the  Ford  Foundation.  Save  the  Children  International  will  create  a  youth  development  toolkit  and 
link  emerging  young  leaders  to  a  network  of  youth  development  workers  and  institutions  that  assist  young  people  build  leadership  capacity  and  exercise  positive, 
moderate  leadership  behaviors  within  a  community  development  context 

In  cooperation  with  the  Middle  East  Partnership  Initiative  (MEPI),  Scholastic  Inc.,  is  providing  millions  of  Arabic-language  classroom  libranes  to  thousands  of 
schools  in  the  Middle  East  and  North  Africa  Scholastic's  substantive  contnbution  allows  MEPI  to  leverage  its  $12  million  investment  in  this  critical-thinking  and 
independent  reading  skills  development  program  In  another  example.  MEPrs  partnership  with  the  CISCO  Learning  institute,  is  developing  on-line  English  language 

USG  Coordination  to  Reduce  Duplication  and  Watte.  The  Department  of  State  and  USAID  work  closely  together  implementing  their  Foreign  Assistance 
Framework,  which  includes  education  Through  this  framework  and  a  joint  Operational  Plan  process.  State,  and  USAID  coordinate  to  reduce  duplication  of  effort 


USAID  collaborates  actively  with  the  Department  of  State/Middle  East  Partnership  Initiative  (MEPI)  to  promote  education  in  Muslim  countnes  within  the  Near  East 
region,  with  a  focus  on  civic  education.  The  MEPI  education  pillar  supports  education  systems  that  enable  all  people,  especially  girls,  to  acquire  the  knowledge  and 
skills  necessary  to  compete  in  today’s  economy,  participate  actively  and  effectively  in  the  civic  arena,  Bnd  improve  the  quality  of  their  lives  and  that  of  their  families. 
MEPI  and  USAID  coordinate  to  minimize  any  potential  duplication  of  efforts  and  investments  A  modest  number  of  MEPI-funded  education  programs,  notably  the 
support  for  the  Arab  Civitas  network,  are  implemented  in  conjunction  with  USAID  Other  examples  of  collaboration  include  support  for  a  women  s  literacy  in 
Morocco:  development  of  e-learning  modules  for  civics  in  Jordan,  and.  in  Yemen,  pending  funds  availability,  the  design  and  implementation  of  an  Internet 
communication  and  collaborative  learning  network  for  20  high  schools  (This  program  will  end  March  31 , 2007,  there  is  no  additional  funding  for  it )  MEPI  is  also 
providing  funding  for  an  Arabic  version  of  the  Global  Learning  Portal,  a  project  under  the  auspices  of  the  Broader  Middle  East  and  North  Africa  (BMENA)  initiative; 
the  Portal  will  provide  new  means  for  professional  collaboration  and  benefit  educators  and  idea  leaders  across  the  Arab  world 

Training  and  Exchange  Programs.  Bndging  both  basic  and  higher  education.  USAID.  State  Department  Bureau  of  Education  and  Cultural  Affairs  (ECA)  and  MEPI 
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education  In  Egypt.  100  scholarships  will  be  awarded  to  enhance  the  Ministry’s  technical  college  instructor  capacity  through  "Train-the-Trainer"  teacher  preparation 
programs,  of  which  25  will  be  financed  by  the  current  ECA  community  college  scholarship  program  In  Pakistan,  secondary  school  educators  will  attend  a  five-week 
program  in  the  United  States,  focusing  on  mathematics,  science,  and  classroom  technology 

For  younger  students,  there  are  some  programs  such  as  State  Department's  English  Microscholarship  Access  Program,  which  provides  English  classes  for 
deserving  high  school  students  from  non-elite  sectors  in  countries  with  significant  Muslim  populations  The  program,  funded  by  MEPI  in  the  Middle  East  and  North 
Afnca  region,  delivers  language  instruction  in  a  civic  education  context,  and  helps  students  compete  for  future  job  and  educational  opportunities  It  also  prepares 
them  to  be  considered  for  a  U  S.  exchange  program  Dunng  FY-2006.  U  S.  embassies  selected  schools  in  45  countnes  to  enroll  approximately  10.000  students  in 
the  program.  In  addition  to  teaching  English,  the  program  provides  an  American  classroom  expenence  using  U  S  matenals  and  emphasizes  active  learning. 

The  State  Departments  Youth  Exchange  and  Study  Program  (YES)  and  Future  Leaders  Exchange  Program  (FLEX)  bring  high  school  students  from  Muslim 
countries  to  live  with  Amencan  host  families  and  attend  Amencan  public  high  schools  for  an  academic  year  The  FLEX  students  also  receive  special  traning  in 
civics  and  work  as  volunteers  Similarly.  MEPl's  Student  Leaders/Study  of  the  United  States  Institutes  provide  young  people  with  intensive  training  in  civic 
engagement  and  leadership  skills  in  both  U  S.  and  regionally-based  settings 

The  State  Department's  MLeaders  In  Education  Program"  is  specifically  designed  to  bnng  K-12  educators  and  administrators  from  all  regions  of  the  world, 
including  Muslim  countries,  to  the  United  States  to  visit  schools,  meet  with  teachers,  administrators,  and  representatives  of  Parent  Teacher  Associations  and  other 
community  organizations  The  Teaching  Excellence  and  Achievement  Program  (TEA)  provides  secondary  school  teachers  from  Eurasia.  South  Asia,  and 
Southeast  Asia  with  unique  opportunities  to  enhance  their  teaching  skills  and  increase  their  knowledge  about  the  United  States.  The  participants  participate  in  a 
professional  teacher  development  program  in  the  United  States  The  six-week  program  also  includes  a  three-week  internship  at  a  secondary  school  where 
participants  actively  engage  with  Amencan  teachers  and  students  Also,  the  TEA  program  provides  follow-on  grants  to  the  international  teachers  to  purchase 
essential  matenals  for  their  schools,  to  offer  follow-on  training  for  other  teachers,  and  to  conduct  other  activities  that  will  build  on  the  exchange  visits 

USAID's  Training  Future  Leaders  initiative  highlights  the  importance  of  U  S  -  trained  scholars  and  their  unique  role  in  developing  their  nations  upon  returning 
home.  USAID  is  carrying  out  an  analytical  study  on  pnor  USG  investments  This  research  will  inform  future  program  design  and  provide  a  "best  practices" 
framework  for  long-term  training  programs.  Currently,  field  research  is  being  done  in  Yemen.  Egypt.  Nepal,  and  Indonesia.  This  program  complements  ongoing 
efforts  earned  out  by  State/ECA  and  MEPI 

Funds  Needed  to  Achieve  Universal  Basic  Education 

UNESCO  estimates  that  $5.6  billion  are  needed  per  year  to  achieve  "Education  for  All"  by  2015  Globally  UNESCO  estimated  that  103  million  children  were  out  of 
school  in  2002/2003  For  the  countnes  in  the  Muslim  world,  this  figure  is  estimated  to  be  around  45  million.  Estimating  that  it  costs  roughly  $50  per  year  per  child  to 
complete  basic  education  (6  years  of  schooling),  it  would  cost  $2  2  billion  per  year  in  Muslim  countries  as  a  whole  to  achieve  universal  basic  education. 

Efforts  to  Encourage  Development  and  Implementation  of  a  National  Education  Plan 


moderate  the  influence  of  low  growth,  joblessness  lagging  social  services  and  despair  The  United  States  encourages  countnes  to  develop  and  implement  national 
education  plans  by  offenng  assistance  to  support  education  reform  developments  and  program  funding  once  reforms  have  moved  into  the  implementation  phase 
The  United  States  has  influenced  national  education  plans  and  reform  by  way  of  pilot  programs  that  model  best  practices  in  education  These  positive  expenences 
galvanize  support  for  broader  change  and  can  impact  the  education  system  beyond  the  pilots  programs'  localities.  Model  programs  also  potentially  have  an  impact 

of  conflict  and  the  2004  tsunami  This  strategic  plan  was  recently  endorsed  by  the  Government  of  Indonesia's  Ministry  of  National  Education 


in  December  2006.  the  USAID  basic  education  project  in  Central  Asia  organized  a  regional  conference  on  school  governance  which  gathered  over  60 
representatives  from  ministries  of  education  and  finance,  local  authonties,  schools,  and  national  and  international  organizations  from  Kyrgyzstan.  Tajikistan. 


Closing  the  Digital  Divide  and  Expanding  Vocational/Business  Skills 

To  "close  the  digital  divide"  and  expand  vocational/business  skills.  USAID.  State,  and  other  agencies  implement  public-pnvate  partnerships,  information  technology 
in  the  classroom,  school-to-work  and  workforce  training  programs,  improved  quality  of  basic  and  secondary  education  programs,  scholarships  and  exchanges.  A 
few  programs  are  highlighted  below 

-  USAID/ANE  Bureau  Education  and  Employment  Alliance  promotes  pnvate  sector  participation  in  Egypt,  Morocco.  Pakistan.  India,  Indonesia,  and  the 
Philippines  to  enhance  skills  and  improve  education  and  employment  opportunities  among  over  1  million  underserved  youth  In  addition  to  local  partners  (profit  and 
non-profit),  corporate  partners  include  Chevron/Unocal.  GE.  Ink  Media,  Lucent,  Microsoft,  Nike  and  Oracle 

-  The  State  Department's  Global  Connections  and  Exchange  Program  seeks  to  promote  mutual  understanding  and  a  vie  education  in  countnes  with  significant 
Muslim  populations  by  bnngmg  together  more  than  1.000  schools  from  16  countries  for  online  collaborative  projects  that  focus  on  professional  development,  media 
literacy,  and  civic  education.  Teachers  also  develop  skills  needed  to  participate  in  collaborative  activities  with  U  S  schools,  and  teachers  and  students  are  offered 
opportunities  to  travel  to  their  partner  schools  as  a  way  to  strengthen  mutual  understanding  and  solidify  virtual  relationships  through  face-to-face  meetings 

-  The  USAID  Internet  Access  Training  Program  (IATP).  administered  by  the  International  Research  and  Exchanges  Board  (IREX)  since  1995.  provides  free 
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internet  access  and  training  in  1 1  countries  throughout  Central  Asia,  the  Caucasus,  and  Western  Eurasia.  From  major  cities  to  small  communities,  IATP  encourages 
Information  sharing,  network  building,  and  collaboration  among  U  S  Government  exchange  alumni  and  other  targeted  audiences  IATP  staff  train  alumni  and  other 
targeted  audiences  in  the  effective  use  of  the  Internet  and  sponsor  the  development  of  local  language  web  sites.  The  centers  also  conduct  training  in  basic  civics, 
entrepreneurship,  and  English 

USAID  and  the  Intel  Corporation  signed  Memorandum  of  Understanding  in  December  2006  to  broaden  access  and  usage  of  information  and  communications 
technologies  (ICT)  in  developing  communities  around  the  world.  This  alliance  envisions  collaboration  and  partnership  in  the  following  areas:  enabling  "last  mile" 
internet  connectivity  and  locally  relevant  applications,  supporting  ICT  usage  and  deployment  by  small  and  medium-sized  enterpnses  to  enhance  economic 
development  opportunities:  and  increasing  the  use  of  ICTs  to  support  education  and  health  Intel  prior  expenence  in  the  education  sector  includes  software 
development  and  teacher  training  programs  for  K-12. 

Countries  Eligible  for  Assistance.  USAID  has  education  programs  in  Muslim-majonty  countries  and  countries  with  large  Muslim  populations,  which  potentially 
overlap  those  which  might  be  targeted  by  the  President  under  an  International  Youth  Opportunity  Fund  [section  7114(b)],  Below  is  a  list,  though  not  exhaustive,  of 
programs  in  the  Asia  Near  East  Africa.  Europe,  and  Eurasia  regions. 


In  Afghanistan,  because  many  children  and  youth  lost  years  of  formal  schooling,  students  need  to  catch  up  to  their  appropriate  grade  level  USAID  created  an 
accelerated  teaming  program,  compressing  two  years  of  study  into  a  single  year  through  innovative  teaching  techniques  This  program  has  trained  around  10,500 
teachers  and  enrolled  nearly  170,000  students  More  than  half  the  students  are  girts.  In  addition,  USAID  has  pnnted  and  distributed  nationwide  48.5  million 
textbooks  for  grades  1-12  Since  2002,  USAID  in  conjunction  with  the  Ministry  of  Education  has  built  or  refurbished  622  schools,  mostly  in  remote  areas. 

In  Bangladesh,  Sesame  Street  Bangladesh,  known  locally  as  Sisimpur,  is  USAID's  most  recognized  activity  in  the  country  The  program  began  amng  in  Apnl  2005 
and  is  the  first  show  of  its  kind  in  Bangladesh  The  half-hour  television  programs  provide  access  to  literacy,  numeracy,  and  critical  thinking  skills  for  almost  half  of 
the  estimated  nine  million  three  to  six-year-olds  in  Bangladesh  This  prepares  them  for  learning  success  and  helps  to  combat  traditionally  low  achievement  and  high 
drop  out  rates  in  the  lower  pnmary  grades  Secondly,  USAID  supports  the  Early  Learning  for  School  Success  Program  (SUCCEED)  operation  of  1,800  preschools 
which  prepare  preschool-aged  children  for  school  by  improving  reading  and  mat  skills  and  expanding  access  to  pnmary  schools  A  further  aim  of  the  program  is  to 
increase  children  s  confidence  and  to  reduce  high  dropout  rates  by  ennchmg  early  learning  opportunities  prior  to  formal  education.  The  program  has  established 
1 ,800  preschools  across  the  country  (600  are  based  in  schools  and  1 .200  are  based  in  homes)  and  trained  over  1 .800  preschool  teachers  in  new  interactive 
methodologies. 

USAID/Egypt  supports  the  Government  of  Egypt  in  sustaining  improvements  in  learning  outcomes  in  grades  K-12.  The  program  focuses  on  improving  teaching  and 
learning,  increasing  equitable  access  to  education,  and  strengthening  management  and  governance  in  seven  govemorates.  Activities  include  in-servioe  teacher 
training,  school  libranes,  information  technology,  and  some  school  construction  in  remote  and  densely  populated  areas  To  date,  USAID  has  also  provided  5  million 
books  to  over  5,000  Egyptian  pnmary  schools.  Over  39.000  students  now  have  access  to  computer  technology.  USAID  has  built  70  new  girts  schools  serving 
almost  40,000  students  USAID  supported  the  development  of  the  Egyptian  Sesame  Street  which  helps  over  85  percent  of  alt  children  under  age  eight  acquire 

USAID  works  in  Indonesia,  the  world's  largest  Muslim  country  The  USAID  program  there  works  with  over  100  distncts  (25  percent  of  the  nation),  providing  training 
and  technical  assistance  to  school  officials,  communities  and  local  governments  on  education  management  and  finance  This  Presidential  initiative  also  includes  in- 
service  teacher  training,  mentonng,  and  teacher  resource  centers  to  improve  the  quality  of  classroom  instruction  Over  245.000  junior  secondary  students  and  out- 
of-school  youth  are  learning  employment-related  life  skills  while  working  toward  school  completion  or  its  equivalency  USAID  is  supporting  the  creation  of  an 
Indonesian  Sesame  Street,  which  will  debut  in  2007  Through  direct  assistance  and  dissemination  of  best  practices,  education  programs  are  expected  to  reach 
9,000  public  and  pnvate  schools  2  5  million  students,  90.000  educators  and  one  million  out-of-school  youth  by  2010. 

in  July  2003.  the  Government  of  Jordan  launched  a  five-year,  $380  million  program,  developed  with  USAID  assistance.  Education  Reform  for  the  Knowledge 

restructure  education  programs  and  practices,  improve  physical  learning  environments,  and  promote  learning  readiness  through  improved  and  more  accessible 
early  childhood  education  USAID,  in  coordination  with  Jordan  and  eight  other  donor  nations  and  multi-lateral  organizations,  will  provide  $80  million  during  this 

1 00  public  kindergartens,  field-test  cumculum.  and  develop  an  accreditation  system,  (2)  develop  school-to-work  programs  and  an  IT  curriculum  stream  for  high 
school  students:  (3)  connect  100  'Discovery'  schools  to  broadband  and  test  e-leaming  modules  for  all  subject:  (4)  expand  youth  and  life  skills  programs  to 
secondary  schools  in  new  underserved  areas  in  Jordan,  and.  (5)  construct  up  to  28  new  schools  and  rehabilitate  another  100  schools  to  create  the  appropnate 
learning  environment  that  supports  the  reform  efforts  and  accommodates  the  recent  influx  of  refugees  from  the  region 

in  Pakistan.  USAID  supports  the  Government  of  Pakistan's  education  reform  strategy  by  (1)  strengthening  education  policy  and  planning;  (2)  improving  the  skins 
and  performance  of  teachers  and  administrators;  (3)  increasing  youth  and  adult  literacy;  (4)  expanding  public-private  partnerships;  and  (5)  providing  school 
improvement  grants  and  involving  parents  and  communities  in  public  schools  Over  9,000  parent-teacher  associations  received  school  improvement  grants  helping 
communities  to  build  over  3.000  new  classrooms,  reconstruct  over  1 ,000  more  classrooms,  build  over  1 .200  toilets,  and  repair  another  1 .000  In  addition,  in  the 
Federally  Administered  Tribal  Areas.  USAID  is  constructing  and  furnishing  65  primary,  middle,  and  high  schools  USAID  is  building  or  restoring  water  and  sanitation 
facilities  at  1 90  girts'  schools  Scholarships  have  been  awarded  to  57  women  from  this  area  to  attend  a  one-year,  pre-service  teacher  education  program 

In  the  Philippines  (Mindanao).  USAID  education  programs  aim  at  improving  education  quality  and  access,  and  providing  livelihood  skills  training  for  out-of-school 
youth  USAID  and  the  U  S  Peace  Corps  jointly  help  improve  instruction  in  English,  science,  and  math  by  training  over  21,000  elementary  and  secondary  school 
teachers,  as  well  as  mobilizing  over  300  Parent-Teacher  Community  Associations  Computer  and  internet  education  has  also  been  introduced 
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The  Asia  Near  East  regionalso  contains  countries  with  significant  Muslim  populations  though  not  in  the  majority,  such  as  India  (second  largest  Muslim  population  in 

USAID/India's  pilot  program  introduces  the  formal  curriculum  in  eleven  Islamic  religious  schools  (madrassas).  complementing  the  Indian  Government's  efforts  to 
modernize  madrassa  education  The  program  reaches  over  2,500  out-of-school  youth  and  working  children,  particularly  adolescent  girts  A  state  government  has 
decided  to  scale-up  this  model  with  its  own  resources,  benefiting  over  90.000  children  in  1.200  madrassas  by  September  2008 

The  sub-Saharan  Africa  region  contains  a  number  of  important  Muslim  and  Muslim  majority  countries,  in  which  support  to  basic  education  activities  and  improved 
learning  opportunities  for  in-school  and  out-of-school  youth  figure  prominently  While  USAID  has  been  working  with  predominately  Muslim  countnes  and 
communities  in  the  education  sector  in  Africa  from  the  1960s.  since  the  events  of  9/1 1 .  the  Bureau  for  Africa's  Office  of  Sustainable  Development  (AFR/SD)  has  re¬ 
evaluated  the  role  of  education  and  taken  a  more  strategic  approach  to  address  the  concerns  of  a  post-9/1 1  society.  USAID  partners  with  Muslim  communities  to 
ensure  that  children  in  these  communities  are  receiving  the  best  and  broadest  education  possible  and  that  USAID  is  working  collaboratively  to  create  an  enabling 
socio-economic  environment  that  will  ultimately  lead  to  greater  global  peace,  security  and  understanding 

In  support  of  President  Bush's  *100  million  East  Africa  Counter  Terrorism  Initiative  (EACTI).  AFR/SD  initiated  programs  in  East  Africa  in  2003  that  provide  basic 
education  opportunities  in  marginalized  Muslim  communities  The  targeted  countnes  include  Kenya.  Uganda.  Tanzania,  and  Ethiopia.  Eritrea  had  been  part  of  the 
original  list,  but  eliminated  during  the  USAID/Eritrea  closeout  A  summary  of  these  programs  include: 

•  USAID/Ethiopia  implements  various  activities  in  Muslim-dominated  areas  particularly  in  Somali,  Afar,  and  Oromia  regions  The  activities  include,  support  to 
pre-service  and  in-service  teacher  training  to  improve  the  quality  of  pnmary  education,  provision  of  capacity  building  training  for  Parent  Teacher  Assocrations 
(PTAs)  and  community  members  to  increase  parent  and  community  involvement  in  school  management,  building  the  capacity  of  education  officers  to  improve 
the  planning  and  management  of  the  education  system,  and  establishment  and  expansion  of  alternative  basic  education  centers  to  provide  non-formal  pnmary 
education  to  children,  especially  girls,  and  adult  literacy  classes  for  illiterate  Muslim  men  and  women. 

•  USAID/Kenya's  basic  education  program.  Education  for  Marginalized  Children  in  Kenya  (EMACK).  is  concentrated  in  the  North  Eastern  and  Coast  Provinces. 
Both  Provinces  have  predominantly  Muslim  populations  and  the  lowest  education  statistics  in  the  country  This  education  portfolio  began  in  2004  with 
supplemental  funding  specifically  targeted  at  Muslim  communities  At  the  end  of  two  years  the  project  has  had  a  tremendous  impact  on  enrollment  and 
retention  Over  100,000  children  have  been  reached  in  the  Coast  Province  Approximately  250  Early  Childhood  Development  Centers  have  been  supported; 
over  2,000  teachers  were  trained  in  child-centered  teaching  methods  To  date,  the  School  Infrastructure  Program  has  successfully  built  107  classroom,  three 
dining  halls,  eight  dormitories  and  supplied  2.000  desks  along  with  300  bunk-beds  with  mattresses 

•  USAID/Tanzania's  program  focuses  on  strengthening  primary  performance  in  general  and  secondary  math  and  sciences  over  the  next  five  years  USAID  will 
focus  basic  education  activities  for  under-served  children  (especially  girls  in  Muslim  and  pastoral  areas).  The  United  States'  basic  education  initiative  will 
provide  training  and  materials  to  teachers  and  students  allowing  thousands  of  Tanzanian  students  to  receive  textbooks  wntten  in  Kiswahili  and  allowing  girls 
to  receive  scholarships  United  States  resources  will  enable  two  programs  to  lay  the  groundwork  over  the  next  five  years  to  increase  the  number  of  girls 
receiving  preschool,  primary,  and  secondary  education;  improve  primary  and  secondary  skills  in  math  and  science,  and  provide  specialized  training  for 
teachers  in  math,  science.  English,  and  the  needs  of  children  with  disabilities 

USAID  works  with  Muslim  and  pastoralist  populations  in  geographic  areas  where  there  is  little  or  no  donor  support  USAID/Tanzania  will  continue  enhancing  service 
delivery  in  Zanzibar,  while  adding  two  pilot  distncts  (Lindt  Urban  and  Mtwara  Urban)  on  the  southern  Tanzanian  mainland  Over  36.000  secondary,  64,000  primary, 
and  7.000  pre-pnmary  school  students  will  benefit  from  U  S  support  targeting  education  delivery  systems  at  local,  distnct.  and  regional  levels.  In  addition,  an 
innovative  radio  instruction  activity  will  focus  on  pre-primary  and  primary-level  education  The  radio  instruction  activity  will  establish  100  informal  learning  centers,  as 
well  as  pilot  radio  instruction  in  40  primary-school  classrooms  in  Zanzibar.  In  addition,  isolated  communities  in  pastoralist  areas  will  establish  70  Community 
Learning  Centers  providing  equitable  access  to  education  for  14,000  children  by  FY-2008  Children  will  benefit  from  quality  basic  education  in  Kiswahili.  English, 
math,  social  studies,  science,  and  life  skills 

•  USAID/Uganda  supports  Madrassa  Early  Childhood  Development  (ECO),  which  targets  poor  communities  and  builds  on  existing  informal  earty  child 
education  at  selected  community  mosques  Through  the  Madrassa  Resource  Centre  communities  are  supported  to  establish  and  manage  their  own  pre¬ 
schools  by  using  intense  community  participation  in  pre-primary  education  The  education  activities  follow  a  unique  structure  that  was  exclusively  designed  for 
Madrassa  for  use  in  the  Ugandan  context  The  project  seeks  to  provide  access  to  high  quality,  culturally  relevant  and  affordable  early  childhood  education  and 
development  in  order  to  increase  the  chances  of  children  from  underprivileged  communities  to  access  and  succeed  in  later  formal  education  To  date  the 
project  has  achieved  the  following:  15  community  schools  have  been  mobilized  and  are  participating  in  the  program;  13  community  schools  are  being 
supported  under  post  graduation  continuous  support  to  ensure  the  long-term  sustainability  of  the  pre-schools.  1,207  children  are  cunently  enrolled  in  the  new 
schools  and  other  schools  supported  by  the  ECD  activity;  282  Schools  Management  Committee  members  received  training  on  how  to  manage  their  schools. 
120  ECD  teachers  have  been  trained  in  ECD  methodologies,  and  1 .810  parents  have  been  mobilized  to  send  their  children  to  the  community  schools 

In  support  of  the  Trans-Sahara  Counter-Terrorism  Partnership  (TSCTP): 

.  USAID/Mall's  basic  education  program  focuses  on  supporting  moderate  Islamic  schools  (madrassas)  and  improving  the  quality  of  pnmary  education  (or  Mali's 
predominantly  Muslim  population  The  program  reinforces  the  Ministry  of  Education's  management  capacity:  provides  school-based  and  radio-based  teacher 
training;  develops  interactive  radio  instruction  for  students,  promotes  adult  literacy,  and  mobilizes  communities  to  better  manage  and  advocate  for  their  local 
primary  schools  In  the  three  northern  regions  of  the  country.  USAID  provides  scholarships  for  over  6.000  disadvantaged  girls  each  year 

•  USAID/Senegal's  program  aims  at  improving  basic  education  in  Koranic  schools  currently  benefits  approximately  4.800  vulnerable  children  living  and 
studying  in  these  schools  The  pilot  activity  funded  with  TSCTP  ESF  funds,  was  launched  in  late  2005  It  supports  improvements  in  the  living,  health,  nutrition, 
and  learning  conditions  of  children  in  Koranic  schools  It  accomplishes  this  through  the  provision  of  hot  meals;  basic  learning  materials  such  as  pens,  books, 
and  notebooks;  and  first  aid  kits  The  program  also  provides  training  to  teachers  in  how  to  effectively  teach  languages,  math,  life  skills,  and  health  education 
Vocational  training  is  also  offered  in  the  areas  of  carpentry,  sewing,  masonry,  and  tannery  Over  the  past  few  months,  the  leaders  of  these  schools  have 
become  increasingly  receptive  to  incorporating  secular  education  in  their  curriculum  and  in  promoting  better  nutrition  and  hygiene  among  their  students 

•  AFRD/SD's  efforts  through  the  President's  Africa  Education  Initiative  (AEI)  in  Niger,  Chad,  and  Mauritania  complement  me  TSCTP's  efforts  to  counter 
extremism  and  terrorism  In  these  countnes  USAID  has  used  the  AEl's  Ambassador  Girls'  Scholarship  Program  to  improve  access  to  quality  education  lor 
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girls  and  to  engage  parents  and  communities  in  the  north  of  Mali  and  throughout  Niger.  Chad,  and  Mauritania 

While  not  part  of  EACTI  or  TSCTP,  other  countries  have  benefited  from  USAID's  Bureau  for  Africa's  efforts  to  reach  out  to  Muslim  populations,  including  Somalia, 
Sudan,  and  Djibouti  in  the  Horn  of  Africa  and  Nigeria  in  the  West. 

•  USAID/East  Africa  has  been  supporting  education  programs  in  Somalia  since  1994  The  current  education  program  uses  radio  to  deliver  high-quality, 
interactive  instructional  programs  to  marginalized  children  The  radio  programs  are  currently  being  broadcast  throughout  Somalia,  including  in  Mogadishu.  The 
instructional  radio  program  will  target  out-of-school  youth  and  Koranic  schools  in  Muslim  communities 

•  USAID/Sudan  efforts  are  focused  on  the  Three  Areas  and  southern  Sudan  and  engaging  in  national  development.  USAID  continues  to  implement  programs 
to  enhance  inter-religious  peace-building  through  improving  education  access.  Formal  and  non-fbrmal  programs  focus  on  primary  and  girts'  education,  teacher 
training  and  institutional  development  -  targeting  out-of-school  youth,  women  girts,  returnees,  and  other  vulnerable  groups  The  U.S.  Government  is  expediting 
the  provision  of  pnmary  education  and  adult  literacy  through  radio-based  instruction  to  provide  a  quality  standard  of  learning  both  for  students  and  teachers 
Conflict  resolution,  recovery,  and  prevention  are  integrated  to  support  the  peace  process 

•  USAI D/DJIbouti.  Since  2003,  USAID  has  supported  Djibouti's  education  reform  program,  to  (a)  increase  access  through  school  rehabilitation, 
renovating/building  water  and  sanitation  facilities,  and  the  provision  of  textbooks,  equipment  and  kits;  (b)  improve  quality  through  teacher  training, 
development  of  teachers'  and  school  prinapals'  guides,  provision  of  English  Language  teaching  and  teacher  training  for  secondary  and  university  levels,  and 
construction  and  equipment  of  pedagogic  resources  centers,  as  well  as  improving  supervision,  and  (c)  improve  community  participation  and  increase  girts' 
education  through  the  provision  of  scholarships  to  1 .000  girls  and  non-formal  education  programs  for  out-of-school  youth  especially  girls  USAID  collaborates 
with  the  U  S  Embassy  and  the  Combined  Joint  Task  Force/  Horn  of  Africa 

•  USAID/NIgerta  began  support  to  the  education  sector  in  1 999  The  first  three-year  program  focused  on  increasing  teachers'  instructional  skills  in  English 
literacy  and  numeracy;  used  interactive  radio  instruction  increased  commumty/PTA  involvement  in  schools'  management,  increased  child-focused  classroom 
instructional  methods;  and  increased  local  and  state  government  skills  in  school-based  data  collection  and  use  (this  aspect  evolved  into  the  current  GON 
National  EMIS  model)  Some  25  percent  of  participating  schools  were  Islamiyyah,  the  balance  were  public  The  current  program  integrates  health  and 
education  activities,  focusing  on  increasing  teachers'  instructional  skills  in  English  literacy  and  numeracy:  uses  interactive  radio  instruction,  increases 


In  Europe  and  Eurasia  the  dissolution  of  the  Soviet  Union,  followed  by  creation  of  new  independent  countries  in  place  of  the  former  Soviet  republics,  and  the 
drastic  deterioration  of  the  economic  situation  dunng  the  1 990s.  forced  many  of  the  new  governments  to  drastically  reduce  the  country's  share  of  the  Gross 
Oomestic  Product  (GDP)  allocated  for  the  education  sector.  The  economic  downturn  and  the  challenges  of  restructunng  the  economy  and  the  education  sector 
have  been  particularly  severe  in  Tajikistan,  which  suffered  from  a  five-year  civil  war  (1992-97). 

In  2003,  to  support  the  efforts  of  the  Central  Asian  countries  to  reform  the  education  sectors.  USAID  has  implemented  a  regional  education  project  in  Tajikistan, 
Kyrgyzstan,  Uzbekistan,  and  Turkmenistan.  Although  regional  in  implementation,  the  project  allows  for  and  takes  into  account  the  specific  needs  of  each  country 
and  aims  to  utilize  windows  of  opportunity  as  they  arise  The  Basic  Education  Strengthening  Program  (PEAKS)  focuses  on  five  major  aspects  of  the  education 
system:  (1)  in-service  teacher  training;  (2)  dassroom-level  learning  materials  and  textbook  development:  (3)  parent  and  community  involvement  in  education 
decision  making;  (4)  management  and  technical  capacity  at  all  levels  of  the  education  system;  and  (5)  rehabilitation  of  school  infrastructure  The  program  is 
implemented  in  close  collaboration  with  the  respective  Ministries  of  Education,  Ministry  of  Finance,  teacher  training  institutes  and  other  pedagogical  and  research 
institutions.  USAID  also  facilitates  donor-host  country  dialogue  and  to  the  extent  possible  collaborates  with  other  donors  to  ensure  complementary  design  and 
delivery  of  education  activities. 

USAID/E&E  EDUCATION  PROGRAM  IMPACT  IN  FOUR  MUSLIM  MAJORITY  CENTRAL  ASIAN  COUNTRIES  (2002  -  2006) 


TYPE  OF  MAJOR  PROGRAM 

PROGRAM  COMPONENTS 


REGIONAL  IMPACT 


•Rehabilitated  113  schools 


Increase  the  Quality 


mechanism  based  on  per  capita  funding 
rormula  to  improve  efficiency  Results 
include  more  efficient  student/teacher 
ratios  in  pilot  areas  (Kyrgyzstan. 
Tajikistan.  Uzbekistan) 

•  8.142  pnmary  and  secondary  school 


strengthened  to  support  school  quality 
improvements  (Kyrgyzstan.  Tajikistan. 
Uzbekistan,) 

•  300  "Model  Schools"  model  best 
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practices  in  the  use  of  new  teaching 
methods,  management  practices  and 
community  involvement.  (Kyrgyzstan. 
Tajikistan.  Uzbekistan.  Turkmenistan) 


Kyrgyzstan.  After  the  Tulip  Revolution,  the  country  continues  to  hang  in  a  tenuous  balance.  Strengthening  the  ability  of  the  education  sector  to  deliver  quality 
education  relevant  to  the  needs  of  market-based  democracy  will  facilitate  the  democratic  transition  and  economic  performance  and  competitiveness  USAID 
provides  teacher  training  and  resource  development  for  1 1  pilot  schools,  which  in  turn  will  serve  as  teacher  training  centers  for  84  cluster  schools  The  professional 
Development  Schools  (PDS)  have  been  recognized  by  the  Government  of  Kyrgyzstan  as  the  alternative  teacher  training  providers,  a  significant  accomplishment  in 
a  country  with  a  highly  centralized  educational  system  that  does  not  readily  look  to  alternative  service  providers  The  Government  of  Kyrgyzstan  also  pays  a  salary 
for  a  PDS  coordinator  From  the  inception  of  the  project.  90.268  students  benefited  from  this  program  and  12,062  teachers  received  training  In  addition.  USAID 
funds  the  Kyrgyz  National  Scholarship  Test,  which  helps  to  fight  corruption  by  enabling  high  school  graduates  to  receive  ment-based  scholarships  for  higher 

Tajikistan.  Keeping  momentum  towards  democratic  reform  in  Tajikistan  is  critical,  and  a  strong  education  system  is  an  important  tool  to  support  that  goal.  While  the 
basic  education  project  initially  focused  on  pnmary  grades,  deemed  to  be  in  the  most  urgent  need  of  support,  in  2005.  additional  resources  allowed  the  project  to 
expand  the  spectrum  of  interventions  to  cover  grades  5-1 1  and  introduce  the  Reading.  Whting,  and  Cntical  Thinking  Program  From  the  inception  of  the  project, 

In  addition  to  the  regionally  implemented  PEAKS  project.  USAID  is  also  supporting  a  basic  education  project  through  the  Aga  Khan  Foundation  (AKF)  This  project 
works  in  remote,  mountainous  areas  where  teachers  seldom  have  access  to  professional  development  activities  As  a  result  of  teacher  training  improvements, 
teachers  report  increased  attendance,  return  to  school  of  students  who  stopped  attending,  and  new  motivation  to  study  among  the  students.  From  its  inception,  the 
USAID-AKF  project  has  benefited  5,000  students  and  trained  1.057  teachers 

Uzbekistan.  Although  USAID  was  forced  to  halt  project  activities  in  2006  due  to  the  deteriorating  political  situation,  the  overall  project  achievements  to  date  may  be 
noted  here  Since  its  inception,  the  basic  education  project  has  benefited  102,412  students  and  trained  676  teachers.  The  success  of  the  project  is  also  evidenced 
by  the  fact  that  many  of  the  Uzbek  trainers  continue  to  support  the  regional  project  activities  in  Kyrgyzstan  and  Tajikistan. 

Turkmenistan.  Turkmenistan  has  taken  the  disturbing  step  of  essentially  eliminating  upper  secondary  education  by  reducing  the  length  of  study  to  nine  years 
instead  of  the  standard  ten  years  (under  the  Soviet  system).  In  addition,  the  shift  to  the  almost  total  reliance  on  the  late  President  Niyazov's  books  (Rukhnama)  as 
the  primary  curriculum  which  emphasizes  loyalty  to  the  president  and  his  spintual  teachings,  resulted  in  devastating  detenoration  of  education  quality  and  relevance 
and  created  a  vast  knowledge  vacuum  which  will  affect  many  generations  to  come  Young  people  under  the  age  of  15  make  up  nearly  35  percent  of  the  population 
in  Turkmenistan  -  the  second  largest  percentage  of  youth  in  the  Europe  and  Eurasia  region.  As  a  result  of  the  President  Niyazov's  education  reforms,  upper 


Besides  a  small-scale  UNICEF  initiative  in  pnmary  and  secondary  education.  USAID  has  been  the  only  other  donor  involved  in  education.  Although  the  Government 
of  Turkmenistan  has  not  formally  endorsed  the  program,  it  has  allowed  interested  schools  to  work  with  the  USAID-funded  project  Assistance-to-date  has  focused 

FY-2006,  USAID  did  not  fund  the  basic  education  project 

The  change  of  leadership  following  the  recent  death  of  President  Niyazov  may  create  opportunities  for  broader  engagement  President  Berdimuhammedov 
announced  that  Turkmenistan  will  embark  on  reform  to  align  the  education  system  with  international  standards.  If  implemented,  this  may  provide  an  opportunity  for 
U  S.  involvement  in  basic  education  reform 


High  unemployment  and  underemployment,  often  a  result  of  slow  economic  growth,  are  among  the  most  cntical  issues  in  predominantly  Muslim  countnes.  U  S 
assistance  programs  attempt  to  address  this  issue  with  reforms  to  improve  the  investment  climate  Such  reforms  could  include  business  registration,  dispute 
settlement,  financial  sector  and  agncultural  reforms,  combined  with  education,  job  training,  and  health  programs. 


The  United  States  strategy  of  Total  Economic  Engagement  pursues  economic  reform,  rule  of  law.  and  global  economic  integration  worldwide,  including  countnes 
with  predominantly  Muslim  populations.  Total  Economic  Engagement  includes 

•  Regular  bilateral  discussions  on  these  topics  with  host  government  officials,  with  both  U  S  Embassy  officials  and  officials  from  a  wide  range  of  U  S.  agencies 
participating  in  these  talks. 

•  Formal  structured  dialogues,  high-level  Economic  Dialogues,  and  Trade  and  Investment  Framework  Agreement  (TIFA)  Councils; 

•  U  S  bilateral  and  multilateral  assistance  programs  for  economic  reform,  trade  capacity  building,  and  rule  of  law  are  managed  chiefly  through  USAID,  the 
Millennium  Challenge  Corporation,  and  the  State  Department's  Middle  East  Partnership  initiative  Programs  are  often  complemented  with  technical  assistance 
provided  by  specialized  U  S.  agencies  and  offices. 

•  Working  through  our  membership  in  such  international  organizations  as  the  International  Monetary  Fund  (IMF),  World  Bank  (WB).  World  Trade  Organization 
(WTO),  and  OECD  (MEAN-OECD  Investment);  we  coordinate  bilateral  policies  and  assistance  strategies  with  these  organizations  and  other  bilateral  donors 
to  advance  reform  goals,  and 

•  Working  with  non -govern  mental  organizations  (NGOs),  such  as  Transparency  International,  and  US  and  foreign  business  associations,  such  as  American 
Chambers  of  Commerce  and  Business  Councils  to  advance  reform  issues  of  mutual  concern 
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Integrating  Predominantly  Muslim  Countries  Into  the  Global  Trading  System 

There  are  a  number  of  USG*funded  programs  to  promote  predominantly  Muslim  countnes'  integration  into  the  global  trading  system  and  promotion  of  regional  trade 


WTO  Awareness  and  Accession.  FY-2006  USAID  programs  with  components  dealing  withWTO  awareness  and  accessionare  being  implemented  in  Afghanistan 
($11,000,000),  Egypt  ($7,500,000),  Iraq  ($5,029,501),  and  Yemen  ($100,000): 

•  USAID/Afghanistan's  Strengthening  Private  Sector  through  Capacity  Building  goal  is  to  establish  sound  economic  governance  within  the  economic 
ministries  and  agencies  of  the  Government  of  Afghanistan  Activities  include  customs  operations  and  administration  and  other  related  reforms  supporting 
progress  toward  WTO  accession 

•  USAID/Egypt's  Assistance  for  Customs  and  Trade  Facilitation  Project  targets  all  aspects  of  trade  capacity  building,  including  trade  policy,  trade 
facilitation,  inspections,  import  and  export  procedures,  trade  agreements,  and  WTO  awareness 

Organization,  supporting  trade  policy  reform,  and  training  and  capacity  building  on  trade-related  matters 

•  USAID/Yemen's  Agricultural  Support  Project  supports  both  Yemen's  capacity  to  increase  its  exports  of  traditional  and  non-traditional  commodities,  and 
Yemen's  WTO  accession 

USAID  Global  Export  Promotion  Programs.  USAID  global  export  promotion  programsm  FY-2006  included  Afghanistan/Pakistan  ($493,000).  Bangladesh 
($630,000),  Egypt  (the  $7,500,000  mentioned  previously  and  $4,000,000).  Jordan  ($1 .000,000),  Morocco  ($3,587,706  and  $5,600,000),  Pakistan  ($2,500,000  and 
$240,000).  and  Yemen  ($73,000) 

•  A  U  S  Interagency  Working  Group  supporting  the  Presidential  Initiative  for  Reconstruction  Opportunity  Zones  (ROZs)  sponsored  a  study  on  the  most  feasible 
locations  and  products  to  be  included  in  ROZs  to  be  located  in  Afghanistan  and  adjacent  border  areas  of  Pakistan  Goods  produced  in  the  ROZs  could 
enter  the  U  S  market  duty  free  The  study  was  funded  and  implemented  by  USAID/Afghanistan.  USAID/Pakistan,  and  USAID/ ANE 

•  In  Bangladesh  the  Shrimp  Quality  Support  Proiect  focuses  on  improving  the  quality  and  quantity  of  shrimp  exports  by  Bangladesh  in  socially  and 
environmentally  acceptable  ways  by  transferring  appropriate  applied  research  to  farmers 

e  USAID/Egypt's  Assistance  for  Customs  and  Trade  Facilitation  Project  (mentioned  previously) 

•  USAID/Egypt's  Information  Communication  Technology  works  to  establish  Ihe  legal  and  regulatory  framework  necessary  to  strengthen  e-commerce  and 
information  and  communication  technology,  these  investments  are  designed  to  support  business  development,  trade,  and  investment 

•  USAID/Jordan  supports  the  Business  Development  Center  -  Jordan  which  provides  assistance  to  firms  in  Jordan  to  help  them  adapt  to  the  integration  of 
Jordan  into  the  global  economy,  and  enhances  their  ability  to  export  to  international  markets 

e  USAID's  Morocco  Fast  Track  Trade  is  designed  to  help  Moroccan  companies  identify  U  S  business  partners  and  provide  advice  on  marketing,  packaging, 
and  exporting  to  the  United  States.  The  Project  prepares  export-ready  Moroccan  small  and  medium  enterprises  to  use  the  U  S  -  Morocco  Free  Trade 
Agreement  to  their  best  advantage 

•  USAID's  Morocco  New  Business  Opportunities  supports  the  U  S  -  Morocco  Free  Trade  Agreement  by  providing  technical  assistance,  training,  and 
business  contacts  to  Moroccan  manufactunng  enterpnses  to  enable  them  to  successfully  export  to  the  United  States 

•  The  Pakistan  Initiative  for  Strategic  Development  and  Competitiveness  provides  technical  assistance  and  training  to  increase  the  competitiveness  of 
Pakistani  small  and  medium  sized  enterprises  This  USAID/Pakistan  project  works  with  a  number  of  sectors,  including  gems,  jewelry,  dairy,  marble, 
horticulture,  and  furniture,  to  improve  their  capacity  to  market  and  export  their  product  In  addition,  USAID's  Embroidery  Value  Chain  in  Pakistan  project  is 
linking  rural  female  embroiderers  to  agents,  who  m  turn  sell  their  product  to  urban  and  rural  export  markets 

Customs  Reforms.  Customs  reformsare  supported  by  USAID  FY-06  programs  m  Afghanistan  ($1 1  000.000).  Egypt  ($7,500,000.  mentioned  previously).  Iraq 
($1,453,334),  and  Jordan  ($6,437,695): 

•  Afghanistan’s  Customs  Reform  Program  is  imbedded  in  USAID's  Strengthening  Pnvate  Sector  through  Capacity  Building  Proiect.  which  is  designed  to 
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establish  sound  economic  governance  in  economic  ministries  and  agencies,  including  the  Ministry  of  Finance  and  Customs  Service  Customs  generated  some 
$150  million  in  Afghan  fiscal  year  2004-5,  surpassing  the  IMF  revenue  generation  goal 

•  Customs  Reform  for  Trade  Improvements  -  Iraq  is  a  USAID  project  to  assist  the  government  of  Iraq  to  develop  the  necessary  customs  reforms  to  rebuild 

•  Jordan's  Customs  Reform  Program  is  embedded  in  USAID's  Achievement  of  Market  Fnendly  Initiatives  and  Results  (AMIR),  which  supports  pnvate  sector 
development  and  trade  capacity  building 

USAID  Africa  Bureau  Programs.  Programs  managed  within  the  USAID  Afnca  Bureau  include  Sub-Saharan  integration  into  the  global  trading  system,  the  dnvmg 
forces  of  which  are  the  African  Growth  and  Opportunity  Act  (AGOA)  and  the  Presidential  Initiative  -  African  Global  Competitiveness  Initiative  (AGCl)  The  African 
Global  Competitiveness  Initiative  promotes  export  competitiveness  and  growth  of  African  enterpnses  to  expand  trade  with  the  United  States  under  the  African 
Growth  and  Opportunity  Act.  other  international  trading  partners,  and  within  Africa.  Program  efforts  are  focused  on  helping  countnes  build  a  sound  enabling 
environment  including  policies,  laws  and  regulations  governing  business  and  trade,  improving  infrastructure  to  facilitate  trade;  strengthening  financial  services  to 
small  and  medium-sized  enterprises  and  other  businesses;  and  developing  the  energy  sector  to  meet  the  needs  of  growing  African  economies. 


Albania  USAID's  objective  in  Albania  is  to  strengthen  its  integration  into  the  Euro-Atlantic  community  and  promote  its  contribution  to  ethnic  integration  in  the 
region  USAID/Albania's  programs  worked  with  the  government  to  improve  the  business  climate  for  pnvate  sector  growth  and  investment  and  to  improve  private 
sector  competitiveness  to  meet  international  export  requirements  The  Albanian  Center  for  International  T rade,  founded  in  2003,  currently  assists  the  Government 
of  Albania  to  improve  the  quality  of  its  trade  policies  The  Enterprise  Development  and  Export  Market  Services  Project,  scheduled  to  run  through  September  2008. 
promotes  the  competitiveness  of  small  and  medium  Albanian  enterpnses  in  domestic  and  foreign  markets  and  accelerates  the  entry  of  Albanian  exports  into  global 
markets. 


Azerbaijan.  Azerbaijan's  program  emphasizes  economic  growth  and  reform,  with  a  focus  on  developing  the  non-oil  sectors  of  the  economy  In  2006,  USAID 
worked  to  develop  a  well-functioning  pnvate  sector  to  increase  job  creation  and  regional  economic  development 

Bosnia  and  Herzegovina.  The  program  in  Bosnia  and  Herzegovina  (BiH)  supports  progress  towards  full  integration  into  the  EU  USAID/BiH  worked  to  integrate  the 
energy  sector  into  the  regional  European  framework  and  supported  the  development  and  implementation  of  a  coherent  direct  taxation  system  that  is  regionally 
competitive.  USAID's  competitiveness  projects  promote  trade  and  investment  in  agribusiness,  wood  processing,  and  tounsm  by  improving  the  competitiveness  of 
the  firms,  industries,  and  training  firms  to  meet  EU  standards 

Central  Asia  Region.  The  Trade  Facilitation  and  Investment  (TFI)  Project  has  been  operating  in  Kazakhstan  and  the  Kyrgyz  Republic  since  2001  and  in  Tajikistan 
and  Uzbekistan  since  2002  The  project  seeks  to  improve  the  trade  and  investment  environment  for  small  and  medium-sized  enterpnses  through  the  reduction  of 
investment  constraints,  trade  facilitation  and  accession  to  and  active  participation  in  the  WTO  (Kyrgyz  Republic  joined  in  1998). 

Building  on  USAID's  TFI  Project  the  U.S.  Central  Asia  Trade  Facilitation  Initiative  works  to  foster  greater  regional  trade  through  reduced  transaction  costs  for 
businesses  by  harmonizing,  strengthening,  and  streamlining  customs  functions 

The  Business  Environment  Improvement  Project  (BEI)  was  launched  for  Kazakhstan,  the  Kyrgyz  Republic  and  Tajikistan  in  October  This  program  supports  the 
streamlining  of  legal  and  regulatory  processes  and  facilitates  multi-party  engagement  to  improve  the  business,  trade,  and  legal  environment 


The  Central  Asia  Infrastructure  Integration  Initiative,  under  the  Regional  Electncity  Market  Assistance  Project  (REMAP)  helps  to  establish  a  transparent  and 
competitive  regional  electricity  market  to  increase  regional  electncity  trade,  stimulate  economic  growth,  and  provide  market-based  solutions  for  regional  disputes 


Kazakhstan.  USAID’s  Trade  Facilital 
Customs  Code,  bringing  the  country  i 


Rights  (TRIPS)  and  achieve  removal 
Business  Development  Project,  funde 


ion  and  Investment  (TFI)  Prqect  operates  five  offices  in  Kazakhstan  and  was  directly  involved  in  the  drafting  of  Kazakhstan's 

d  goods  which  will  help  Kazakhstan  meet  the  standards  of  the  Agreement  on  Trade  Related  Aspects  of  Intellectual  Property 
from  the  Special  3Q1  Watch  List,  both  of  which  will  help  Kazakhstan's  accession  process  to  the  WTO  The  Kazakhstan  Small 
id  in  October  2006  aims  to  promote  development  of  small  business,  resulting  in  an  increase  of  sales  domestically  and 


Kosovo.  USAID's  objective  In  Kosovo  is  to  strengthen  its  integration  into  the  Euro-Atlantic  community  and  promote  its  contribution  to  ethnic  integration  in  the 
region  USAID's  goal  is  to  help  Kosovo  make  the  transition  from  international  administration  to  self-governance  in  an  effective  and  peaceful  manner  USAID 
provides  training  and  expert  counsel  to  ensure  Kosovars  quickly  build  capacity  in  the  fiscal  and  eoonomic  policy  sectors,  pnvate  enterprise  development,  and 
energy  management  One  such  program  is  the  Cluster  and  Business  Support  Project,  assisting  businesses  in  the  construction  matenals.  livestock,  and  fruit  and 
vegetables  sectors  by  promoting  productivity,  trade  and  investment,  identifying  trade,  marketing  and  imjiort-substitution  opportunities  and  providing  training  to  meet 


Kyrgyz  Republic  USAID's  Trade  Facilitation  and  Investment  Project  provides  support  to  the  WTO  Department  within  the  Kyrgyz  Ministry  of  Economic  Development 
and  Industry  &  Trade  (MEDIT)  to  increase  its  technical  capacity  in  the  legal  and  regulatory  process  The  Kyrgyz  Agn-Enterpnse  Development  Program  works 
closely  with  the  USAID  Ferghana  Valley  Agribusiness  Initiative,  and  provides  development  assistance  to  private  agricultural-input  suppliers  that  share  the  Ferghana 
Valley  with  Uzbekistan  and  Tajikistan 


Tajikistan  USAID's  Trade  Facilitation  and  Investment  Project  works  directly  with  the  Tajik  government  to  prepare  it  to  meet  its  WTO  commitments  by  revising  and 
updating  the  Legislative  Action  Plan  to  bnng  trade-related  legislation  into  conformity  with  the  provisions  of  WTO  Agreements  Patent,  copyright,  trademark,  and 
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geographic  indication  legislation  are  revised  to  reach  conformity  with  the  provisions  of  the  Trade-Related  Aspects  of  the  Intellectual  Property  Rights  (TRIPS) 
Agreement  USAID's  programs  support  small  and  medium  enterpnse  development,  customs  reform,  and  the  creation  of  agncultural  value  chains  Fiscal  reform 
projects  focus  on  reducing  regional  disparities  by  increasing  the  effectiveness  of  local  tax  administration  and  increasing  the  capacity  of  local  governments  to 
develop  and  execute  budgets 

Turkmenistan.  USAID  works  to  foster  trade  advisory  services  and  implement  International  Financial  Reporting  Standards  in  Turkmenistan  In  FY-06.  USAID 
implemented  its  Agricultural  Improvement  Project  to  improve  competitiveness  and  increase  the  rural  incomes  of  farmers  through  the  production  of  quality  goods  for 

Uzbekistan.  In  FY-06  USAID  assisted  Uzbekistan  in  its  WTO  accession  process  supporting  the  drafting  of  new  legislation  and  amending  the  existing  legislation 
required,  and  worked  to  implement  the  reforms  required  for  liberalizing  Uzbekistan's  trade  regime  and  increasing  its  participation  in  the  global  economy 

Stability  Pact  for  Southeastern  Europe.  The  Stability  Pact  for  Southeastern  Europe  (SP)  has  several  relevant  programs  related  to  global  trade  that  affect  parts  of 
the  region  with  significant  Muslim  populations,  including  Albania.  Bosnia  and  Herzegovina,  and  Kosovo.  In  December,  under  Stability  Pact  leadership,  the  countnes 
of  Southeastern  Europe  signed  the  amended  and  enlarged  Central  European  Free  Trade  Agreement  (CEFTA).  which  bnngs  the  region  the  benefits  of  freer  trade, 
improve  the  climate  for  investment,  and  bolster  stability  by  increasing  economic  cooperation.  The  SP's  Trade  Working  Group  has  encouraged  the  negotiation, 
ratification  and  implementation  of  a  network  of  bilateral  free  trade  agreements  among  the  members  of  the  Stability  Pact  and  supports  negotiation  of  a  single  regional 
trade  agreement  aimed  at  harmonizing  the  bilateral  trade  agreements  to  encompass  all  SP  members  The  U  S.  supports  this  process  by  providing  technical 
assistance  to  lower  non-tanff  barriers  within  the  region,  consistent  with  WTO  pnnaples 

The  SP  has  also  helped  develop  a  common  energy  market  between  the  European  Union  and  Southeastern  Europe.  On  October  25.  Albania.  Bosma-Herzegovina. 
and  UNMIK/Kosovo  (among  other  Southeastern  European  parties)  signed  the  Energy  Community  Treaty  in  Athens  This  treaty  will  establish  a  common  regulatory 
framework  for  trade  in  electrtcity  and  gas  and  facilitate  financing  and  investment  by  both  official  donors  and  pnvate  investors  in  the  rehabilitation  of  existing 
infrastructure  and  construction  of  new  infrastructure 

Under  Stability  Pact  auspices,  the  OECD  Investment  Compact  for  Southeastern  Europe  aims  to  improve  the  region's  investment  conditions,  by  setting  out 
commitments  for  policy  reform,  which  countnes  need  to  implement  in  order  to  create  a  robust  and  sustainable  market  economy  and  to  encourage  increasing  local 

Possible  Actions  to  Promote  Intrareglonil  Trade  and  Rule  of  Law  In  the  Region 

Supporting  intraregional  trade  and  rule  of  law  is  a  key  aspect  of  U  S.  policy  in  the  Middle  East  and  around  the  world. 

Intra regional  Trade 

our  effort  to  promote  intraregional  trade  Our  strategy  for  attaining  MEFTA  includes' 

•  Negotiating  Free  Trade  Agreements  (FT As)  with  countries  ready  for  that  step  The  U  S  has  concluded  FT As  with  Israel.  Jordan,  Morocco.  Bahrain,  and 

•  Working  with  additional  countnes  through  the  T1FA  process  to  advance  readiness  for  FTA  negotiations,  and 

•  Assisting  reform-minded  Middle  East  countnes  that  are  not  yet  in  the  WTO  accession  process 

•  The  Middle  East  Partnership  Initiative  (MEPI),  MCC.  and  USAID  Missions  in  the  Middle  East,  provide  support  for  the  MEFTA  initiative  through  a  vartety  of 
programs  in  trade  capacity  building.  MEPI  and  USAID  Missions  in  the  Middle  East  are  supporting  the  WTO  accession  efforts  of  Iraq.  Yemen,  and  Lebanon 
U  S  assistance  programs  assist  FTA  partners  Jordan.  Morocco,  Bahrain,  and  Oman  to  implement  their  FTAs  with  the  United  States 

•  USAID/Jordan's  Achievement  of  Market  Fnendly  Initiatives  and  Results  (AMIR),  supports  implementation  of  the  FTA  between  the  United  States  and  Jordan.  It 
offers  support  to  Jordan  as  it  liberalizes  its  economy  and  works  to  meet  the  requirements  of  regional  and  global  trade  opportunities  USAID/Morocco  assists 
the  government  and  pnvate  sector  to  successfully  respond  to  the  challenges  and  opportunities  that  the  FTA  with  the  United  States  will  bnng 

The  Rule  of  Law 

•  USAID/Egypt's  Administration  of  Justice  Support  II  protect  promotes  the  rule  of  law  by  reforming  and  modernizing  the  commercial  court  system  and 
improving  the  access  to  quality  legal  services  FY-2006  funding  is  15, 000. 000 

•  USAIO/Morocco's  Commercial  Court  Judges  Training  in  Trademark  Opposition  Process  promotes  mandatory  continuing  education  for  judges  and 
lawyers,  including  trademark  opposition  This  builds  on  the  work  of  a  previous  USAID  project  on  modernization  of  commercial  laws  and  of  the  judiciary.  The 
project  will  also  cooperate  with  USAID  funded  training  provided  the  U  S.  Patent  and  Trademark  Office  regarding  implementation  of  the  system  for  both  judges 
and  customs  officials 


The  Millennium  Challenge  Corporation  (MCC).  In  addition  the  Millennium  Challenge  Corporation  (MCC)  provides  assistance  for  transformational  development  in 
countnes  that  perform  well  on  16  independent,  transparent  policy  indicators  in  the  areas  of  ruling  justly,  investing  in  people,  and  economic  freedom  Besides  the 
financial  support  provided  by  MCC  programs.  MCC  creates  an  incentive  for  candidate  countnes  to  adopt  legal,  policy,  regulatory,  and  institutional  reforms  related  to 
the  MCC  selection  critena  Such  reforms  will  contnbute  to  countries'  efforts  to  reduce  poverty  and  increase  economic  growth 

Summary  of  MCC  Activities  in  Predominantly  Muslim  Countries: 

Compact-Eligible  Countries.  Based  on  their  good  performance  on  the  16  policy  indicators  mentioned  above  Compact-Eligible  countnes  are  invited  to  apply  for 
substantial  grants  from  MCC  for  programs  that  they  design  and  implement  through  a  "Compact " 

Mall.  Mali  signed  a  five-year.  $460  8  million  Compact  with  MCC  in  November  Its  Compact  aims  to  reduce  rural  poverty  and  help  achieve  national  food  secunty 
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through  a  sustainable  increase  in  the  economic  performance  of  the  agncultural  sector  The  Compact  also  intends  to  spur  economic  growth  and  reduce  poverty  by 
increasing  the  competitiveness  of  light  industry  and  increasing  the  value-added  of  exports  and  tourism  The  Compact’s  objectives  will  be  met  through  investments 

international  trade,  and  the  Niger  River,  a  source  of  water  for  irrigated  agnculture. 

Burkina  Faso.  Burkina  Faso  submitted  a  Compact  proposal  to  MCC  in  October  It  aims  to  promote  economic  growth  in  the  rural  sector  by  fostenng  land  tenure 
security;  investing  in  irrigation  and  watershed  management  infrastructure  for  agncultural  purposes,  constructing  national  roads,  feeder  roads,  and  market 
infrastructure;  and  improving  existing  agro-industnal  supply  chains 

Jordan.  In  November.  MCC's  Board  of  Directors  selected  Jordan  as  eligible  to  apply  for  Compact  funding  Jordan  is  currently  prepanng  a  proposal  for  submission  to 
MCC 

Morocco.  Morocco  submitted  its  Compact  proposal  to  MCC  in  August  The  proposal  focuses  on  relieving  constraints  to  growth  in  the  agnculture.  fishing,  artisan, 
and  small  enterpnse  finance  sectors 

Threshold  Programs  are  designed  to  assist  countries  that  have  demonstrated  significant  commitment  to  improving  their  performance  on  MCC  selection  criteria, 
but  do  not  yet  pass  more  than  half  the  indicators  in  each  of  the  three  selection  categories  of  ruling  justly,  investing  in  people,  and  encouraging  economic  freedom  A 
Threshold  Program  provides  financial  assistance  to  help  improve  a  low  score  on  at  least  one  of  MCC’s  policy  indicators. 

Albania.  Reducing  corruption  is  the  primary  focus  of  the  $13  8  million  Albanian  program  Albania  is  receiving  assistance  from  MCC  to  fund  three  programs 
designed  to  reform  tax  administration,  public  procurement  and  business  administration  The  program  anticipates  reducing  the  extensive  red  tape  and  below-board 
payments  needed  to  start  a  business  while  increasing  the  national  tax  base 

Burkina  Faso.  The  $12.9  million  program  is  a  pilot  program  that  seeks  to  improve  performance  on  girls’  primary  education  completion  rates.  Specific  interventions 
include  the  construction  of  132  "girl-friendly’’  schools,  teacher  training,  providing  take-home  dry  rations  to  girls  who  maintain  a  90  percent  school  attendance  rate 
and  providing  literacy  training  for  mothers.  Burkina  Faso  is  now  eligible  for  Compact  assistance 

Indonesia  The  $55  million  program  with  Indonesia  seeks  to  immunize  at  least  80  percent  of  children  under  the  age  of  one  for  diphthena,  tetanus,  and  pertussis 
and  90  percent  of  all  children  for  measles  The  Threshold  Program  also  has  a  component  aimed  at  curbing  public  corruption  by  reforming  the  judiciary. 

Jordan.  The  $25  million  Jordanian  program  aims  to  strengthen  democratic  institutions  by  supporting  Jordan  s  efforts  to  broaden  public  participation  in  the  political 
and  electoral  process,  increasing  government  transparency  and  accountability,  and  enhancing  the  efficiency  and  effectiveness  of  customs  administration.  The 
Threshold  Program  is  a  part  of  Jordan's  reform  efforts  focused  on  improvements  in  public  administration,  civil  liberties,  infrastructure,  and  the  economy  Jordan  has 
now  become  eligible  for  Compact  assistance 

Kyrgyz  Republic.  Selected  as  eligible  for  the  Threshold  Program  in  FY-2006  and  reselected  in  FY-2007,  the  Kyrgyz  Republic  has  requested  MCC  funding  to 
improve  performance  on  MCC  indicators  in  the  Ruling  Justly  category  The  Kyrgyz  Republic  submitted  a  Threshold  Country  Plan  to  MCC.  which  is  currently  under 

Yemen.  In  February  2007.  the  Republic  of  Yemen  was  reinstated  into  the  Threshold  Program  The  MCC  Board  of  Directors  found  that  the  Yemeni  government 
worked  aggressively  and  demonstrably  to  address  the  country’s  performance  on  the  MCC  selection  criteria.  Yemen  may  now  apply  for  a  Threshold  Program 


The  Middle  East  Partnership  Initiative  (MEPI).  In  2006.  the  State  Department’s  Middle  East  Partnership  Initiative  (MEPI)  provided  tangible  support  to  reformers  in 
the  region  so  democracy  could  spread,  education  could  thrive,  economies  could  grow,  and  women  could  be  empowered  Working  in  16  countries  and  the 

Examples  of  MEPTs  work  with  reformers  include  the  following: 

•  Provided  technical  and  other  assistance  in  support  of  successfully  completed  free  trade  agreements  with  the  Bahrain  and  Oman. 

•  Expanded  trade  capacity  of  Arab  countries  with  training  and  technical  assistance,  a  number  of  Gulf  countries  are  drafting  new  customs  codes  and  updating 
agricultural  import/export  standards. 

•  Provided  entrepreneunal  training  for  more  than  300  participants,  almost  half  of  them  women,  from  16  Middle  Eastern  and  North  Afncan  countries,  with  35 
alumni  going  on  to  start  or  expand  businesses  At  least  500  new  jobs  have  been  created  following  their  participation  in  MEPI  programs 

•  Extended  credit  and  services  to  small-  and  medium-sized  businesses  through  peer  consultation  and  training  for  regional  banks  and  financial  organizations 

•  Established  self-sustaining  Junior  Achievement  chapters  in  12  countries  throughout  the  Middle  East,  with  more  than  10.000  students  participating.  Created 
public-private  partnerships  that  assisted  in  the  sustainability  of  Junior  Achievement  chapters 

•  Expanded  commercial  and  legal  reform  efforts  in  the  Gulf  by  working  to  update  legal  curricula  at  law  schools  in  Qatar  and  Oman,  update  commercial  codes  to 
meet  international  standards  in  Bahrain  and  Oman,  and  provide  continuing  education  programs  for  the  judiciary 

•  Established  business  network  hubs  in  six  countries,  focusing  on  training,  professional  development,  and  information  shanng  on  laws,  business  opportunities, 
skills,  and  the  global  economy 
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Bin  Laden  Letters  Show  Desire  to  Attack  U.S.  Targets 

By  Cheryl  Pellerin 
American  Forces  Press  Service 

WASHINGTON,  May  3.  2012  -  Osama  bin  Laden's  letters  urged  jihadist  groups  to  stop  domestic  attacks  that 
killed  Muslim  civilians  and  focus  on  the  United  States,  ‘our  desired  goal,'  says  a  study  of  declassified  documents 
captured  during  last  year's  U.S.  rad  on  his  compound  in  Pakistan 

The  59-page  study  titled  'Letters  from  Abbottabad:  Bin  Laden  Sidelined?"  released  online  today,  was  written  by  a 
team  of  researchers  the  Combating  Terrorism  Center  at  West  Point  and  supplemented  with  reviews  and  support 


The  center  is  an  independent,  privately  funded  research  and  educational  institution  at  the  U.S  Military  Academy 
that  informs  counterterrorism  policy  and  strategy. 

The  end  of  the  Abbottabad  raid  was  the  start  of  a  massive  analytical  effort,  retired  Army  Gen.  John  P.  Abizaid. 
the  center's  chairman,  said  in  the  report's  foreword,  adding  that  experts  from  across  the  intelligence  community 
worked  to  exploit  Ihe  captured  documents. 

The  letters  total  175  pages  in  the  ongmal  Arabic  and  197  pages  in  the  English  translation.  The  earliest  is  dated 
September  2006  and  the  latest  April  201 1 ,  the  authors  write,  adding  that  some  letters  are  incomplete  or  undated 
and  not  all  attribute  their  authors  or  indicate  an  Bddressee 

Besides  bin  Laden,  those  who  appear  in  the  letters  as  authors  or  recipients  include  al-Qaida  leaders  Atiyyatullah 
and  Abu  Yahya  al-Libi;  Adam  Yahya  Gadahn,  an  American  al-Qaida  spokesman  and  media  advisor  Mukhtar 
Abu  al-Zubayr,  leader  of  Somali  militant  group  Harakat  al-Shabab  al-Mujahidln;  Abu  Basir,  or  Nasir  al-WUhayshi, 
leader  of  Yemen-based  al-Qaida  in  the  Arabian  Peninsula;  and  Hakimullah  Mahsud,  leader  of  Tehrik-e-Taliban 

'Bin  Laden's  frustration  with  regional  jihadi  groups  and  his  seeming  inability  to  exercise  control  over  their  actions 
and  public  statements  is  the  most  compelling  story  to  be  told  on  the  basis  of  the  17  declassified  documents."  the 
report  said. 


Bin  Laden's  public  statements  focused  on  Muslim  enemies  such  as  corrupt  Muslim  rulers  and  their  Western 
'overseers,'  the  analysis  said,  but  'the  focus  of  Ns  private  letters  is  Muslims  suffering  at  the  hands  df  his  jihadi 


The  late  al-Qaida  chieftain  also  had  been  burdened  by  the  incompetence  of  affiliate  tenor  group,  the  report  said, 
'including  their  lack  of  political  acumen  to  win  public  support,  their  media  campaigns  and  their  pooriy  planned 
operations'  that  killed  thousands  of  Muslims. 

The  failures  of  al-Qaida  in  Iraq  worried  bin  Laden,  who  urged  other  groups  not  to  repeat  their  mistakes  Gadahn 
advised  al-Qaida  to  publicly  dissociate  itself  from  the  group,  the  report  says. 

Bin  Laden  also  worried  about  expansion  plans  of  al-Qaida  in  the  Arabian  Peninsula,  for  example  warning  them 
not  to  declare  an  Islamic  state  in  Yemen,  and  about  indiscriminate  attacks  against  Muslims  by  Tehnk-e-Taliban 

Such  attacks  'caused  Atiyyatullah  and  Abu  Yahya  al-Libi  to  wnte  to  TTP  leader  Hakimullah  Mahsud  to  express 
their  displeasure  with  the  group's  ideology,  methods  and  behavior."  the  report  said 

The  al-Qaida  leaders  'also  threatened  to  take  public  measures  unless  we  see  from  you  serious  and  immediate 
practical  and  clear  steps  towards  reforming  [your  ways]  and  dissociating  yourself  from  these  vile  mistakes  [that 
violate  Islamic  Law]."  the  report  added 

Bin  Laden  withheld  recognition  of  a  February  pledge  of  loyalty  to  al-Qaida  by  Somali  rebel  movement  al-Shabab. 
the  report  said,  feanng  "that  a  formal  merger  with  al-Qaida  would  prevent  investment  and  foreign  aid  in  Somalia." 

The  documents  released  to  the  Combating  T errorism  Center  at  WBSt  Point  mentioned  al-Qaida  in  the  Islamic 
Maghreb,  the  Taliban  and  Jaysh  al-lslam,  but  the  report  says  the  discussions  'are  not  substantive  enough  to 
inform  an  understanding  of  the  relationsNp  between  al-Qaida  s  senior  leaders  and  these  groups.' 

Among  the  documents  is  an  April  2011  letter  from  bin  Laden  responding  to  the  Arab  Spring,  which  he  considered 
a  formidable  event*  in  the  modem  Nstory  of  Muslims. 


'TNs  letter,'  the  report  says,  'reflected  his  intended  strategy  nf  responding  to  the  new  political  landscape  that 
was  emerging  in  the  Middle  East  and  North  Africa." 

In  the  Arab  wortd.  bin  Laden  wanted  al-Qaida  to  focus  its  efforts  on  media  outreach  and  'guidance.'  He  believed 
that  a  media  campaign  should  be  launched  to  incite  'people  who  have  not  yet  revolted  and  exhort  them  to  rebel 

But  he  also  wanted  to  invest,  the  report  said,  in  'educating  and  warning  Muslim  people  from  those  [who  might 
tempt  them  to  settle  fori  half  solutions,  such  as  engaging  in  the  secular  political  prooess  by  forming  political 


In  Afghanistan,  bin  Laden  wanted  jihadis  to  continue  the  fight  against  the  United  States. 

Bin  Laden  believed  their  efforts,  the  report  said,  "weakened  the  United  States,  enabling  Muslims  elsewhere  to 
revolt  against  their  rulers,  no  longer  fearing  that  the  United  States  would  be  in  a  powerful  position  to  support 


The  documents  show  that  al-Qaida’s  relationship  with  Iran  is  one  of  'indited  and  unpleasant  negotiations  over 
the  release  of  detained  jihadis  and  their  families,  induding  members  of  bin  Laden's  family,"  the  report  said, 
adding  that  discussion  about  Pakistan  in  the  documents  is  "scarce  and  inconclusive.' 


http://www.defense.gov/news/newsarticle.aspx?id=  1 1 6 1 93 


1/10/2013 


Defense.gov  News  Article:  B^Laden  Letters  Show  Desire  to  Attack 


Ij^fifargets 


Page  3  of  4 


http://www.defense.gov/news/newsarticle. aspx?id=  116193 


1/10/2013 


Page  4  of  4 


Defense.gov  News  Article:  J^Laden  Letters  Show  Desire  to  Attack 


Lj^Targets 


http://www.defense.gov/news/newsarticle.aspx?id=  116193 


1/10/2013 


c  n 


UNITED  STATES  OF  AMERICA 

)  Supplement  to  Government  Addendum  to 
)  Motion  to  Take  Judicial  Notice  dated 

V. 

)  16  November  2012 

Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hail 

Fort  Myer,  Virginia  22211 

) 

)  Enclosure  25 

) 

)  11  January  2013 

) 

) 

c 


Page  1  of 2 


^DL 


Al  Qaeda  Releases  First-Ever  English  Terror  Magazine 


In  its  latest  effort  to  reach  Western  audiences,  Al  Qaeda  has  released  its  first-ever  English-language  magazine 
that  provides  detailed  bomb  making  instructions  and  calls  on  followers  to  "destroy"  America. 

The  media  wing  of  Al  Qaeda  in  the  Arabian  Peninsula  (AQAP1.  Al  Qaeda's  affiliate  in  Yemen  and  Saudi  Arabia, 
released  the  inaugural  issue  of  Inspire  via  the  internet  on  July  1 1 , 2010.  While  Al  Qaeda  has  previously  released 
English-language  videos  and  statements,  Inspire  marks  the  first  time  the  international  terrorist  network  has 
published  a  magazine  in  English. 

Federal  authorities  have  reportedly  claimed  that  Samir  Khan,  a  blogger  who  distributed  terrorist  propaganda 
material  from  the  U.S.  for  several  years,  is  the  magazine's  principal  author.  Khan,  who  was  bom  in  Saudi  Arabia 
and  grew  up  in  New  York  and  North  Carolina,  reportedly  left  the  U.S.  for  Yemen  in  October  2009. 


According  to  the  editor's  note,  the  67-page  magazine  aims  to  provide  a 
"platform  to  present  the  important  issues  facing  the  ummah  [Muslim 
community]  today  to  the  wide  and  dispersed  English  speaking  Muslim 
readership." 

The  featured  article  is  written  by  Anwar  al-Awlaki,  an  American-born 
Muslim  cleric  living  in  Yemen  who  distributes  radical  online  lectures 
encouraging  American  Muslims  to  attack  non-Muslims  and  Western 
interests.  Al-Awlaki’s  article,  entitled  "May  Our  Souls  be  Sacrificed  for 
You!"  calls  for  "the  execution"  of  those  who  have  promoted  the  "defamation 
of  Muhammad." 

Al-Awlaki  specifically  targets  a  Seattle-based  artist  who  started  a  campaign 
-  "Everybody  Draw  Muhammad  Day"  -  in  opposition  to  the  threats  against 
the  creators  of  South  Park  for  satirizing  issues  surrounding  the  depiction  of 
the  Prophet  Muhammad.  "This  snowball  rolled  out  from  between  her  evil 
fingers,"  al-Awlaki  writes.  "She  should  be  taken  as  a  prime  target  of 
assassination  along  with  others  who  participated  in  her  campaign." 

Al-Awlaki,  whose  previous  messages  have  inspired  several  American  Muslim  extremists  to  carry  out  terrorist 
attacks  in  the  U.S.  and  join  terrorist  groups  overseas,  argues  that  the  Western  political  system  and  all  who 
support  it  share  responsibility  for  promoting  the  "defamation  of  Islam.”  All  Western  interests,  according  to  al- 
Awlaki,  are  therefore  permissible  targets.  "This  would  make  the  attacking  of  any  Western  target  legal  from  an 
Islamic  viewpoint,"  al-Awlaki  argues.  "Assassinations,  bombings,  and  acts  of  arson  are  ail  legitimate  forms  of 
revenge  against  a  system  that  relishes  the  sacrilege  of  Islam  in  the  name  of  freedom." 

Inspire  blends  al-Awlaki's  incitement  to  violence  with  practical  instructions  on  making  explosives.  An  article 
entitled  "Make  a  Bomb  in  the  Kitchen  of  Your  Mom"  provides  step-by-step  instructions  on  making  an  explosive 
device  using  household  ingredients  such  as  sugar,  match  heads,  Christmas  lights,  batteries  and  a  clock.  "In  one 
or  two  days  the  bomb  could  be  ready  to  kill  at  least  ten  people,"  the  article  reads.  "In  a  month  you  may  make  a 
bigger  and  more  lethal  bomb  that  could  kill  tens  of  people."  According  to  the  author,  the  bomb-making 
instructions  not  only  "relieve"  readers  "of  the  "difficulty  of  traveling  to  us,”  but  also  enable  "individual  work  inside 
the  West  such  as  the  operations  of  Nidal  Hassan  and  Faisal  Shahzad." 

Nidal  Malik  Hasan,  the  alleged  gunman  who  killed  13  people  at  the  Fort  Hood  Army  base  in  Texas  in  November 
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2009,  is  singled  out  as  a  hero  throughout  Inspire.  One  article  urges  "every  soldier  working  in  the  crusader  armies 
and  puppet  governments  to  repent  to  Allah  and  follow  the  example  of  the  heroic  mujahid  brother  Nidal  Hassan 
[sic]\  to  stand  up  and  kill  all  the  crusaders  by  all  means  available  to  him."  Umar  Farouk  Abdulmutallab.  a  Nigerian 
man  who  attempted  to  detonate  a  bomb  on  a  transatlantic  flight  from  Amsterdam  to  Detroit  on  Christmas  Day  in 
2009,  is  also  depicted  a  hero  throughout  the  magazine. 

Other  articles  in  Inspire  detail  the  ways  to  conceal  online  and  digital  messages  by  using  encryption  software  and 
what  to  expect  when  traveling  abroad  to  become  a  mujahid,  or  Muslim  warrior.  The  magazine  also  includes 
statements  and  communiques  previously  released  by  various  Al  Qaeda  leaders,  including  Osama  bin  Laden  and 
Ayman  al-Zawahiri,  Al  Qaeda's  second-in-command.  In  another  article,  AQAP  leader  Nasir  al-Wuhayshi 
explains  that  all  the  branches  of  Al  Qaeda  "want  to  win  the  race  of  destroying  the  idol  (i.e.,  America)  and  to  have 
the  greatest  share  in  that  effort." 

Al  Qaeda's  agenda  of  eliminating  the  Jewish  state  is  also  reiterated  throughout  Inspire.  An  article  entitled,  "From 
Here  We  Start  and  in  al-Aqsa  We  End,"  calls  for  Muslims  to  divest  from  Israel  and  "cut  aid  to  the  Zionist  Crusade 
and  kill  those  of  the  Crusaders  whom  we  find  in  our  land."  The  article  also  urges  followers  to  "destroy  the 
Western  interests  until  Europe  and  America  stop  their  support  of  the  Jews."  As  another  tactic,  followers  can 
attack  Israel  by  holding  demonstrations,  "followed  by  explosions  and  civil  disobedience  by  military  rage." 

Inspire  is  among  an  increasing  number  of  Al  Qaeda  materials  published  for  English-speaking  audiences.  In 
recent  years,  Al  Qaeda's  media  wing  has  released  numerous  English  videos  featuring  Adam  Yahive  Gadahn.  an 
American  Muslim  convert  from  California  who  joined  Al  Qaeda  in  the  late  1990s.  Other  Al  Qaeda  recordings  and 
statements,  including  those  featuring  Al  Qaeda  second-in-command  Ayman  al-Zawahiri,  are  simultaneously 
released  in  Arabic  with  English  subtitles  and  translations. 

Like  Al  Qaeda,  other  Muslim  extremist  groups  have  increased  efforts  to  appeal  to  Western  audiences  by 
releasing  English  materials  online.  In  the  summer  of  2009,  for  example,  the  media  wing  of  Al  Mosul  Islamic 
Network,  an  apparent  Internet-based  group  created  to  provide  a  forum  for  English  translations  of  extremist 
material,  released  the  inaugural  issue  of  its  own  online  magazine,  Defenders  of  the  Tmth.  The  previous  spring, 
Al-Fursan  Media,  an  apparent  collaboration  of  online  terrorist  sympathizers,  released  an  English-language 
publication  entitled  Jihad  Recollections. 


http://www.adl.org/NR/exeres/18BD181 1-B556-4D77-9F2F-57654E0FDAC4,8C8C250F-...  1/10/2013 


UNITED  STATES  OF  AMERICA 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


) 

) 

) 

) 

) 

) 

) 

) 

) 


Supplement  to  Government  Addendum  to 
Motion  to  Take  Judicial  Notice  dated 
16  November  2012 

Enclosure  26 


11  January  2013 


ai  gaeda  launches  English 


r 


age  magazine  -  CNN.com 


Page  1  of 3 


World  Sport  Entertainment 


•lr  l 
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By  the  CNN  Wire  Staff 

July  I,  2010-  Updated  1449  GMT  (2249  HKT) 


STORY  HIGHUGHTS 

AI  Qaeda  ttys  rt  has  launched 
first  English  language  onbne 


(CNN)  -  AI  Qaeda  has  launched  this  week  what  it  is  calling  its  first 
English  language  online  magazine,  a  move  that  could  be  seen  as  a 
way  to  recruit  more  American-born  terrorists 
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The  magazine  was  posted  on  radical  Islamist  websites  T uesday,  said  Canadians  rush  to  save  1 1  trapped  killer  whales 

Maryland-based  SITE  Intelligence  Group,  an  organization  that  tracks 
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214  comments 


TwJXeD-  3  years  ago 

I  I'm  a  muslim  and  I'm  proud  to  let  you  know  all  that  Islam  is  a  peaceful  religion. 

These  extremist  idiots  have  taken  and  dnven  the  religion  in  the  direction  which  I  feel  sorry 
for.  For  instance,  the  text  "sacrafice  for  God''  is  mentioned  in  Quran  many  times 
HOWEVER  it  has  different  meanings  and  clearly  not  what  these  so  called  "God  lovers" 
have  interpreted.  An  educated,  broad,  open,  humble  minded  would  definately  interpret  it 
to  messages  such  as  if  you  give  away  a  portion  of  your  money  to  some  needy  poor  family, 
it’s  regarded  as  sacrafidng  ,  if  you  stay  awake  all  night  taking  care  of  your  old  parents 
leaving  all  your  entertainment  stuff  aside  for  the  night,  it's  called  sacraficing.  if  you're 
praying  to  God  all  night  rather  than  watching  a  movoe  or  anything  wordly,  it's  called 
sacraficing  .  In  Quran  It's  NOWHERE  wntten  to  make  people  accept  Islam  forcefully  or  to 
kill  them  if  they  don't  abide  by  your  so  called  customs  and  rules  Infact  The  Quran  dearty 
states  that  people  who  do  not  believe  should  be  left  alone  to  be  judged  by  the  God.  Infact 
The  Quran  dearly  tells  the  Prophet  Mohammed  to  argue  with  people  courteously  For 
instance  I'll  quote  something  from  Quran  here "  Invite  (mankind,  O  Muhammad  )  to  the 
Way  of  your  Lord  (i  e.  Islam)  with  wisdom  (I  e.  with  the  Divine  Inspiration  and  the  Qur'an! 
and  fair  preaching  and  argue  with  them  in  a  way  that  is  better  Truly,  your  Lord  knows 
best  who  has  gone  astray  from  His  Path,  and  He  is  the  Best  Aware  of  those  who  are 
guided.  And  if  you  punish  (your  enemy,  O  you  believers  in  the  Oneness  of  Allah),  then 
punish  them  with  the  like  of  that  with  which  you  were  afflicted.  But  if  you  endure  patiently, 
verily,  it  is  better  far  As-Sabirin  (the  patient  ones,  etc.) " 

The  above  translation  of  a  few  verses  of  Noble  Quran  states  pretty  much  everything  like 
"fair"  preaching,  "fair"  revenge  and  the  best  part  "patience"  These  so  called  muslims  are 
just  abusing  the  religion  name  for  their  own  good  I  do  NOT  consider  them  muslims  Also 
just  to  enhance  your  knowledge,  there  is  no  concept  of  "72“  virgins  in  heaven  for  the 
suicide  bombers  Yes  it's  true  that  a  person  who  does  good  in  the  world  will  be  provided 
with  a  lot  of  rewards  in  the  heaven  (hereafter)  that  we  all  believe  in  including  Christians 
and  Jews  The  reward  includes  a  garden  of  flowing  stream,  fresh  fruits  AND  ever  lasting 
"legal”  companions/wives  who  have  never  been  touched  by  any  man  or  any  other  creation 


name  of  Allah  and  be  blessed  with  virguY'S"  as  if  the  hereafter  is  not  a  perfect  place  but  a 
brothel.  I  request  you  quys  to  please  be  mindful  of  the  facts  and  lets  blame  these 
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Al-Qaida  launches  English-language  e-zine 

Published:  July  1 .  201 0  at  8:54  AM 

WASHINGTON,  July  1  (UPI)  -  WASHINGTON,  July  1  (UPI)  -  Al-Qaida  launched  what  it  says  is  the 
organization's  first  English-language  online  magazine,  which  observers  say  could  be  used  to  recruit  U.S.-born 
terrorists. 

SITE  Intelligence  Group,  an  organization  based  in  Maryland  that  tracks  terror  groups,  said  the  e-zine  "Inspire" 
was  posted  on  radical  Web  sites  earlier  this  week,  CNN  reported  Thursday. 

The  magazine's  debut  apparently  did  not  go  smoothly,  SITE  said.  Only  three  pages  of  what  was  touted  as  a  67- 
page  magazine  appeared  online  and  a  fourth  page  displayed  only  garbled  images. 

The  table  of  contents  include  an  article  called  "Make  a  Bomb  in  the  Kitchen  of  Your  Mom."  The  magazine  also 
indicated  it  would  have  an  article  written  by  fugitive  U.S.-born  cleric  Anwar  al-Awlaki,  who  is  linked  to  an 
attempted  Christmas  Day  bombing  of  an  airplane  bound  for  Detroit. 


©2010  United  Press  International,  Inc.  All  Rights  Reserved. 
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A1  Qaeda's  First  English 
Language  Magazine  Is  Here 


By  MarcAmbinder 

As  the  U.S.  struggles  to  manage  its  efforts  to  influence  opinion  about  A1  Qaeda  abroad,  Al  Qaeda  on  the 
Arabian  Peninsula  has  produced  its  first  English-language  propaganda  magazine. 

It's  called  "Inspire,"  and  you  can  read  parts  of  it  below.  A  U.S.  official  said  early  this  morning  that  the 
magazine  appears  to  be  authentic. 

"Inspire"  includes  a  "message  to  the  people  of  Yemen"  directly  transcribed  from  Ayman  Al-Zawahari, 

Al  Qaeda's  second  in  command,  a  message  from  Osama  Bin  Laden  on  "how  to  save  the  earth,"  and  the 
cover  includes  a  quotation  from  Anwar  Al-Awlaki,  the  American  bom  cleric  who  is  believed  to  be 
directly  connected  to  the  attempt  to  destroy  an  airplane  over  Detroit  by  Umar  Farouk  Abdulmutallab 
on  Christmas  Day.  (The  director  of  the  National  Counterterrorism  Center,  Michael  Leiter,  made  that 
disclosure  at  a  security  forum  in  Aspen,  CO,  Fox  News  reported.) 

The  table  of  contents  teases  an  interview  with  the  leader  of  AQAP  who  promises  to  "answer  various 
questions  pertaining  to  the  jihad  in  the  Arabian  Peninsula."  It  includes  a  feature  about  how  to  "make  a 
bomb  in  the  kitchen  of  your  mom." 

AQAP's  first  effort  to  post  the  magazine  to  jihadist  websites  failed  Wednesday,  as  many  of  the  pages 
were  contaminated  with  a  virus.  (I  half  seriously  believe  that  U.S.  cyber  warriors  might  have  had  a 
hand  in  that  little  surprise.) 

The  U.S.  is  quite  worried  about  Al  Qaeda's  new  publishing  ambitions,  which  mark  a  more  sophisticated 
effort  to  engage  the  English-language  world  and  to  recruit  English-speaking  Muslims  to  join  the  cause. 

The  copy  was  obtained  from  a  private  researcher.  AQAP  had  advertised  for  days  that  the  magazine 
would  appear  with  the  interviews  specified  in  the  table  of  contents.  It  is  possible,  although  not  likely, 
that  the  magazine  is  a  fabrication,  a  production  of  a  Western  intelligence  agency  that  wants  to 
undermine  Al  Qaeda  by  eroding  confidence  in  its  production  and  distribution  networks.  The  U.S.  is 
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engaged  in  direct  net-based  warfare  with  jihadis;  this  sort  of  operation  would  not  be  too  difficult  to  pull 
off. 


Since  I  am  not  completely  certain  that  the  clean  PDF  doesn't  contain  a  hidden  virus,  I've  elected  not  to 
post  it  just  yet. 
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Al  Qaeda  English  Magazine  Calls  for  Terror  Attacks  in  the  U.S. 


Introduction 


Updated:  November  4,  2010 

The  second  issue  of  Al  Qaeda's  English-language  magazine  encourages  terror  attacks  on  U.S.  soil  and  features 
two  Americans  aligned  with  Al  Qaeda  in  Yemen. 

The  media  wing  of  Al  Qaeda  in  the  Arabian  Peninsula  (AQAP).  Al  Qaeda's  affiliate  in  Yemen  and  Saudi  Arabia, 
released  the  second  issue  of  Inspire  via  the  internet  on  October  11,  201 0.  The  October  release  of  the  publication 
-  the  second  installment  of  Al  Qaeda's  first-ever  English-language  magazine  -  coincides  with  the  anniversary  of 
Al  Qaeda's  2000  USS  Cole  bombing  in  Yemen  that  killed  17  American  soldiers. 

One  of  Inspine's  featured  stories,  entitled  ”1  Am  Proud  to  be  a  Traitor  to 
America,"  is  written  by  Samir  Khan,  an  American  blogger  who  distributed 
terrorist  propaganda  material  from  the  U.S.  for  several  years  before  leaving 
for  Yemen  in  October  2009.  Federal  authorities  have  claimed  that  Khan  is  the 
magazine's  principal  author,  and  the  graphics,  design  and  overall  packaging 
of  Inspire  resemble  those  on  Khan's  various  blogs  and  in  Jihad  Recollections, 
the  self-described  "first  English  Jihad  magazine"  in  which  Khan  was  a 
contributor. 

"It  didn't  take  a  rocket  scientist  to  figure  out  that  I  was  Al  Qaeda  to  the  core," 

Khan  writes  about  his  years  spent  in  the  U.S.  distributing  terror  propaganda. 

He  proceeds  to  deride  American  federal  authorities  for  allowing  him  to  persist 
in  spreading  Al  Qaeda's  ideology  and  criticizes  the  U.S.  government  and  its 
military  incursions  in  the  Middle  East  and  South  Asia. 

Khan  then  explains  that  he  traveled  to  Yemen  to  "implant  Islam  all  over  the  world"  without  being  confined  within 
the  American  legal  system.  According  to  Khan,  fomenting  "Islam's  claim  to  power  in  the  modern  world"  entails 
fighting  the  U.S.  and  its  allies.  "I  am  acutely  aware  that  body  parts  have  to  be  torn  apart,  skulls  have  to  be 
crushed  and  blood  has  to  be  spilled,"  Khan  writes.  ”1  would  think  that  it's  about  time  Muslims  came  together  to 
tear  down  the  obstacles.  The  most  important  of  these  obstacles  today  is  obviously  America." 

The  74-page  magazine  also  features  several  statements  from  another  American  who  has  ascended  to  the  top  of 
the  ranks  of  AQAP.  In  one  article,  Anwar  al-Awlaki,  an  American-born  Muslim  cleric  living  in  Yemen  who 
encourages  American  Muslims  to  attack  non-Muslims  and  has  been  designated  by  the  U.S.  as  a  "key  leader”  of 
AQAP,  criticizes  a  group  of  Muslim  scholars  who  previously  convened  in  Turkey  to  challenge  a  fatwa  that 
justified  jihad.  "According  to  these  scholars,  we  the  Muslims  are  not  allowed  to  terrorize  the  Israelis,  or  the 
Americans,  or  the  British."  Al-Awlaki  writes.  "No.  We  do  not  agree  with  that...  We  will  terrorize  them  and  we  will 
do  what  we  can  to  strip  them  of  their  safety  and  security  as  long  as  they  do  us  the  same." 


In  addition  to  original  articles  written  for  the  magazine.  Inspire  also  includes 
excerpts  from  sermons  and  statements  previously  released  by  various  Al 
Qaeda  leaders,  including  Osama  bin  Laden,  Al  Qaeda  second-in-command 
Avman  al-Zawahiri  and  American  Al  Qaeda  spokesman  Adam  Gadahn.  The 
issue  also  features  excerpts  from  a  previously  released  statement  by  Humam 
KHalil  Abu  Mulal  al-Balawi  (also  known  as  Abu  Dujanah  al-Korasani),  the 
Jordanian  physician  who  carried  out  a  December  30,  2009,  suicide  bombing 
at  a  U.S.  military  base  in  Afghanistan  in  which  seven  Americans  were  killed. 
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Also  featured  in  Inspire  is  an  interview  with  Sufyan  al-Azdi  al-Shahri,  AQAP's  second-in-command,  in  which  al- 
Shahri  advises  Muslims  in  the  West  to  "either  immigrate  or  fight  Jihad  in  the  West  by  individual  Jihad  or  by 
communicating  with  their  brothers  in  the  lands  of  Jihad."  Images  of  AQAP  battles  against  the  Yemeni  military  are 
also  displayed  in  the  magazine. 

The  second  issue  of  Inspire  comes  three  months  after  Al  Qaeda  released  its  inaugural  issue,  marking  the  first 
time  the  international  terrorist  network  published  a  magazine  in  English.  Following  its  release,  the  Department  of 
Homeland  Security  stated  that  "the  sophisticated,  colloquial  English-language  magazine  could  appeal  to  certain 
Western  individuals  and  inspire  them  to  conduct  attacks  in  the  United  States  in  the  future." 


Encouraging  Terror  Attacks  in  the  U.S. 


Various  articles  throughout  the  second  issue  of  Inspire  caution  followers  in  the  U.S.  and  in  other  Western 
countries  against  traveling  abroad  to  join  foreign  terrorist  organizations.  Instead,  readers  in  the  West  are 
encouraged  to  carry  out  terrorist  attacks  in  their  home  countries. 

"I  strongly  recommend  all  the  brothers  and  sisters  coming  from  the  West  to  consider  attacking  the  West  in  its 
own  backyard,"  Mukhtar  Hassan  writes.  'The  effect  is  much  greater,  it  always  embarrasses  the  enemy,  and 
these  types  of  individual  attacks  are  nearly  impossible  for  them  to  contain." 

One  section  in  Inspire,  entitled,  "Open  Source  Jihad"  and  written  by  Yahya  Ibrahim,  provides  a  resource  manual 
that  allows  "Muslims  to  train  at  home  instead  of  risking  a  dangerous  travel  abroad"  and  proposes  several  ways  to 
wage  "individual  jihad"  that  inflicts  mass  casualties  and  economic  losses.  "We  strongly  encourage  our  brothers 
to  fight  jihad  on  U.S.  soil,"  Ibrahim  writes,  "to  kill  a  snake,  strike  its  head."  The  article  includes  a  picture  of  the 
Chicago  skyline,  apparently  foreshadowing  the  terror  plot  against  Chicago-area  synagogues  on  October 
29.  AQAP  claimed  responsibility  for  this  attack  on  November  5,  2010. 

Throughout  the  section,  Ibrahim  encourages  simple  and  direct  methods  of 
killing  in  place  of  elaborate  plots  that  can  be  stopped  in  advance  by  law 
enforcement.  One  method  Ibrahim  suggests  is  to  "use  a  pickup  truck  as  a 
mowing  machine,  not  to  mow  grass  but  mow  down  the  enemies  of  Allah."  To 
ensure  mass  casualties,  Ibrahim  recommends  targeting  a  narrow  location 
with  heavy  pedestrian  traffic,  thereby  giving  bystanders  little  chance  to  run 
away  and  escape.  He  also  suggests  welding  steel  blades  to  the  front  of  the 
truck  to  pierce  through  pedestrians  and  carrying  firearms  "so  that  you  may 
use  them  to  finish  off  your  work  if  your  vehicle  gets  grounded  during  the 
attack." 

In  another  article,  Ibrahim  suggests  a  method  detailed  in  the  inaugural  issue 
of  Inspire,  which  provided  step-by-step  instructions  on  making  an  explosive 
device  using  household  ingredients  such  as  sugar,  match  heads,  Christmas 
lights,  batteries  and  a  clock.  Ibrahim  also  encourages  followers  with 
advanced  degrees  or  specializations  in  microbiology  or  chemistry  "to  develop 
a  weapon  of  mass  destruction,  i.e.,  an  effective  poison  with  the  proper 
method  of  delivery." 

Another  method  encourages  readers  to  carry  out  attacks  using  firearms.  Ibrahim  notes  that  such  an  attack, 
similar  to  the  November  2009  shooting  at  the  Fort  Hood  Army  base  in  Texas  and  the  June  2009  shooting  at  the 
military  recruiting  center  in  Arkansas,  requires  little  preparation  and  is  difficult  for  authorities  to  detect.  Ibrahim 
proposes  that  a  "random  hit  at  a  crowded  restaurant  in  Washington  DC  [s/'c]  at  lunch  hour  might  end  up  knocking 
out  a  few  government  employees.  Targeting  such  employees  is  paramount  and  the  location  would  also  give  the 
operation  additional  media  attention." 

Suspected  Fort  Hood  shooter  Nidal  Malik  Hasan  is  again  depicted  as  a  hero  in  an  interview  with  Sufyan  al-Azdi 
al-Shahri,  AQAP's  second-in-command,  who  calls  on  Muslims  in  the  West  to  follow  in  the  footsteps  of  Hasan  and 
Umar  Farouk  Abdulmutallab,  a  Nigerian  man  who  attempted  to  detonate  a  bomb  on  a  transatlantic  flight  from 
Amsterdam  to  Detroit  on  Christmas  Day  in  2009.  'The  operations  of  our  brothers,  Nidal  Hassan  [s/c]  and  Umar 
al-Farouk  [s/c]  are  great  heroic  acts,"  al-Shahri  asserts,  "so  whoever  may  add  himself  to  this  great  list  should  do 
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so  and  we  ask  Allah  to  grant  them  success." 

For  those  who  opt  to  engage  in  terrorist  activities  in  the  U.S.,  Inspire  provides  several  tactics  that  should  be 
employed  to  evade  detection  by  law  enforcement.  In  particular,  followers  should  be  wary  of  informants  and  avoid 
contact  with  like-minded  individuals,  visiting  extremist  Web  sites  and  storing  any  "suspicious"  material. 


Anti-Semitic  &  Extreme  Anti-Israel  Messages 


Anti-Semitic  conspiracy  theories  and  Al  Qaeda’s  agenda  of  eliminating  Israel  are  propagated  throughout  the 
second  issue  of  Inspire. 

In  the  first  pages  of  the  magazine,  the  editor  warns  the  U.S.  that  Al  Qaeda  in  the  Arabian  Peninsula  (AQAP)  will 
"not  lay  down  their  arms  until  they  free  this  land  from  the  tyrants  and  march  on  to  Jerusalem.  That  is  when 
America  and  its  Jewish  masters  would  realize  the  true  danger  of  AQAP."  The  editor  also  notes  the  group's 
slogan:  "Here  we  start,  and  in  Jerusalem  we  meet." 

Inspire  also  uses  Helen  Thomas's  retirement  as  a  White  House  columnist  to 
further  promulgate  claims  that  Israel  and  the  Jews  control  America.  "If  a  long 
time  journalist  and  reporter  like  Helen  Thomas  was  thrown  out  for  truthful 
words  on  the  Israeli  occupation,"  Inspire  asks,  "doesn’t  that  hint  to  everyone 
who's  really  in  control  of  America?” 

Also  featured  in  Inspire  are  several  statements  from  Al  Qaeda  leaders 
threatening  the  existence  of  Israel  and  urging  readers  to  launch  attacks 
against  the  Jewish  state.  In  one  such  statement,  Osama  bin  Laden  avers  that 
he  and  his  followers  will  not  recognize  "any  state  for  the  Jews"  or  "respect  the 
international  charters  which  recognize  the  Zionist  entity  on  the  soil  of 
Palestine."  Instead,  bin  Laden  endeavors  to  "liberate  all  of  Palestine  from  the 
river  to  the  sea." 

American-born  radical  cleric  Anwar  al-Awlaki  also  reiterates  Al  Qaeda's  anti-Israel  and  anti-American  ideology  in 
the  pages  of  Inspire.  "Israeli  and  American  aggression  cannot  be  met  with  pigeons  and  olive  branches  but  must 
be  met  with  bullets  and  bombs,"  al-Awlaki  writes.  "It  is  through  the  heroic  acts  of  the  Palestinian  martyrs  that 
Israel  had  forsaken  its  dream  of  a  great  Israel  and  retracted  upon  itself  behind  walls  and  barriers." 


The  Anti-Defamation  League,  founded  in  1913,  is  the  world's  leading  organization  fighting  anti-Semitism  through  programs 
and  services  that  counteract  hatred,  prejudice  and  bigotry. 


http://www.adl.org/NR/exeres/26582F8B-0236-423C-B093-B8B0CC6788C2, DB7611A2-...  1/10/2013 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  My er,  Virginia  22211 


UNITED  STATES  OF  AMERICA 


v. 


) 

) 

) 

) 

) 

) 

) 

) 

) 


DEFENSE  RESPONSE  TO 
GOVERNMENT  SUPPLEMENT 
ADDENDUM  TO  MOTION  TO 
TAKE  JUDICIAL  NOTICE 
DATED  11  JANUARY  2013 


15  January  2013 


RELIEF  SOUGHT 


The  Defense  requests  this  Court  deny,  in  part,  the  Government’s  request  for  judicial 

notice. 


ARGUMENT 


The  Defense  will  address  each  of  the  Government’s  requests  in  turn. 

a.  Julian  Assange  was  located  in  Iceland  in  February  2010  and  working  on  the  Icelandic 
Modem  Media  Initiative. 

The  Government  has  failed  to  establish  the  relevance  of  this  evidence  and  the  Defense 
maintains  its  relevance  objection.  Whether  or  not  Julian  Assange,  specifically,  was  the  recipient 
of  chats  from  PFC  Manning  does  not  make  any  fact  of  consequence  more  or  less  likely.  The 
Government’s  case  is  not  strengthened  with  respect  to  any  element  of  any  specification  by  this 
evidence.  Quite  simply,  PFC  Manning’s  guilt  does  not  turn  on  whether  or  not  he  was  chatting 
with  Julian  Assange. 

b.  LTC  Lee  Packnett  was  quoted  in  a  New  York  Times  article,  dated  18  March  2010. 

The  Defense  maintains  its  relevance  objection.  As  noted  above,  the  Defense  does  not 
believe  the  fact  that  PFC  Manning  allegedly  had  an  internet  chat  with  Mr.  Assange  has  any 
bearing  on  any  element  of  any  offense.  Likewise,  the  fact  that  LTC  Packnett  was  quoted  in  an 
article  published  by  the  New  York  Times  does  not  make  any  element  of  any  offense  more  or  less 
likely.  The  Government  has  failed  to  articulate  which  element  for  which  this  information  is 
relevant  and,  as  such,  their  motion  for  judicial  notice  should  be  denied. 

Additionally,  the  Government  has  failed  to  articulate  a  hearsay  exception  for  the 
requested  evidence.  On  18  October  2012  this  Court  ruled  that  a  statements  appearing  in  a 
newspaper  are  admissible  “only  if  the  newspaper  article  within  which  the  statements  appear 
qualify  for  a  hearsay  exception.”  See  Appellate  Exhibit  356  at  1 1 .  Here,  the  Government 
requests  judicial  notice  of  hearsay;  the  date  of  a  New  York  Times  article.  Absent  an  articulation 
of  a  hearsay  example  for  the  newspaper  article,  the  Government’s  request  for  judicial  notice 
should  be  denied. 
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c.  A  New  Yorker  profile  of  Julian  Assange,  titled  “No  Secrets:  Julian  Assange’s  Mission  for 
Total  Transparency”  was  dated  7  June  2010. 

The  Defense  maintains  its  relevance  objection.  The  existence  of  a  New  Yorker  article 
about  Mr.  Assange  makes  no  fact  of  consequence  more  or  less  likely.  Whether  or  not  the 
accused  knew  about  this  article  does  not  strengthen  the  Government’s  case  as  it  relates  to  any 
element.  Again,  the  Government  has  failed  to  point  out  for  which  element  this  evidence  would 
be  relevant.  As  such,  it  is  appropriate  to  deny  the  Government’s  request. 

Moreover,  both  the  title  and  date  of  the  New  Yorker  profile  on  Mr.  Assange  call  for 
hearsay.  On  1 8  October  2012  this  Court  ruled  that  a  statements  appearing  in  a  newspaper  are 
admissible  “only  if  the  newspaper  article  within  which  the  statements  appear  qualify  for  a 
hearsay  exception.”  See  Appellate  Exhibit  356  at  1 1.  The  Government  has  offered  no  exception 
for  the  proffered  hearsay,  and,  as  such,  their  request  for  judicial  notice  should  be  denied. 

d.  WikiLeaks  began  releasing  the  alleged  Department  of  State  diplomatic  cables  over  the 
weekend  of  27-28  November  2010. 

The  Defense  does  not  object  to  the  Court  taking  judicial  notice  of  this  fact. 

e.  Al-Qaeda  (AQ),  al-Qaeda  in  the  Islamic  Maghreb,  al-Qaeda  in  Iraq,  and  al-Qaeda  in  the 
Arabian  Peninsula  are  all  listed  as  foreign  terrorist  organizations  by  the  Department  of  State. 
Additionally,  they  are,  in  fact,  enemies  of  the  United  States. 

The  Defense  does  not  object  to  the  Court  taking  judicial  notice  that  the  State  Department 
designated  Al-Qaeda,  al-Qaeda  in  the  Islamic  Maghred  and  al-Qaeda  in  Iraq  as  terrorist 
organizations. 

The  Defense  does  object  to  the  Court  taking  judicial  notice  of  the  State  Department’s 
designation  of  al-Qaeda  in  the  Arabian  Peninsula  as  an  enemy.  The  Government  has  alleged  that 
PFC  Manning  gave  intelligence  to  the  enemy  beginning  in  November  2009.  This  designation 
did  not  take  place  until  19  January  2010,  which  is  after  the  alleged  misconduct  in  this  case 
began.  As  such,  it  is  not  possible  for  the  accused  to  have  been  on  notice  that  al-Qaeda  in  the 
Arabian  Peninsula  was  an  enemy  at  the  time  of  the  alleged  misconduct.  Thus,  the  requested 
evidence  is  not  relevant  and  should  not  be  judicially  noticed. 

f.  Usama  bin  Laden  (UBL)  is  a  member  of  al-Qaeda  and  an  enemy  of  the  United  States. 

The  Defense  does  not  object  to  this  Court  taking  judicial  notice  that  Usama  bin  Laden 
was  a  member  of  al-Qaeda  and  an  enemy  of  the  United  States.  To  the  best  of  the  Defense’s 
knowledge  Usama  bin  Laden  was  killed  in  May  201 1 . 


g.  Adam  Gadahn  is  a  member  of  al-Qaeda  and  an  enemy  of  the  United  States. 
The  Defense  does  not  object  to  the  Court  taking  judicial  notice  of  these  facts. 
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h.  “Inspire”  is  a  magazine.  It  advocates  violent  jihad  and  promotes  the  ideology  of  al-Qaeda 
in  the  Arabian  Peninsula. 

The  Defense  maintains  its  relevance  objection.  Whether  or  not  Inspire  magazine 
encouraged  readers  to  gather  documents  from  WikiLeaks  does  not  make  any  element  of  any 
specification  more  or  less  likely.  The  Government  is  not  required,  even  tangentially,  to  prove 
such  and  the  Government  has  failed  to  identify  the  element  for  which  such  evidence  would  be 
relevant.  Because  this  evidence  does  not  make  any  fact  at  issue  more  or  less  likely  the  evidence 
is  not  relevant  and  should  not  be  judicially  noticed. 

Additionally,  the  Government’s  request  calls  for  the  Court  to  draw  an  inference.  On  30 
August  2012  this  Court  held  “[jjudicial  notice  is  not  appropriate  for  inferences  a  party  hopes  the 
fact  finder  will  draw  from  the  fact(s)  judicially  noticed.”  See  Appellate  Exhibit  288  at  4.  Here, 
the  Government  has  requested  this  Court  look  at  a  magazine  and  news  reports  about  that 
magazine  and  then  draw  an  inference  from  the  contents.  The  Government’s  request  puts  the 
Court  in  a  position  to  judicially  notice  an  opinion,  rather  than  a  fact. 

CONCLUSION 


As  indicated  above,  the  Defense  respectfully  requests  the  Court  deny,  in  part,  the 
Government’s  requests  for  judicial  notice. 


CPT,  JA 
Defense  Counsel 


I  certify  that  I  served  or  caused  to  be  served  a  true  copy  of  the  above  on  MAJ  Ashden 
Fein,  via  electronic  mail,  on  15  January  2013. 


CPT,  JA 
Defense  Counsel 
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IN  THE  UNITED  STATES  ARMY 
FIRST  JUDICIAL  CIRCUIT 


UNITED  STATES 


NOTICE  UNDER  MRE  505(h) 


v. 


MANNING,  ”  "  ~  "’FC 

U.S.  Army, 

Headquarters  and  Headquarters  Company, 
U.S.  Army  Garrison,  Joint  Base  Myer- 
Henderson  Hall,  Fort  Myer,  VA  2221 1 


14  January  2013 


The  defense  provides  the  following  notice  under  MRE  505(h): 

1 .  The  defense  provides  the  following  clarification  regarding  it  notice  with  respect  to 
Michael  Longwell,  Kim  Rosecrans,  Kimberly  Shupp,  and  Jeffrey  Szczepanski.  The 
defense  intends  to  discuss  the  evidence  that  they  possessed  and  their  activities  that  are 
relevant  to  this  case.  If  the  testimony  of  the  witness  is  related  to  the  29  November  2012 
Declassification  Notice,  then  the  defense  only  intends  to  discuss  those  matters  that  are 
authorized.  The  defense  intends  to  interview  all  on  their  general  techniques,  tactics, 
and  procedures  for  both  classified  and  unclassified  evidence.  Certain  lines  of 
questioning  can  be  easily  imagined:  (1)  what  was  the  evidence  that  you  possessed  (this 
response  will  be  limited  by  what  is  and  is  not  approved),  (2)  how  did  you  know  it  was 
that  (same  limitation),  (3)  what  did  you  do  with  this  evidence,  and  (4)  distinguish 
between  what  happened  here  and  standard  procedure. 

2.  The  defense  wishes  to  further  clarify  its  notice  with  respect  to  Mr.  Adrian  Lamo.  The 
defense  intends  to  discuss  fully  the  online  conversations  between  Mr.  Lamo  and  PFC 
Manning.  The  defense  will  use  the  chat  logs  between  the  two  from  the  relevant 
wired.com  article  as  opposed  any  classified  version.  The  defense  will  neither  confirm 
nor  deny  any  intelligence  to  Mr.  Lamo.  Rather,  the  defense  will  ask  about  a  particular 
item  that  was  revealed  and  follow  up  with  queries  as  to  what,  if  anything,  Mr.  Lamo  did 
with  that  information. 

3.  The  defense  will  use  the  information  contained  in  BATES  numbers  378148-378175 
and  410623-410634  while  interviewing  witnesses  #145-147.  (The  numbers  were  taken 
from  the  26  October  2012  Government  Witness  List.) 


THOMAS  F.  HURLEY 
MAJ,  JA 

Defense  Counsel 


APPELLATE  EXHIBIT  %<\ 


PAGE  FEE!-  A'CED: 
PAGE  .  r. 


ED: 


IN  THE  UNITED  STATES  ARMY 
FIRST  JUDICIAL  CIRCUIT 


UNITED  STATES 


) 


)  RULING:  GOVERNMENT 
)  MOTION  TO  PRECLUDE 
)  MOTIVE  EVIDENCE  ON 
)  MERITS 


HHC,  U.S.  Army  Garrison 
Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


MANNING,  Bradley  E.,  PFC 


U.S.  Army, 


) 

) 

) 


)  DATED:  16  January  2013 

) 


On  16  November  2012,  the  Government  filed  a  Motion  to  Exclude  Motive  Evidence  during  the 
merits  portion  of  the  trial.  On  30  November  2012  the  Defense  filed  a  response  opposing  the  motion. 

After  considering  the  pleadings,  evidence  presented,  and  argument  of  counsel,  the  Court  finds  and 
concludes  as  follows: 

Findings  of  Fact: 

1.  The  accused  is  charged  with  one  specification  of  aiding  the  enemy  in  violation  of  Article  104,  Uniform 
Code  of  Military  Justice  (UCMJ),  one  specification  of  disorders  and  neglects  to  the  prejudice  of  good 
order  and  discipline  and  service  discrediting  in  violation  of  Article  134,  UCMJ,  eight  specifications  of 
violations  of  18  U.S.C.  §  793(e)  and  Article  134,  UCMJ,  five  specifications  of  violations  of  18  U.S.C.  § 
641  and  Article  134,  UCMJ,  two  specifications  of  violations  of  18  U.S.C.  §  1030(a)(1)  and  Article  134, 
UCMJ,  and  five  specifications  of  violating  a  lawful  general  regulation,  in  violation  of  Article  92,  UCMJ. 
The  time  period  of  the  charged  offenses  is  from  on  or  about  1  November  2009  -  on  or  about  27  May  2010. 

2.  The  Government  asserts  evidence  of  motive  is  not  relevant  to  any  charged  offense  or  to  any  cognizable 
defense. 

3.  The  Defense  intends  to  introduce  evidence  of  the  accused’s  motivation  during  the  period  of  the 
charged  offenses.  Defense  intends  to  introduce  the  accused’s  motivation  through  the  testimony  of  Adrian 
Lamo  and  Zachary  Antolak. 

4.  The  Defense,  in  its  response,  argues  that  evidence  of  the  accused’s  motive  is  relevant  for  two  reasons: 

(1)  the  elements  of  the  charged  offenses  make  the  accused’s  motive  relevant;  particularly  the 
element  of  knowledge  in  the  specification  of  Charge  I  (Aiding  the  Enemy)  and  specifications  4,  6,  8,  and 
12  of  Charge  II  (Stealing,  Purloining,  or  Knowingly  Converting  Records),  and  the  element  that  the 
accused  wantonly  published  the  information  at  issue  in  specification  1  of  Charge  II. 

(2)  to  rebut  evidence  of  the  accused’s  intent  presented  by  the  Government  via  the  testimony  of 
SPC  Jihrlea  Showman. 

5.  During  oral  argument,  the  Defense  asserted  that  evidence  of  the  accused’s  motive  was  also  relevant  to 
the  element  of  whether  the  accused  had  reason  to  believe  that  the  information  he  communicated  could  be 
used  to  the  injuiy  of  the  United  States  or  to  the  advantage  of  any  foreign  nation  for  the  offenses  charged 


as  violations  of  18  U.S.  C.  Section  793(e),  specifications  2,  3,  5,7,9,  11,  and  15  of  Charge  II  and  the 
offenses  charging  a  violation  of  18  U.S.  C.  §  1030(a)(1),  specifications  13  and  14  of  Charge  II.  The 
Defense  advised  the  Court  of  its  intent  to  present  evidence  that  the  accused  selected  information  that  he 
knew  or  believed  could  not  be  used  to  harm  the  United  States  and  intended  to  present  evidence  to  raise  a 
mistake  of  fact  defense  to  this  element  in  that  the  accused  did  not  believe  the  information  he 
communicated  could  be  used  to  the  injury  of  the  United  States.  The  Defense  further  advised  the  Court  of 
its  intent  to  use  the  damage  assessments  to  corroborate  the  reasonableness  of  the  accused’s  belief. 

6.  The  Government  argues  that  the  accused’s  motivation  is  not  relevant  to  the  elements  of  “knowledge” 
or  “wanton  publication”  and  that  the  element  “reason  to  believe  the  information  could  be  used  to  the 
injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation”  is  an  objective  element.  As  such, 
the  accused’s  subjective  knowledge  or  belief  is  irrelevant. 

The  Law: 

1 .  MRE  401  defines  “Relevant  Evidence”.  Relevant  evidence  means  evidence  having  any  tendency  to 
make  the  existence  of  any  fact  that  is  of  consequence  to  the  determination  of  the  action  more  or  less 
probable  than  it  would  be  without  the  evidence. 

2.  MRE  402  provides  that  all  relevant  evidence  is  admissible,  except  as  otherwise  provided  by  the 
Constitution  of  the  United  States  as  applied  to  members  of  the  armed  forces,  the  code,  these  rules,  this 
Manual,  or  any  Act  of  Congress  applicable  to  members  of  the  armed  forces.  Evidence  which  is  not 
relevant  is  not  admissible. 

3.  Relevant  evidence  is  necessary  when  it  is  not  cumulative  and  when  it  would  contribute  to  a  party’s 
presentation  of  the  case  in  some  positive  way  in  a  matter  at  issue. 

4.  MRE  403  provides  that  relevant  evidence  may  be  excluded  if  its  probative  value  is  substantially 
outweighed  by  the  danger  of  unfair  prejudice,  confusion  of  the  issues,  or  misleading  the  members,  or  by 
considerations  of  undue  delay,  waste  of  time,  or  needless  presentation  of  cumulative  evidence. 

5.  There  is  a  distinction  in  the  law  between  motive  and  intent.  Intent  is  a  person’s  immediate  goal  while 
motive  is  a  person’s  ultimate  goal.  U.S.  v.  Huet  Vaughn,  43  M.J.  105  (C.A.A.F.  1995).  As  an  example,  a 
person  may  steal  food  from  a  store  to  feed  his  family.  His  intent  is  to  steal  the  food.  He  steals  the  food  to 
further  his  motive  to  feed  his  family.  The  fact  that  he  has  a  noble  motive  to  feed  his  family  does  not 
negate  his  intent  to  steal  the  food.  In  a  prosecution  for  larceny,  the  government  would  have  to  prove  the 
person’s  intent  to  steal.  The  person’s  motive  to  feed  his  family  is  relevant  only  to  the  extent  it  provides 
circumstantial  evidence  of  intent  to  steal  or  it  presents  a  viable  defense.  See  U.S.  v.  Diaz,  69  M.J.  127 
(C.A.A.F.  2010);  U.S.  v.  Rockwood,  52  M.J.  98  (C.A.A.F.  1999);  U.S.  v.  Huet  Vaughn,  43  M.J.  105 
(C.A.A.F.  1995). 

6.  Similarly,  in  this  case,  the  accused’s  motive  is  relevant  only  to  the  extent  it  provides  circumstantial 
evidence  of  the  accused’s  intent  or  it  presents  a  viable  defense  to  any  of  the  charged  offenses. 

7.  The  mens  rea  requirement  for  1 8  U.S.C.  §  793(e)  does  not  require  that  the  accused  act  in  bad  faith  or 
with  ill  intent.  U.S.  v.  Diaz,  69  M.J.  127  (C.A.A.F.  2010);  U.S.  v.  Kiriakou,  2012  WL  4903319  (E.D.  Va. 
Oct.  16).  Under  the  same  rationale,  the  mens  rea  requirement  for  1 8  U.S.C.  §  1030(a)(1)  also  does  not 
require  that  the  accused  act  in  bad  faith  or  with  ill  intent. 
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8.  RCM  916(j)  governs  the  defense  of  Ignorance  or  Mistake  of  Fact.  The  rule  provides  that  it  is  a 
defense  to  an  offense  that  the  accused  held,  as  a  result  of  ignorance  or  mistake,  an  incorrect  belief  of  the 
true  nature  of  the  circumstances  such  that,  if  the  circumstances  were  as  the  accused  believed  them,  the 
accused  would  not  be  guilty  of  the  offense.  If  the  ignorance  or  mistake  goes  to  an  element  requiring 
premeditation,  specific  intent,  willfulness,  or  knowledge  of  a  particular  fact,  the  ignorance  or  mistake 
need  only  have  existed  in  the  mind  of  the  accused.  If  the  ignorance  or  mistake  goes  to  any  other  element 
requiring  only  general  intent  or  knowledge,  the  ignorance  or  mistake  must  have  existed  in  the  mind  of  the 
accused  and  must  have  been  reasonable  under  all  the  circumstances.  However,  if  the  accused’s 
knowledge  or  intent  is  immaterial  as  to  an  element,  then  ignorance  or  mistake  is  not  a  defense. 

Conclusions  of  Law: 

1.  The  accused’s  motive  during  the  period  of  the  charged  offenses,  on  or  about  1  November  2009  -  on  or 
about  27  April  2010: 

a.  is  relevant  to  the  element  of  knowledge,  particularly  whether  the  accused  knew  he  was  dealing 
with  the  enemy,  for  the  specification  of  Charge  I  (Aiding  the  Enemy).  This  case  is  distinguished  from 
prior  Article  104  cases  declining  to  allow  evidence  of  noble  motive  or  good  faith  of  the  accused  because 
the  accused’s  bad  faith  is  not  an  element  of  Article  104  and  because  Article  104  is  a  general  intent  offense 
not  requiring  a  specific  intent  by  the  accused  to  aid  the  enemy.  See  U.S.  v.  Batchelor,  22  C.M.R.  144 
(C.M.A.  1956).  The  Court  agrees,  however,  in  this  case,  evidence  of  the  accused’s  motive  is  relevant  to 
prove  whether  the  accused  knew  or  didn’t  know  he  was  dealing  with  the  enemy. 

b.  is  not  relevant  to  whether  the  accused  knew  he  was  stealing,  purloining,  or  knowingly 
converting  property  belonging  to  the  United  States,  for  specifications  2, 4 , 6 , 8,  and  12  of  Charge  II. 

c.  is  not  relevant  to  whether  the  accused  “wantonly”  published  information  for  specification  1  of 
Charge  II. 

d.  is  not  relevant  to  whether  the  accused  had  reason  to  believe  information  he  communicated 
could  be  used  to  the  injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation  for  specifications 

2,  3,  5,  7, 9,  11, 13,  14,  and  15  of  Charge  II. 

2.  If  the  Government  offers  statements  made  by  the  accused  to  SPC  Jihrlea  Showman  to  prove  his  state 
of  mind,  the  accused’s  motive  or  state  of  mind  during  the  period  of  the  charged  offenses  is  relevant  to 
rebut  that  evidence. 

3.  In  the  Court’s  19  October  2012  Ruling:  Government  Motion  to  Preclude  Reference  to  Actual  Harm  or 
Damage  on  the  Merits,  the  Court  deferred  ruling  on  whether  lack  of  actual  harm  or  damage  assists  in 
presenting  a  viable  defense.  The  Ruling  stated  “In  order  for  the  Court  to  appropriately  rule  on  whether 
actual  damage  corroborates  the  reasonableness  of  the  accused’s  belief,  there  must  be  some  evidence  the 
accused  knew  the  information  could  not  be  used  to  the  injury  of  the  United  States  or  to  the  advantage  or 
any  foreign  nation.”  The  Court  now  has  a  sufficient  foundation  to  rule  on  this  issue  and  believes  it  would 
benefit  the  parties  to  have  clarity  on  what  evidence  is  relevant  and  potentially  admissible. 

4.  For  the  specifications  charging  violations  of  18  U.S.C.  §§  793(e)  and  1030(a)(1)  the  element  that  the 
accused  had  “reason  to  believe  the  information  he  communicated  could  be  used  to  the  injury  of  the 
United  States  or  to  the  advantage  of  any  foreign  nation”  is  an  objective  element  evaluated  on  facts 
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actually  known  by  the  accused.  It  does  not  require  the  Government  to  prove  the  accused  knew  the 
information  he  communicated  could  be  used  to  the  injury  of  the  United  States  or  to  the  advantage  of  any 
foreign  nation.  The  Government  must  prove  that  the  accused  had  reason  to  believe  that  the  information 
he  communicated  could  be  used  to  the  injury  of  the  United  States  or  to  the  advantage  of  any  foreign 
nation.  Either  the  accused  had  reason  to  believe  or  he  didn’t.  A  subjective  conclusion  by  the  accused  that 
he  did  not  have  reason  to  believe  the  information  he  communicated  could  be  used  to  the  injury  of  the 
United  States  or  to  the  advantage  or  any  foreign  nation  is  immaterial  to  this  element.  It  is  also  a  mistaken 
conclusion  not  a  mistake  of  fact.  The  accused  may  certainly  present  evidence  of  factors  he  knew 
regarding  the  information  communicated  as  evidence  that  he  did  not  have  reason  to  believe  the 
information  could  be  used  to  the  injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation. 

5.  Upon  request  of  the  Defense,  the  Court  has  considered  U.S.  v.  Miller,  874  F.2d  1255  (9th  Cir.  1989). 
Miller  is  distinguishable  from  this  case  in  that  the  defendant  in  Miller  was  charged  with  violating  18 
U.S.C.  §  793(b)  with  a  mens  rea  that  the  accused  acted  with  intent  or  reason  to  believe  the  information  is 
to  be  used  to  the  injury  of  the  United  States.  It  is  also  distinguishable  because  the  case  does  not  involve 
the  affirmative  defense  of  mistake  of  fact  as  defined  in  RCM  916(j).  The  District  Court  in  Miller  gave  the 
following  instruction  to  the  jury  “You  may  consider  whether  the  defendant  acted  in  good  faith  and 
reasonably  believed  that  communication  or  delivery  of  the  document  specified  in  Count  Two  was  within 
the  scope  of  his  authorized  duties  as  an  FBI  Agent  and  actually  intended  to  communicate  and  deliver  that 
classified  document  to  Svetlana  Ogorodnikova  as  part  of  his  official  duties  as  an  FBI  agent  to  the  extent 
that  it  may  bear  on  whether  he  had  reason  to  believe  the  document  was  to  be  used  to  the  injury  of  the 
United  States  or  the  advantage  or  a  foreign  nation.”  The  Ninth  Circuit  opined  that  this  instruction 
reflected  a  misunderstanding  of  the  nature  of  the  accused’s  defense.  The  appellate  court  opined  it  would 
have  been  more  appropriate  to  “instruct  the  jury  to  the  effect  that  Miller’s  reasonable  belief,  if  any,  that 
his  actions  would  have  met  with  subsequent  approval  from  his  FBI  superiors  could  be  taken  into  account 
in  deciding  whether  he  had  reason  to  believe  that  his  actions  would  harm  the  United  States  or  help  the 
Soviets.”  Miller  is  consistent  with  the  reasoning  of  this  Court.  Any  mistaken  belief  the  accused  had 
about  the  nature  of  the  information  communicated  is  relevant  to  whether  he  did  or  did  not  have  reason  to 
believe  the  information  could  be  used  to  the  injury  of  the  United  States  or  the  advantage  of  any  foreign 
nation.  The  Ninth  Circuit  in  Miller  further  held  that  Miller  was  not  entitled  to  an  instruction  that  he  could 
not  be  convicted  if  his  actions  were  intended  to  benefit  the  United  States  even  if  he  acted  with  a  mistaken, 
but  reasonable  belief  as  to  the  extent  of  his  authority.  This  is  also  consistent  with  the  reasoning  of  this 
Court. 

6.  Evidence  that  the  accused  selected  only  particular  information  to  communicate  and  factors  he  knew 
about  that  information  to  select  certain  information  over  other  information  is  relevant  to  the  element 
whether  the  accused  had  reason  to  believe  the  information  could  be  used  to  the  injury  of  the  United  States 
or  to  the  advantage  of  any  foreign  nation  for  the  specifications  charging  violations  of  18  U.S.C. 

§§  793(e)  and  1030(a)(1).  The  accused’s  subjective  conclusion  that  the  information  he  selected  could  not 
be  used  to  the  injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation  is  not  a  mistake  of  fact 
and  does  not  raise  a  mistake  of  fact  defense. 

7.  Even  if  the  accused’s  mistaken  conclusion  that  he  did  not  have  reason  to  believe  that  the 
communicated  information  could  be  used  to  the  injury  of  the  United  States  or  to  the  advantage  of  any 
foreign  nation  raised  a  viable  mistake  of  fact  defense  for  the  element  of  whether  the  accused  had  reason  to 
believe  the  evidence  he  communicated  could  be  used  to  the  injury  of  the  United  States  or  to  the  advantage 
of  any  foreign  nation,  the  damage  assessments  would  not  be  relevant  to  corroborate  the  reasonableness  of 
the  accused’s  belief.  The  relevant  inquiry  would  be  facts  known  by  the  accused  at  or  before  the  charged 
offenses.  The  damage  assessments  were  created  or  compiled  after  the  alleged  offenses  were  committed. 
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What,  if  any,  future  damage  occurred  after  disclosure  was  not  knowable  by  the  accused  during  the  time 
period  of  the  charged  offenses.  Moreover,  mitigation  measures  were  implemented  by  affected  agencies  to 
prevent  or  minimize  actual  damage.  The  accused  could  not  have  known  what,  if  any,  mitigation  measures 
would  be  taken  by  United  States  government  agencies  and  what,  if  any,  impact  those  measures  had  on 
actual  damage  caused.  Thus,  the  damage  assessments  would  not  be  relevant  to  corroborate  the 
reasonableness  of  the  accused’s  belief  under  MRE  401 .  Even  if  relevant,  the  probative  value  of  the 
damage  assessments  is  substantially  outweighed  by  the  danger  of  confusion  of  the  issues  under  MRE  403. 

RULING:  The  Government  Motion  to  Exclude  Motive  Evidence  on  the  Merits  is  GRANTED  IN 
PART  as  set  forth  above.  Evidence  of  the  accused’s  motive  is  relevant  to  the  knowledge  element  of  the 
specification  of  Charge  I  (Aiding  the  Enemy).  It  is  also  relevant  to  rebut  evidence  of  the  accused’s  state 
of  mind  if  offered  by  the  Government  through  the  testimony  of  SPC  Jihrlea  Showman.  The  accused’s 
motive  is  not  relevant  for  any  other  purpose.  Evidence  of  the  accused’s  selection  of  particular 
information  to  communicate  and  factors  considered  by  the  accused  in  making  such  selections  is  not 
motive  evidence  and  is  not  excluded  by  this  Ruling.  The  accused’s  subjective  conclusion  that  he  did  not 
have  reason  to  believe  the  information  communicated  could  be  used  to  the  injury  of  the  United  States  or 
the  advantage  or  any  foreign  nation  does  not  raise  a  mistake  of  fact  defense  under  RCM  916(j).  To  the 
extent  any  language  in  the  Court’s  19  October  2012  ruling  is  inconsistent  with  this  ruling,  this  ruling  is 
controlling. 

So  ORDERED  this  16th  day  of  January  2013. 


DENISE  R.  LIND 
COL,  JA 

Chief  Judge,  1st  Judicial  Circuit 


5 


c 


1/16/2013 


r> 


Relevant  Facts  Roadmap 

•  Legend 

•  Investigation  (25  May  10  -  Present  Day) 

•  Discovery  (25  May  10  -  Present  Day) 

•  RCM  706  Board  (1 1  Jul  10  -  22  Apr  1 1) 

•  Security  Measures  (28  Jul  10  -  Present  Day) 

•  Classification  Reviews  and  Approval  for 
Disclosure  (25  May  1 0  -  Present  Day) 

•  OPLAN  BRAVO  (1 1  May  1 1  -  Present  Day) 

•  Motions  Practice  (3  Feb  12  -  Present  Day) 

•  “Periods  of  Apparent  Inactivity” 


Legend 

•  “Chronology”  =  the  Stipulated  Speedy  Trial 
Chronology -AE  383 

•  If  a  citation  only  references  “Enel  #”,  then  that  is 
enclosure  to  the  Government  Response 

(ex:  AE  339) 

•  For  emails,  enclosure  number  and  email  number 
are  provided  (ex:  Enel  1,  #0001) 

•  For  responses  to  interrogatories,  the  enclosure  and 
appellate  exhibit  are  provided  along  with  the 
answer  number  (ex:  Enel  1  to  AE  449,  #1) 


H1L 


FAG.fi  O'.- 


1 


1/16/2013 


c 


3 


Investigation 
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Overview  (Investigation) 

•  Joint  Criminal  Investigation  (CID/DSS/FBI) 

•  WikiLeaks  Releases 

•  Twenty-Two  Forensic  Reports 

•  Three  Military  Intelligence  Investigations 

•  Three  Administrative  Investigations 
—  USF-I 

-USD-C 

—  Secretary  of  the  Army 
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Overview  (Investigation) 

•  Joint  Criminal  Investigation  (CID/DSS/FBI) 

•  WikiLeaks  Releases 

•  Twenty-Two  Forensic  Reports 

•  Three  Military  Intelligence  Investigations 

•  Three  Administrative  Investigations 

-  USF-I 
-USD-C 

-  Secretary  of  the  Army 


5 


1/16/2013 


fS 


$ 


Discovery 
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Overview  (Discovery) 

•  Pre-Referral 

-  Inter-  and  Intra-agency  Meetings 

-  Prudential  Search  Requests  {Enel  53,  70,  73) 

-  Preservation  Requests  {Enel  52) 

-  Fourteen  Defense  Discovery  Requests  {Enel  68; 
Chronology) 

-  Two  PowerPoint  Presentations  of  Case  on  the  Merits 
and  Sentencing  to  the  Defense  {Enel  3-5  of  Enel  57) 

-  42  Discovery  Productions  {Enel  18) 

•  33  Productions  of  Unclassified  Discovery  {Enel  18) 

•  9  Productions  of  Classified  Discovery  {Enel  18) 


Overview  (Discovery)  cont. 

•  Post-Referral 

-  Inter-  and  Intra-agency  Meetings 

•  '60+  Government  Organizations  Involved 

-  Defense  Discovery  Requests 

-  42  Discovery  Productions 

•  1 8  Productions  of  Unclassified  Discovery  ( Enel  18) 

•  24  Productions  of  Classified  Discovery  ( Enel  18) 

-  Transparency  in  Classified  Setting 

•  526,000+  pages  of  discovery  produced 

•  437,000+  pages  of  classified  discovery  produced 

•  Few  Redactions  -  less  than  1%  (approximately  3,435  of  526,366 
pages)  of  discovery  in  the  defense’s  possession  contains  redactions 
1AW  MRE  505(g)(2)  or  RCM  701(g) 

-  Giglio  Searches  and  Disclosures 

-  RCM  914  Disclosures 


Inter-  and  Intra- Agency  Meetings 


Search  and/or  Preservation 
Requests 
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Discovery  Requests 
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Production 


Discovery  Productions 


1  Discovery  production  (Enel  18)  |- 

|  Discovery  production  (Enel  18)  |- 

|  Discovery  production  (Enel  1 8)  |- 

|  Discovery  production  (Enel  18)  p 

Discovery  production  (Enel  18)  f- 

Discovery  production  (Enel  18)  |- 

Discovery  production  (Enel  18)  |_ 

Discovery  production  (Enel  18)  \~ 

-|  Discovery  production  (Enel  18)  | 

-|  Discovery  production  (Enel  18)  | 

-|  Discovery  production  (Enel  18)  | 

-|  Discovery  production  (Enel  18)  | 

Discovery  production  (Enel  18)  | 

-|  Discovery  production  (Enel  18)  | 

-|  Discovery  production  (Enel  18)  | 

-\  Discovery  production  (Enel  18)  | 

-|  Discovery  production  (Enel  18)  | 

Discovery  Productions 

- — ^ — I  Discovery  production  (bncl  18)  1 

1  Sep  11  J  rv  I  /r>  <  «  n\  1 

|  Discovery  production  (Enel  18)  | — l9Sep  11 — 

—  — |  Discovery  production  (Enel  18)  | 

|  Discovery  production  (Enel  18)  | 

|  Discovery  production  (Enel  18)  | _ 12°3J.!  . 

|  Discovery  production  (Enel  18)  | - — - 

— 8  Nov  1 1 — |  Discovery  production  (Enel  18)  | 

|  Discovery  production  (Enel  18)  | — ---°-v  l1  ■ 

|  Discovery  production  (Enel  18)  | — Lag  — 

|  Discovery  production  (Enel  18)  | 

|  Discovery  production  (Enel  18)  |  7Dtc  11 

9 Dec n  |  ~  —  T  . ... — | 

1  .  .  _  .  .  nv  |  19  Dec  11 

|  Discovery  production  (Enel  18)  | — - — - — 

"1  Discovery  production  (hncl  1 8)  1 

I  Discovery  production  (Enel  18) 
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Additional  Discovery 

ISJul  12 

In  addition  to  searching  its  own  files 
and  the  results  of  the  Prudential  Search 
Requests,  trial  counsel  requested 
Gielio  material  from  government 
organizations  (Enel  to  AE  346) 

Trial  counsel  disclosed  Gielio  material 
to  the  defense  (AE  346) 

■■  - — -12-  ■  ■ 

Trial  counsel  requested  Gielio  material 
from  government  organizations 
(Enel  to  AE  346) 

31  Oct  12 

12  Dec  12 

Trial  counsel  disclosed  RCM  914 
material  to  the  defense  (AE  345) 

Trial  counsel  disclosed  Gielio  material 
to  the  defense  (AE  446) 

Trial  counsel  disclosed  RCM  914 
material  to  the  defense  (AE  447) 

12Dec  12 

Pre-Referral  Efforts  to  Expedite 

Discovery 

•  Trial  counsel  submitted  Prudential  Search 
Requests  pre-referral  to  gather  any  potentially 
discoverable  material  as  soon  as  possible 

•  Trial  counsel  submitted  preservation  requests 
for  potentially  discoverable  material  in  theater, 
pre-referral,  to  gather  any  such  material  as 
soon  as  possible 

•  Two  presentations  to  the  defense  of  case  on  the 
merits  and  sentencing 


Post-Referral  Efforts  to  Expedite 

Discovery 

•  Disclosure  of  RCM  914  Material 

-  RCM  914  requires  disclosure  “after  a  witness  other 
than  the  accused  has  testified”  and  “on  motion  of  a 
party  who  did  not  call  the  witness” 

-  Trial  counsel  disclosed  RCM  914  material  before 
the  witnesses  testified  and  absent  a  defense  motion 

•  Full  disclosure  of  classified  information 
caused  limited  MRE  505(g)  litigation 


Recap  (Discovery) 

•  Pre-Referral 

-  Interagency  Meetings 

-  Prudential  Search  Requests  (Enel  53,  70,  73) 

-  Preservation  Requests  (Enel  52) 

-  Fourteen  Defense  Discovery  Requests  (Enel  68; 
Chronology) 

-  Two  PowerPoint  Presentations  of  Case  on  the  Merits 
and  Sentencing  to  the  Defense  (Enel  3-5  of  Enel  57) 

-  42  Discovery  Productions  (Enel  18) 

•  33  Productions  of  Unclassified  Discovery  (Enel  18) 

•  9  Productions  of  Classified  Discovery  (Enel  18) 
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Recap  (Discovery')  cont. 

Post-Referral 

-  Inter-  and  intra-agency  Meetings 

•  60+  Government  Organizations  Involved 

-  Defense  Discovery  Requests 

-  42  Discovery  Productions 

•  1 8  Productions  of  Unclassified  Discovery  (Enel  18) 

•  24  Productions  of  Classified  Discovery  (Enel  18) 

-  Transparency  in  Classified  Setting 

•  526,000+  pages  of  discovery  produced 

•  437,000+  pages  of  classified  discovery  produced 

•  Few  Redactions  -  less  than  1%  (approximately  3,435  of  526,366  pages)  of 
discovery  in  the  defense’s  possession  contains  redactions  1AW  MRE  505(g)(2) 
or  RCM  701(g) 

-  Giglio  Searches  and  Disclosures 

-  RCM  914  Disclosures 


RCM  706  Board 
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Overview  fRCM  706) 

•  Defense-Requested 

•  Search  for  Facility  and  Board  Members 

•  Preliminary  Classification  Review 

•  Security  Clearances  for  Board  Members 

•  RCM  706  Board  Execution 
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RCM  706  Board 
(13  Dec  10 -22  April) 


SPCMCA  approved  RCM  706  board’s 
extension  request  (Enel  31) 


RCM  706  board  interviewed  the 
accused  (Enel  30) 


SPCMCA  approved  RCM  706  board’s 
extension  (End  31) 


RCM  706  board  requested  extension 
(End  30)  


Accused  met  with  defense  counsel  at 
SCIF  for  pre-RCM  706  interview 
meeting,  based  on  defense  request 
(End  81,  #0428) 


RCM  706  board  requested  extension 
(End  30) 


-\  RCM  706  board  concluded  (End  32) 


Recap  (RCM  7061 

•  Defense  Requests 

•  Search  for  Facility  and  Board  Members 

•  Preliminary  Classification  Review 

•  Security  Clearances  for  Board  Members 

•  RCM  706  Board  Execution 
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Security  Measures 
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Overview  (Security  Measures) 

•  22  Protective  Orders 

•  Preliminary  Classification  Review 

•  Security  Clearances 

-  RCM  706  board  members 

-  Defense  Team  and  Experts 

-  13  Defense  Expert  Requests 


Security  for  Defense  Team 

Expert  in  Computer  Forensics 

-  Requested  13  Jul  10;  Appointed  23  Jul  10  (Chronology) 
Expert  in  Forensic  Psychiatry 

-  Requested  25  Aug  10;  Appointed  12  Oct  10  (Chronology) 
Defense  Security  Expert 

-  Appointed  17  Sep  10  (Chronology) 

Second  Security  Expert 

-  Requested  28  Sep  10;  Appointed  12  Oct  10  (Chronology) 
Expert  in  Information  Assurance 

-  Requested  28  Oct  10;  Appointed  14  Jan  1 1  (Chronology) 
National  Security  Investigator 

-  Requested  29  Nov  10;  Denied  17  Dec  10  (Chronology) 


Security  for  Defense  Team  (cont.) 

Replacement  Expert  in  Forensic  Psychiatry 

-  Requested  12  Jan  11;  Appointed  14  Jan  11  (Enel  81,  #0246, 0253) 
Expert  in  Neuropsychology 

-  Requested  1 8  Feb  1 1 ;  Appointed  5  Apr  1 1  (Chronology) 

Mitigation  Expert 

-  Requested  8  Mar  1 1 ;  Denied  5  Apr  1 1  (Chronology) 

Replacement  Expert  in  Neuropsychology 

-  Requested  20  Apr  1 1 ;  Appointed  4  May  1 1  (Chronology) 

Expert  in  Computer  Forensics  and  Additional  Funding 

-  Requested  6  Jul  1 1  (Enel  81,  #0609) 

Expert  in  Psychiatry 

-  Requested  3  Aug  1 1 ;  Appointed  1 0  Aug  1 1  (Enel  80) 

Expert  in  Computer  Forensics 

-  Requested  9  Aug  1 1 ;  Appointed  10  Aug  1 1  (Enel  80) 
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Recap  (Security  Measures) 

•  22  Protective  Orders 

•  Preliminary  Classification  Review 

•  Security  Clearances 

-  RCM  706  board  members 

-  Defense  Team  and  Experts 

-  13  Defense  Expert  Requests 


Classification  Reviews  and  Approval 
to  Disclose  Evidence  and  Discovery 
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Overview 

•  Classification  Reviews 

-  Charged  Documents  (28  Jul  10  -  2  Dec  11) 

-  Evidence  (28  Jul  10  -  Present  Day) 

•  Approval  to  Disclose  Evidence  and  Discovery 

-  Charged  Documents 

-  Unclassified  CID  Case  File 

-  Digital  Media 

-  CCIU  Forensic  Reports 

-  Military  Investigations 

-  Grand  Jury  Material 

-  Defense  MRE  505(h)  Notice 
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Approvals  for  Disclosure  of 
Evidence  and  Discovery 


Army  G2  office  reviewed 
approximately  900  pages  of  CID  case 
file  for  any  equity  holders  of  classified 
information 

(AE  407,  #45;  Mr  Haggett  testimony) 


Trial  counsel  was  notified  that 
unclassified  CID  case  file  contained 
potentially  classified  information 
(Enel  2,  #0085) 


Trial  counsel  submitted  written  request 
to  FBI  and  updated  requests  to  DOD, 
D1A,  and  OGA#I  for  approval  to 
disclose  classified  material  (Enel  23-4) 


Trial  counsel  submitted  updated  written 
requests  to  FBI,  DOD,  and  D1A  for 
approval  to  disclose  classified 
information  (Enel  23) 


Equity  holders  approved  disclosure  of 
classified  information  contained  within 
unclassified  CID  case  file  to  defense; 
CID  regulation  required  classification 
review  prior  to  release  of  CID  file 
(AE407,  #46;  Enel  72) 


Approval  to  Disclose  Evidence 

and  Discovery 


Trial  counsel  requests  authority  to 
disclose  Sec  Army  investigation 
(Enel  1,  #0457) 


Trial  counsel  received  approval  to 
disclose  SecArmy  15-6  investigation, 
subject  to  a  protective  order 
(AE  407,  #444) 


Trial  counsel  produced  SecArmy 
investigation  after  defense 
acknowledged  receipt  of  SPCMCA’s 
Protective  Order  (Enel  18) 


Trial  counsel  submitted  updated 
written  request  to  OGA#  I  for  approval 
to  disclose  classified  information 
(Enel  23) 


CC1U  completed  16  classified  forensic 
reports  (End  26;  AE407,  #59) 


ODNI  approved  disclosure  of  classified 
evidence  (AE  407,  #59) 


Approval  to  Disclose  Evidence  HI! 

CID  approved  release  of  forensic 
reports  after  confirming  nothing  was 
classified  pursuant  to  CID’s  original 
classification  authority  (AE  407,  #59) 

and  Discovery 

40ctll 

Trial  counsel  requested  approval  from 
DOD  to  disclose  forensic  reports 
(AE  407,  #59;  Enel  23) 

26  Oct  M 

20  Oct  11 

27  Oct  11 

CCIU  completed  I  classified  forensic 
report  (Enel  26) 

All  OCAs  approved  disclosure  of  the 

22  forensic  reports,  consisting  of 
classified  information  from 
approximately  8  terabytes  of  digital 
media  in  this  case  (AE  407,  #59) 

28  Oct  11 

Trial  counsel  received  properly  marked 
documents  originating  from 
unclassified  CID  case  file  from  those 
equity  holders  (AE  407.  #46) 

Trial  counsel  produced  CID  forensic 
reports  (Enel  18) 

Trial  counsel  produced  classified 
information  contained  within  CID  case 
file  (End  18) 

12  Apr  12 

23  Mar  12 

Court’s  Ruling:  Defense  Motion  to 
Compel  Discovery  (AE  36) 

18  May  12 

Trial  counsel  reviewed  the  transcripts 
of  grand  jury  testimony  (AE  264  at  15) 

Government  Motions  under  MRE 
505(g)(2)  (AE  132-133) 

21  May  12 

8 Jun  12 

Trial  counsel  produced  grand  jury 
materia]  (Enel  18) 

Government  Motion  under  MRE 
505(g)(2)  (AE  1 41) 

22  Jun  12 

22  Jun  12 

Government  Motion  under  MRE 
505(g)(2)  (AE  156) 

Court’s  Ruling:  Defense  Motion  to 
Compel  Discovery  #2  (AE  147) 

Approval  to  Disclose  Evidence 

and  Discovery 


Trial  counsel  responded  to  Defense 
MRE  505(h)  Notice  for  Charged 
Documents  (AE  204 ) 


Government  Motions  under  MRE 


II  Jul  12 


I  Jul  12 


505(g)(2)  (AE  265-268) 


17  Aug  12 


Trial  counsel  responded  to  Defense 
Notice  of  Intent  to  Disclose  Classified 
Information  (AE  262) 


I  See  12 


Trial  counsel  submitted  filing  outlining 
requirements  of  MRE  505(h)  notice 
(AE357) 


Defense  Notice  under  MRE  505(h) 
(AE372) 


Trial  counsel  responded  to  Defense 
MRE  505(h)  Notice  (AE  454) 


Defense  MRE  505(h)  Final  Notice 
(AE  466) 


Defense  MRE  505(h)  Notice  for 
Charged  Documents  (AE  185) 


Defense  Addendum  to  MRE  505(h) 
Notice  (AE  196) 


Defense  Notice  of  Intent  to  Disclose 
Classified  Information  (AE  261) 


Government  Motions  under  MRE 
505(g)(2)  (AE  301,  322-324) 


Government  Motion  under  MRE 
505(g)(2)  (AE  368) 


Defense  MRE  505(h)  Notice  (AE  450) 


Defense  MRE  505(h)  Notice  (AE  468) 


Trial  counsel  response  to  Defense 
MRE  505(h)  Final  Notice  (AE  466) 


Efforts  to  Expedite  Approval  Process 

•  Trial  counsel’s  request  for  approval  to  disclose 
classified  evidence  to  the  defense  included  any 
derivative  use  of  the  classified  information, 
which  sped  up  the  process  to  disclose  the 
forensic  reports 
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Recap 

•  Classification  Reviews 

-  Charged  Documents  (28  Jul  10-2  Dec  11) 

-  Evidence  (28  Jul  10  -  Present  Day) 

•  Approval  to  Disclose  Evidence  and  Discovery 

-  Charged  Documents 

-  Unclassified  CID  Case  File 

-  Digital  Media 

-  CCIU  Forensic  Reports 

-  Military  Investigations 

-  Grand  Jury  Material 

-  Defense  MRE  505(h)  Notice 


OPLAN  BRAVO 
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OPLAN  BRAVO 

Necessity 

-  SPCMCA’s  workforce  (COL  Coffman’s  testimony) 

-  Media  attention  (COL  Coffman’s  testimony) 

Phase  I:  Coordination  and  Planning 

-  Concept  of  Operations  began  1 1  May  1 1  (Ertcl  58,  pg  3) 

-  Bi-weekly  Operations  Planning  Group  teleconferences  starting 
1  Jun  1 1  (Enel  58,  pg  3) 

-  Security 

-  Travel 

-  Public  Affairs 

-  Resourcing/Contracting 

-  IT  Support 

-  Installation  Management  Organizations 
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OPLAN  BRAVO 

•  Phase  II-V:  Execution 

-  Triggered  by  SPCMCA  ordering  Article  32  to 
restart  (16  Nov  1 1)  {Enel  12) 

-  Coordination  across  Eight  Sections  within  MDW, 
HQDA,  and  other  commands  {Enel  58,  pg  5-7) 

-  Phase  II:  Transfer  of  accused  for  Article  32 
hearing 

-  Phase  III:  Conduct  Article  32  hearing 

-  Phase  IV:  Transfer  of  Accused 

-  Phase  V:  Branch  Plans  (including  trial) 


Efforts  to  Expedite  OPLAN  BRAVO 

•  OPLAN  BRAVO  discussions  began  May  2011 

•  Trial  counsel  identified  the  necessity  of 
OPLAN  BRAVO,  to  include  necessity  to 
provide  a  Supporting  Command,  early  on 
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MOTIONS  PRACTICE 
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MOTIONS  PRACTICE 

•  450+ Appellate  Exhibits 

•  8  Article  39(a)  Sessions 

-  More  than  30  days  in  Article  39(a)  Sessions 

-  More  than  30,000  pages  in  motions  practice- 
unclassified  and  classified 

-  27  Witnesses 

-  More  than  80  hours  of  testimony 


“Periods  of  Apparent  Inactivity” 
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“Apparent  Inactivity” 

31  May  10-5  JullO 

13  Jul  10 -30  Jul  10 

23  Apr  1 1  -  12  May  1 1 

13  May  11 -17  Jun  11 

18  Jun  1 1  -  5  Jul  11 

6  Jul  1 1  -  26  Jul  11 

26  Jul  11  -29  Aug  11 

30  Aug  11-28  Sep  1 1 

29  Sep  1 1  -  27  Oct  1 1 

28  Oct  11-15  Nov  11 

17  Nov  11-15  Dec  11 

22  Dec  11 -3  Jan  12 

12  Jan  12 -2  Feb  12 

31  Mav  10-5  JullO 

•  3 1  May  10  -  accused  received  by  confinement  facility  ( Enel  6) 

•  1 1  Jun  1 0  -  trial  counsel  received  CID  Report  of  Investigation  ( Enel 
8) 

•  Jun  1 0  -  trial  counsel  began  meeting  with  DSS  {Enel  57,  pg  13) 

•  23  Jun  10  -  Iraq  CID  investigation  transferred  to  CCIU  (Enel  9) 

•  30  Jun  1 0  -  trial  counsel  contacted  USF-I  SJA  to  discuss  plan  for 
moving  the  accused  to  a  long-term  confinement  facility  (Enel  33, 
para  3) 

•  1  Jul  10  -  Iraq  trial  counsel  contacted  medical  facilities  overseas  to 
begin  coordination  for  RCM  706  board  and  to  identify  a  provider 
(Enel  33,  para  4) 

•  4  Jul  1 0  -  trial  counsel  notified  that  CG,  Third  Army/USARCENT 
ordered  that  the  accused  be  transferred  from  TFCF  (Enel  33,  para  5) 

•  5  Jul  1 0  -  original  charges  preferred  ( Chronology ) 


13  Jul  10  -  30  Jul  10 

11-15  Jul  10  -  Trial  counsel  requested  assistance  in  locating 
a  provider  for  RCM  706  (Enel  33) 

Mid- July  10  -  Trial  counsel  met  with  DOJ  and  CID  to 
discuss  way  forward  (Enel  10) 

27  Jul  10  -  Trial  counsel  requested  assistance  obtaining  a 
provider  to  conduct  the  RCM  706  board  (Enel  33) 

28  Jul  10  -  Trial  Counsel  requested  assistance  from  DOD 
for  classification  reviews  (Enel  10) 

28  Jul  -  2  Aug  10  -  Accused  and  jurisdiction  for  court- 
martial  transferred  to  MDW  (Encls  13-16) 

30  Jul  1 0  -  Trial  counsel  notified  of  status  of  classification 
review  for  Specification  2  of  Charge  II  (Enel  10) 


23  Apr  11 -12  Mav  11 


•  23  Apr  1 1  -  trial  counsel  notified  defense  it  was  identifying  a 
neuropsychologist  in  vicinity  of  Fort  Leavenworth  ( Enel  81,  #0494) 

•  25  Apr  1 1  -  trial  counsel  updated  SPCMCA  and  requested  delay  of  Article 
32  ( End  11) 

•  29  Apr  1 1  -  SPCMCA  approved  request  for  delay  {Enel  12) 

•  2  May  1 1  -  trial  counsel  requests  authority  to  disclose  Sec  Army  1 5-6  to 
defense  {End  1,  #0457) 

•  5  May  1 1  -  trial  counsel  had  phone  meeting  with  defense  to  discuss 
progress  and  updates  {End  81,  #0509) 

•  6  May  1 1  -  trial  counsel  requests  authority  to  disclose  classified 
information  {End  24) 

•  9  May  1 1  -  meeting  with  DOD  to  discuss  Prudential  Search  Request  {End 
1,  #0453) 

•  12  May  1 1  -  discovery  production  (USF-I  15-6  investigation)  {End  18) 

•  23  Emails  with  Defense,  including  2  emails  with  the  Article  32 IO, 
spanning  14  duty  days  {End  81,  #0494-0517) 
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13  May  11- 17  Jun  11 

•  13  May  1 1  -  defense  discovery  request  ( Enel  68) 

•  16  May  1 1  -  correspondence  with  defense  relating  to  newly  assigned  counsel  ( Enel  81,  # 0520-1 ) 

•  1 8  May  1 1  -  trial  counsel  corresponded  with  DSS  to  discuss  reviewing  its  records  ( End  1,  #0469) 

•  22  May  1 1  -  trial  counsel  updated  SPCMCA  and  requested  delay  of  Article  32  (Enel  11) 

•  25  May  1 1  -  trial  counsel  submitted  Prudential  Search  Requests  to  multiple  organizations  ( Enel  53): 
defense  requested  forensic  images  of  all  media  involved  (End  81,  #0539) 

•  26  May  1 1  -  trial  counsel  responded  to  defense  request  for  forensic  images  of  all  media  involved 
(End  81,  # 0540 );  SPCMCA  approved  request  for  delay  ( End  12) 

•  3 1  May  1 1  -  trial  counsel  corresponded  with  OTJAG  to  retrieve  material  responsive  to  Prudential 
Search  Request  (End  1,  #0482) 

•  3  Jun  1 1  -  trial  counsel  contacted  DOS  for  update  on  classification  review  (End  1.  #0484) 

•  6  Jun  1 1  -  trial  counsel  submitted  Prudential  Search  Requests  (End  53):  trial  counsel  submitted 
updated  Prudential  Search  Requests  (End  S3) 

•  9  Jun  1 1  -  discovery  production  (End  18):  trial  counsel  updated  defense  on  outstanding  issues  (End 
81,  #0550) 

•  13  Jun  1 1  -  trial  counsel  met  with  ONCIX  to  discuss  Prudential  Search  Request  (End  57) 

•  14  Jun  1 1  -  trial  counsel  submitted  Prudential  Search  Request  to  organizations  (End  53) 

’  17  Jun  1 1  -  Accounting  Memorandum  and  Command  Update  (End  28) 

•  43  Defense  Emails,  including  5  emails  with  the  Article  32 10,  spanning  24  duty  days  (End  81, 

#0518-0561) _ _ _ 


1 8  Jun  1 1  -  5  Jul  11 

19  Jun  1 1  -  trial  counsel  notified  defense  that  it  received  approval  to 
disclose  classified  information  and  that  C1D  found  an  additional  classified 
document  on  the  accused’s  computer  ( Enel  81,  #0562) 

22  Jun  1 1  -  trial  counsel  provided  defense  two  protective  orders  for 
unclassified  discovery  and  provided  updates  on  paralegal  support  ( Enel  81, 
#0579) 

23  Jun  1 1  -  trial  counsel  requested  authority  from  FBI,  DOD,  DIA  and 
OGA#l  to  disclose  information  (Ends  23-4) 

27  Jun  1 1  -  trial  counsel  submitted  Prudential  Search  Requests  to 
additional  organizations  (End  53) 

27  Jun  1 1  -  trial  counsel  updated  SPCMCA  and  requested  delay  of  Article 
32  (End  11) 

30  Jun  1 1  -  discovery  production  (8,430  pages)  (End  18) 

5  Jul  1 1  -  SPCMCA  approved  request  for  delay  (End  12) 

44  Defense  Emails,  including  3  emails  with  the  Article  32 10,  spanning  10 
duty  days  (End  81,  #0562-0606) 
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6  Jul  11-26  Jul  11 

13  Jul  1 1  -  trial  counsel  updated  SPCMCA  and  SPCMCA  issued 
Accounting  Memorandum  ( Enel  28) 

18  Jul  1 1  -  defense  requested  clarification  on  why  multiple 
protective  orders  are  necessary,  and  acknowledged  updates  provided 
by  trial  counsel  (Enel  81,  #0622) 

18  Jul  11  -  trial  counsel  responded  to  defense’s  inquiry  regarding 
the  multiple  protective  orders  (Enel  81,  #0623) 

21  Jul  1 1  -  trial  counsel  received  draft  tasking  letter  relating  to 
Prudential  Search  Request  from  DOD  (Enel  1,  #0553) 

22  Jul  1 1  -  trial  counsel  updated  SPCMCA  and  requested  delay  of 
Article  32  (Enel  11) 

25  Jul  1 1  -  discovery  production  (3,019  pages)  (Enel  18) 

26  Jul  1 1  -  SPCMCA  approved  request  for  delay  (Enel  12) 

40  Defense  Emails,  spanning  15  duty  days  (Enel  81,  #0607-0647) 


27  Jul  11  -29  Aug  11 

28  Jul  11  -  trial  counsel  submitted  updated  request  for  classification  reviews  ( Enel  20) 

1  Aug  1 1  -  trial  counsel  notified  defense  on  additional  classified  information  found  on  the  accused’s 
personal  computer  ( Enel  81,  #0670) 

2  Aug  1 1  -  trial  counsel  explained  to  defense  that  multiple  media  devices  contained  classified  info 
and  that  all  the  information  is  inextricably  commingled  (End  81,  #0672);  discovery  production  (End 
IS) 

3  Aug  1 1  -  defense  expert  request  (End  80;  End  1,  #0579) 

4  Aug  1 1  -  trial  counsel  requested  approval  to  disclose  charged  documents  to  defense  (Enel  23) 

9  Aug  1 1  -  defense  expert  request  (Enel  80);  discovery  production  (6,003  pages)  (End  18) 

10  Aug  1 1  -  Accounting  Memorandum  (Enel  28) 

1 1  Aug  1 1  -  trial  counsel  requested  authority  to  disclose  OGA#l  information  (End  24);  discovery 
production  (2058  pages)  (End  18) 

1 5  Aug  1 1  -  trial  counsel  requested  approval  to  disclose  FBI  case  file  (End  1 7) 

16  Aug  1 1  -  trial  counsel  submitted  Prudential  Search  Request  (Enel  53) 

22  Aug  1 1  -  trial  counsel  updated  defense  on  multiple  issues,  including  status  of  expert  security 
clearances  and  travel  (End  81,  #0788) 

25  Aug  1 1  -  trial  counsel  requested  delay  of  Article  32  (Enel  11) 

29  Aug  1 1  -  SPCMCA  approved  request  for  delay  (End  12) 

167  Defense  Emails,  including  2  emails  with  the  Article  32  IO,  spanning  24  duty  days  (End  81, 

# 0648-0815 ) _ 


30  Aug  11-28  Sep  11 


31  Aug  1 1  -  trial  counsel  responded  to  defense  concerns  regarding  experts  ( End  81,  #0818) 

1  Sep  1 1  -  discovery  production  (437  pages)  ( Enel  18) 

7  Sep  1 1  -  trial  counsel  requested  update  on  DOD  Prudential  Search  Request  (End  1,  #0638)', 
trial  counsel  submitted  updated  request  for  classification  reviews  (End  20-21) 

8  Sep  11  -  trial  counsel  updated  defense  on  status  of  getting  defense  three  laptops  for  viewing 
of  classified  information  (Enel  81,  #0826) 

15  Sep  1 1  -  Accounting  Memorandum  (End  28) 

16  Sep  1 1  -  trial  counsel  provided  defense  a  memorandum  outlining  the  specialized  computer 
equipment  being  provided  to  the  defense  to  review  classified  information  (End  81,  #0841) 

19  Sep  1 1  -  discovery  production  (77  pages)  (End  18) 

21  Sep  1 1  -  defense  submitted  preservation  request  (Chronology) 

22  Sep  1 1  -  trial  counsel  met  with  ONC1X  to  get  update  on  damage  assessment  (End  57, 
page  33);  CC1U  completed  numerous  forensic  reports  (End  26) 

26  Sep  1 1  -  trial  counsel  requested  delay  of  Article  32  (End  11) 

28  Sep  1 1  -  SPCMCA  approved  request  for  delay  (End  12) 

61  Defense  Emails,  including  2  emails  with  the  Article  32 10,  spanning  20  duty  days  (End 
81,  # 0816-0877) 


•  30  Sep  1 1  -  defense  requested  supplies  (End  81,  #0887) 

•  3  Oct  1 1  -  discovery  production  (12,158  pages)  (End  18)',  trial  counsel  received  final  version  of  forensic 
reports  (End  1,  #0672) 

•  4-6  Oct  1 1  -  trial  counsel  submitted  preservation  requests  based  on  defense  request  (End  52) 

•  6  Oct  1 1  -  trial  counsel  submitted  updated  request  for  classification  reviews  (End  20-21)',  trial  counsel 
requested  damage  assessments  (End  56) 

•  6  Oct  1 1  -  trial  counsel  explained  to  defense  that  the  purpose  of  its  presentation  to  the  defense  of  its  case¬ 
in-chief  was  to  “orient  you  to  the  facts  of  the  case,  the  layout  of  the  reports,  and  give  a  brief  overview  of 
the  prosecution’s  case”  “to  speed  up  the  pre-trial  process  and  minimize  any  future  delays”  (End  81,  #0897 - 


0898) 


•  1 1  Oct  1 1  -  trial  counsel  requested  contact  information  for  each  agency  contacted  by  ONCIX  (End  57) 

•  12  Oct  1 1  -  discovery  production  (280  pages)  (End  18) 

•  13  Oct  1 1  -  defense  discovery  request  ( End  68) 

•  14  Oct  1 1  -  Accounting  Memorandum  and  Command  Update(£nc/  28) 

•  20  Oct  1 1  -  discovery  production  (492  pages)  (End  18) 

•  25  Oct  1 1  -  trial  counsel  submitted  Prudential  Search  Request  (End  70);  trial  counsel  requested  delay  of 
Article  32  (End  77);  trial  counsel  requested  approval  to  disclose  IRTF  report  (End  56) 

•  26  Oct  1 1  -  trial  counsel  requested  approval  to  disclose  all  outstanding  DOD  classified  info  to  the  defense 


(End  23) 


•  27  Oct  1 1  -  SPCMCA  approved  request  for  delay  (End  12)\  trial  counsel  notified  defense  that  equipment 
for  handling  classified  information  is  available  for  pick-up  (End  81,  #0932) 

•  62  Defense  Emails,  including  I  email  with  the  Article  32  10,  spanning  2 1  duty  days  (End  81,  #0878-0940) 
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28  Oct  11 -15  Nov  11 


•  4  Nov  1 1  -  discovery  production  (forensic  reports)  (329,056  pages) 
( End  18) 

•  8  Nov  1 1  -  trial  counsel  disclosed  CENTCOM,  OGA#l ,  DOS,  and 
CYBERCOM  classification  reviews  to  defense  {Enel  18) 

•  8  Nov  1 1  -  trial  counsel  presented  to  the  defense  a  327-slide 
PowerPoint  presentation  of  its  case  during  merits  and  presentencing 
phase  {Enel  57) 

•  9  Nov  1 1  -  defense  requested  second  meeting  for  prosecution  to 
brief  its  case-in-chief  to  the  accused  {Enel  81,  #0974) 

•  1 5  Nov  1 1  -  defense  discovery  request  {Enel  68) 

•  70  Defense  Emails,  including  8  emails  with  the  Article  32  10, 
spanning  13  duty  days  {Enel  81,  #0941-1011) 


17  Nov  11 -15  Dec  11 

17  Nov  11  -  discovery  production  (5,631  pages)  (SOUTHCOM  classification 
review)  {Enel  18) 

18  Nov  1 1  -  trial  counsel  presented  a  258-slide  PowerPoint  presentation  of  its  case 
during  merits  and  presentencing  phase  to  Mr.  Coombs  and  the  accused  ( Enel  57) 

22  Nov  1 1  -  defense  submitted  request  for  production  of  evidence  {Enel  74) 

23  Nov  1 1  -  discovery  production  (7,408  pages)  {Enel  18) 

1  Dec  11  -  discovery  production  (18,015  pages)  (Enc/ 18) 

1  Dec  1 1  -  defense  submitted  request  to  compel  production  of  evidence  (Enel  74) 

2  Dec  1 1  -  trial  counsel  disclosed  OGA#  1  classification  review  to  defense  ( Enel 
18) 

6-9  Dec  1 1  -  discovery  production  (2,782  pages)  ( Enel  18) 

9  Dec  1 1  -  trial  counsel  responded  to  defense  questions  regarding  logistics 
concerning  the  Article  32  investigation  {Enel  81,  # 1217) 

14  Dec  1 1  -  defense  requested  assistance  from  trial  counsel  to  provide  physical 
control  over  the  defense  trailer  during  the  Article  32  investigation  between  2200 
and  0800  {Enel  81,  # 1267) 

254  Defense  Emails,  including  120  emails  with  the  Article  32  IO,  spanning  19  duty 
days  (Enel  81,  # 1029-1283 ) 
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22  Dec  11-3  Jan  12 


27  Dec  1 1  -  trial  counsel  notified  court  reporter  that  it  would  ensure 
defense  and  Article  32  Investigating  Officer  receive  versions  of 
errata  sheets  for  classified  sessions  ( End  81,  #1299) 

2  Jan  12  -  trial  counsel  requested  meeting  to  discuss  Prudential 
Search  Request  with  DOD,  DIA,  FBI  (Enel  1,  # 0810-0812 ) 

3  Jan  12  -  trial  counsel  sent  Article  32  Investigating  Officer  the 
unclassified  portion  of  the  hearing’s  summarized  transcript  (End  81, 
#1300) 

3  Jan  12  -  trial  counsel  requested  Article  32  Investigating  Officer 
exclude  any  period  of  time  that  he  did  not  work  on  report,  to  which 
the  defense  did  not  object  (End  81,  #1300) 

3  Jan  12  -  Accounting  Memorandum  ( End  28) 

4  Defense  Emails,  spanning  5  duty  days  (End  81,  #1297-1300) 


1 1  Jan  1 2  -  Article  32  Investigating  Officer  excluded  periods  of  delay  under  RCM  707(c),  to 
which  the  defense  did  not  object  ( Enel  60) 

12  Jan  12  -  discovery  production  (87  pages,  including  ODNI  classification  review)  ( Enel  18) 
16  Jan  12  -  defense  submitted  deposition  request  (Enel  81,  #1318) 

1 8  Jan  1 2  -  trial  counsel  notified  defense  of  SPCMCA’s  transmittal  of  case  to  GCMCA  with 
recommendation  for  a  general  courts-martial  ( Enel  81,  #1325) 

20  Jan  12  -  defense  discovery  request  (Enel  68) 

20  Jan  12  -  discovery  production  (82  pages)  (Enel  18) 

23  Jan  12  -  defense  submitted  deposition  request  (Enel  81,  #1342) 

26  Jan  12  -  defense  requested  additional  funding  for  expert  (Enel  81,  #1354) 

27  Jan  1 2  -  discovery  production  (496  pages)  (Enel  18);  trial  counsel  responded  to 
outstanding  defense  discovery  requests  (Enel  69);  defense  requested  clarification  on  trial 
counsel’s  responses  to  discovery  requests  (Enel  81,  #1367) 

30  Jan  12  -  trial  counsel  responded  to  defense’s  request  for  clarification  on  discovery 
responses  (Enel  81,  #1371) 

2  Feb  12  -  trial  counsel  requested  update  from  OTJAG  on  Prudential  Search  Request  (Enel  1, 
#0865) 

3  Feb  12  -  Referral  of  Charges  (Charge  Sheet) 

77  Defense  Emails,  spanning  16  duty  days  (Enel  81,  #1307-1384) 
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Conclusion 

•  Investigation  (25  May  1 0  -  Present  Day) 

•  Discovery  (25  May  10  -  Present  Day) 

•  RCM  706  Board  (1 1  Jul  10  -  22  Apr  1 1) 

•  Security  Measures  (28  Jul  10  -  Present  Day) 

•  Classification  Reviews  and  Approval  for 
Disclosure  (25  May  10  -  Present  Day) 

•  OPLAN  BRAVO  (11  May  1 1  -  Present  Day) 

•  Motions  Practice  (3  Feb  12  -  Present  Day) 

•  “Periods  of  Apparent  Inactivity” 
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UNITED  STATES  OF  AMERICA  ) 

)  RULING:  JUDICIAL 

v.  )  NOTICE  MOTIONS 

) 

Manning,  Bradley  E.  ) 

PFC,  U.S.  Army,  ) 

HHC,  U.S.  Army  Garrison,  ) 

Joint  Base  Myer-Henderson  Hall  )  16  January  2013 

Fort  Myer,  Virginia  22211  ) 


Government  Request  for  Judicial  Notice: 

1.  On  16  November  2012,  the  Government  requested  the  Court  take  judicial  notice  of  the 
following  as  adjudicative  facts: 

(1)  Army  Field  Manual  2-0  “Intelligence” 

(2)  Army  Field  Manual  2-19.4  “Brigade  Combat  Team  Intelligence  Operations” 

(3)  Army  Field  Manual  2-22.2  “Counterintelligence” 

(4)  Army  Field  Manual  2-22.3  “Human  Intelligence  Collector  Operations” 

(5)  Army  Soldier’s  Manual  and  Trainer’s  Guide  “Soldier’s  Manual  and  Trainer’s  Guide 
for  Intelligence  Analysis,  MOS  35F,  Skill  Level  1/2/3/4” 

(6)  Executive  Order  12958 

(7)  Executive  Order  12972 

(8)  Executive  Order  13142 

(9)  Executive  Order  13292 

(10)  A  10  February  2010  BBC  news  report  shows  Julian  Assange  in  Iceland. 

(1 1)  A  New  York  Times  article  entitled  “Pentagon  Sees  Threat  from  Online 
Muckrakers”  by  Stephanie  Strom,  dated  18  March  2010,  references  Lieutenant  Colonel 
Lee  Packnett. 

(12)  On  7  June  2010,  the  New  Yorker  published  an  article  entitled  “No  Secrets:  Julian 
Assange’s  Mission  for  Total  Transparency”. 

(13)  The  Washington  Post  has  published  online  a  letter  purportedly  from  United  States 
Department  of  State  Legal  Adviser  Harold  Koh,  and  dated  27  November  2010,  which 
states  that  the  Department  of  State  understood  “from  conversations  with  representatives 
from  The  New  York  Times,  The  Guardian  and  Der  Speigel,  that  WikiLeaks  also  has 
provided  approximately  250,000  documents  to  each  of  them  for  publication,  furthering 
the  illegal  dissemination  of  classified  documents”. 

(14)  On  29  November  2010,  the  Armed  Forces  Press  Service  published  an  article  stating 
WikiLeaks  released  classified  information  over  the  weekend  of  27-28  November  2010. 

(15)  United  States  Department  of  State  lists  “al-Qa’ida”  as  a  foreign  terrorist 
organization  as  of  8  November  1999.  It  lists  “al-Qaida  in  the  Islamic  Maghreb”  as  of  27 
March  2002.  It  lists  “al-Qaida  in  Iraq”  as  of  1 7  December  2004.  It  lists  “al-Qa’ida  in  the 
Arabian  Peninsula”  as  of  19  January  2010. 

(16)  The  United  States  FBI  has  named  Adam  Yahiye  Gadahn  as  a  “most  wanted  terrorist” 
and  states  he  is  associated  with  A1  Qaeda. 
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(17)  Under  a  header  “defining  the  enemy,”  the  United  States  Department  of  State  has 
cited  terrorist  networks  as  the  greatest  national  security  threat.  It  has  also  named  A1 
Qaeda  and  confederated  extremist  groups  as  the  greatest  terrorist  threat. 

(18)  United  States  Department  of  State  Assistant  Secretary  in  the  Bureau  of  Public 
Affairs  recites  that  the  Department  of  State  has  designated  “al-Qa’ida  in  the  Arabian 
Peninsula  (AQAP)  as  a  Foreign  Terrorist  Organization”  in  January  of  2010. 

(19)  United  States  Department  of  State  Undersecretary  for  Management  Patrick 
Kennedy  testified  that  “DOD  material  was  leaked  in  July  of  2010”. 

(20)  “Inspire”  is  a  magazine.  It  advocates  violent  jihad  and  promotes  A1  Qaeda  in  the 
Arabian  Peninsula  ideology. 

(21)  The  Winter  2010  issue  of  “Inspire”  states  that  “anything  useful  from  WikiLeaks” 
can  be  archived  and  shared  to  “help  the  mujahidin”. 

2.  During  the  Article  39(a)  session  held  8-1 1  January  2013,  the  Government  filed  an  addendum 
to  its  motion  clarifying  that  the  Government  moved  the  Court  to  consider  (10)  -  (21)  as  sources 
for  the  Court  to  take  judicial  notice  of  the  following  adjudicative  facts: 

(a)  Julian  Assange  was  located  in  Iceland  in  February  2010  and  working  on  the  Icelandic 
Modem  Media  Initiative. 

(b)  LTC  Lee  Packnett  was  quoted  in  a  New  York  Times  article,  dated  18  March  2010. 

(c)  A  New  Yorker  profile  of  Julian  Assange,  titled  “No  Secrets:  Julian  Assange’s 
Mission  for  Total  Transparency”  was  dated  7  June  2010. 

(d)  WikiLeaks  and  various  new  organizations  began  publishing  Department  of  State 
(DOS)  diplomatic  cables  over  the  weekend  of  27-28  November  2010. 

(e)  Al-Qaeda  (AQ)  and  its  affiliates  (al-Qaeda  in  the  Islamic  Maghreb,  al-Qaeda  in  Iraq, 
al-Qaeda  in  the  Arabian  Peninsula)  are  all  listed  as  foreign  terrorist  organizations  by  the 
Department  of  State  and  are,  in  fact,  enemies  of  the  United  States. 

(f)  Usama  bin  Laden  is  a  member  of  AQ  and  an  enemy  of  the  United  States. 

(g)  Adam  Gadahn  is  a  member  of  AQ  and  an  enemy  of  the  United  States. 

(h)  “Inspire”  is  a  magazine.  It  advocates  violent  jihad  and  promotes  the  ideology  of 

AQAP. 

3.  On  1 1  January  2013  the  Government  provided  additional  source  information  for  the  Court  for 
(a)  -  (h)  above. 

4.  On  30  November  2012  the  Defense  filed  a  response  objecting  to  (1)  -  (9)  on  the  grounds  that 
the  Government  has  not  established  relevance.  During  oral  argument  at  the  8-1 1  January  2013 
Article  39(a)  session,  the  Defense  withdrew  their  objection  to  (6)  -  (9).  On  15  January  2013  the 
Defense  filed  a  response  to  the  Government  addendum.  The  defense  did  not  object  to  (d),  (e)  in 
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part,  (f),  and  (g).  The  Defense  objected  to  (a),  (b),  (c),  and  (h)  on  lack  of  relevance;  (b)  and  (c) 
as  hearsay,  and  the  portion  of  (h)  that  “It  advocates  violent  jihad  and  promotes  the  ideology  of  al- 
Qaeda  In  the  Arabian  Peninsula.”  because  it  asks  the  Court  to  draw  an  inference.  The  Defense 
further  objects  to  that  part  of  (e)  requesting  the  Court  to  take  judicial  notice  that  al-Qaeda  in  the 
Arabian  Peninsula  as  an  enemy  because  the  accused  allegedly  gave  intelligence  to  the  enemy 
beginning  in  November  2009.  The  designation  did  not  take  place  until  19  January  2010,  which 
was  after  the  alleged  misconduct. 

Defense  Judicial  Notice  -  Damage  Assessments 

1.  On  30  November  2012  the  Defense  moved  the  Court  to  take  judicial  notice  of  the  Office  of 
National  Counterintelligence  Executive  (ONCIX),  Information  Review  Task  Force  (IRTF),  and 
DOS  damage  assessments  and  their  contents  as  adjudicative  facts.  The  Defense  asserts  the 
damage  assessments  and  their  contents  are  admissible  as  admissions  by  a  party  opponent  under 
MRE  801(d)(2)  and  as  public  records  under  MRE  803(8). 

2.  The  Government  does  not  object  to  the  Court  taking  Judicial  Notice  of  the  existence  of  the 
damage  assessments  and  that  they  were  prepared  by  the  relevant  agency.  The  Government 
argues  that  the  contents  of  the  damage  assessments  are  not  admissible  under  MRE  801(d)(2)  or 
MRE  803(8). 

Defense  Judicial  Notice  -  Over-classification  -  H.R.  553  and  Congressional  Hearings 

1 .  On  30  November  20 1 2  the  Defense  moved  the  Court  to  take  judicial  notice  of: 

(1)  H.R.  553  (Reducing  Over-Classification  Act); 

(2)  House  Committee  meetings  on  the  Espionage  Act  (16  December  2010);  and 

(3)  House  Committee  meetings  on  the  Over-Classification  Act  (22  March,  26  April,  and 
28  June  2007). 

On  10  January  2013,  the  Defense  provided  the  Court  with  supplemental  Authority,  Executive 
Order  13526  (Sec.  5.1);  DoD  Instruction  5210.50  (paragraphs  5.1.10  and  5.1.11);  DoD 
Instruction  5240.1 1 ;  and  DoD  Regulation  5200- 1R  (Chapter  10, 10-104)  to  consider  as  source 
material  for  the  judicial  notice  motion. 

2.  On  30  November  2012,  the  Government  objected  to  the  Court  taking  judicial  notice  of  all  of 
the  above  on  grounds  of  lack  of  relevance  for  both  merits  and  sentencing.  The  Government 
further  objects  that  Mr.  Blanton’s  testimony  at  the  Congressional  Hearing  and  the  testimony  at 
the  Congressional  meetings  in  (2)  and  (3)  do  not  consist  of  adjudicative  facts  and  represent 
hearsay  within  hearsay. 

The  Law:  Judicial  Notice 
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1.  Military  Rule  of  Evidence  (MRE)  201  governs  judicial  notice  of  adjudicative  facts.  The 
judicially  noticed  fact  must  be  one  not  subject  to  reasonable  dispute  in  that  it  is  either  (1) 
generally  known  universally,  locally,  or  in  the  area  pertinent  to  the  event  or  (2)  capable  of 
accurate  and  ready  determination  by  resort  to  sources  whose  accuracy  cannot  reasonably  be 
questioned.  U.S.  v.  Needham,  23  M.J.  383  (C.M.A.  1987);  U.S.  v.  Brown,  33  M.J.  706 
(A.C.M.R.  1991). 

2.  MRE  201(c)  requires  the  military  judge  to  take  judicial  notice  of  adjudicative  facts  if 
requested  by  a  party  and  supplied  with  the  necessary  information. 

3.  When  the  military  judge  takes  judicial  notice  of  adjudicative  facts,  the  fact  finder  is  instructed 
that  they  may,  but  are  not  required  to,  accept  as  conclusive  any  matter  judicially  noticed. 

4.  Judicial  notice  is  of  adjudicative  facts.  Judicial  notice  is  not  appropriate  for  inferences  a  party 
hopes  the  fact  finder  will  draw  from  the  fact(s)  judicially  noticed.  Legal  arguments  and 
conclusions  are  not  adjudicative  facts  subject  to  judicial  notice.  U.S.  v.  Anderson,  22  M.J.  885 
(A.F.C.M.R.  1985)  (appropriate  to  take  judicial  notice  of  the  existence  of  a  treatment  program  at 
a  confinement  facility  but  not  appropriate  to  take  judicial  notice  of  the  quality  of  the  program.). 

The  Law:  Hearsay 

1 .  Hearsay  is  a  statement,  other  than  the  one  made  by  the  declarant  while  testifying  at  the  trial, 
offered  in  evidence  to  prove  the  truth  of  the  matter  asserted.  MRE  801(c).  Hearsay  is  not 
admissible  except  as  provided  by  the  Military  Rules  of  Evidence  or  by  any  Act  of  Congress 
applicable  in  trials  by  court-martial.  MRE  802. 

2.  Admission  by  a  Party  Opponent.  MRE  801(d)(2)  provides  in  relevant  part  that  admissions  by 
a  Party  Opponent  are  not  hearsay  if  the  statement  is  offered  against  a  party  and  is  (A)  the  parties’ 
own  statement  in  either  the  party’s  individual  or  representative  capacity;  (B)  a  statement  of 
which  the  party  has  manifested  the  party’s  adoption  or  belief  in  the  truth;  (C)  a  statement  by  a 
person  authorized  by  the  party  to  make  a  statement  concerning  the  subject;  or  (D)  a  statement  by 
the  party’s  agent  or  servant  concerning  a  matter  within  the  scope  of  the  agency  or  employment  of 
the  agent  or  servant  made  during  the  existence  of  the  relationship. . .  .The  contents  of  the 
statement  shall  be  considered  but  are  not  alone  sufficient  to  establish  the  declarant’s  authority 
under  (C),  or  the  agency  or  employment  relationship  and  the  scope  thereof  under  (D). 

3.  MRE  803(8)  (Public  Records)  is  an  exception  to  the  hearsay  rule.  This  rule  allows 
admission  of  records,  reports,  statements,  or  data  compilations,  in  any  form,  of  public  office  or 
agencies,  setting  forth  (A)  the  activities  of  the  office  or  agency,  or  (B)  matters  observed  pursuant 
to  duty  imposed  by  law  as  to  which  matters  there  was  a  duty  to  report,  excluding,  however, 
matters  observed  by  police  officers  and  other  personnel  acting  in  a  law  enforcement  capacity,  or 
(C)  against  the  Government,  factual  findings  resulting  from  an  investigation  made  pursuant  to 
authority  granted  by  law,  unless  the  sources  of  information  or  other  circumstances  indicate  lack 
of  trustworthiness. 
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4.  MRE  805  provides  that  hearsay  included  within  hearsay  is  not  excluded  under  the  hearsay 
rule  if  each  part  of  the  combined  statement  conforms  with  an  exception  to  the  hearsay  rule 
provided  in  these  rules. 

The  Law:  Sentencing  -  Defense  Evidence 

1 .  RCM  1001(c)  governs  matters  to  be  presented  by  the  Defense  during  sentencing.  In  relevant 
part,  the  rule  allows  the  Defense  to  present  matters  in  rebuttal  to  any  material  presented  by  the 
Government  and  matters  in  extenuation  and  mitigation.  Matters  in  extenuation  serve  to  explain 
the  circumstances  surrounding  the  commission  of  an  offense,  including  those  reasons  for 
committing  the  offense  which  do  not  constitute  legal  justification  or  excuse.  Matters  in 
mitigation  of  an  offense  are  reasons  to  lessen  the  punishment  of  an  offense  or  to  furnish  grounds 
for  recommendations  of  clemency. 

2.  RCM  1001(c)(3)  authorizes  the  military  judge,  with  respect  to  matters  in  extenuation  or 
mitigation  or  both,  to  relax  the  rules  of  evidence.  This  may  include  admitting  letters,  affidavits, 
certificates  of  military  and  civil  officers  and  other  writings  of  similar  authenticity  and  reliability. 

3.  RCM  1001(c)(4)  provides  that  when  the  rules  of  evidence  have  been  relaxed  for  the  Defense, 
they  may  be  relaxed  during  rebuttal  and  surrebuttal  to  the  same  degree. 

Conclusions  of  Law: 

Government  Motion  for  Judicial  Notice: 

1.  For  the  matters  where  the  sole  Defense  objection  is  relevance,  the  Court  will  take  Judicial 
Notice  of  the  adjudicative  fact  subject  to  a  demonstration  of  relevance  by  the  Government  at 
trial.  Thus,  the  remaining  Government  Judicial  Notice  requests  at  issue  are: 

(b)  LTC  Lee  Packnett  was  quoted  in  a  New  York  Times  article,  dated  18  March  2010. 

(c)  A  New  Yorker  profile  of  Julian  Assange,  titled  “No  Secrets:  Julian  Assange’s 
Mission  for  Total  Transparency”  was  dated  7  June  2010. 

(e)  Al-Qaeda  in  the  Arabian  Peninsula  is  listed  as  a  foreign  terrorist  organization  by  the 
Department  of  State  and  is,  in  fact,  an  enemy  of  the  United  States. 

(h)  [“Inspire”  is  a  magazine.]  It  advocates  violent  jihad  and  promotes  the  ideology  of 
AQAP.  [The  bracketed  portion  has  only  a  relevance  objection.] 

2.  In  addition  to  relevance,  the  Defense  objects  to  (b)  and  (c)  as  hearsay;  the  portion  of  (e) 
designating  Al-Qaeda  in  the  Arabian  Peninsula  as  listed  as  a  foreign  terrorist  organization  by  the 
DOS  and  as  an  enemy  of  the  United  States;  and  the  portion  of  (h)  stating  “It  advocates  violent 
jihad  and  promotes  the  ideology  of  AQAP”  because  the  designation  by  DOS  occurred  on  19 
January  2010,  after  the  accused’s  alleged  misconduct. 
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3.  The  Government  asserts  that  the  information  the  Government  seeks  to  be  judicially  noticed  in 
(b)  and  (c)  will  be  used  by  the  Government  for  a  non-hearsay  purpose.  The  Court  will  defer 
ruling  on  whether  to  grant  Judicial  Notice  on  (b)  and  (c)  until  the  Government  offers  the 
evidence  at  trial.  The  Court  is  in  a  better  position  to  make  relevance/hearsay  determinations  at 
that  time. 

4.  The  time-period  in  the  charged  offenses  is  from  on  or  about  9  November  2009  -  on  or  about 
27  May  2010.  The  designation  of  Al-Qaeda  in  the  Arabian  Peninsula  as  listed  as  a  foreign 
terrorist  organization  by  the  DOS  occurred  on  19  January  2010,  within  the  time-period  of  the 
charged  offenses.  The  Court  will  take  judicial  notice  that  Al-Qaeda  in  the  Arabian  Peninsula 
was  listed  as  foreign  terrorist  organization  by  the  DOS  on  19  January  2010  and,  since  that  date, 
is  an  enemy  of  the  United  States. 

5.  The  Court  declines  to  take  judicial  notice  of  the  portion  of  (h)  stating  “It  advocates  violent 
jihad  and  promotes  the  ideology  of  AQAP.”  This  statement  requires  the  Court  to  draw  an 
inference.  Any  inferences,  linkages,  argument,  and  legal  conclusions  to  be  gleaned  from  the 
adjudicative  facts  judicially  noticed  are  appropriately  presented  to  the  fact  finder  by  the  parties, 
not  the  Court. 

Defense  Motion  for  Judicial  Notice  -  Damage  Assessments: 

1.  The  Court  finds  the  damage  assessments  and  their  contents,  to  include  the  draft  DOS  damage 
assessment,  to  be  admissible  as  public  records  under  MRE  803(8).  The  Government  has  not 
challenged  their  authenticity.  By  the  Court  taking  judicial  notice  of  the  damage  assessments,  the 
Defense  does  not  have  to  provide  further  evidence  of  authentication. 

2.  The  Court  held  on  19  July  2012  and  13  January  2013  that  evidence  of  actual  damage,  to 
include  the  damage  assessments,  is  not  relevant  during  the  merits  portion  of  the  trial. 

3.  Should  there  be  sentencing  proceedings  in  this  case,  the  Court  will  take  judicial  notice  of  the 
existence  of  the  damage  assessments,  that  each  was  created  or  compiled  by  ONCIX,  IRTF,  and 
DOS  and  the  dates  they  were  created  or  compiled.  The  Court  will  take  judicial  notice  that  the 
DOS  damage  assessment  is  the  most  current  damage  assessment  prepared  by  DOS  and  that  it  is  a 
draft. 

4.  The  contents  of  the  damage  assessments  are  not  adjudicative  facts.  Any  inferences,  linkages, 
argument,  and  legal  conclusions  to  be  gleaned  from  the  damage  assessments  are  appropriately 
presented  to  the  fact  finder  by  the  parties,  not  the  Court. 

Defense  Motion  for  Judicial  Notice  -  H.R.  553  and  Congressional  Hearings  Discussing 
Classification. 

1 .  The  Court  has  before  it  the  Government  Motion  to  Preclude  Evidence  of  Over-classification 
and  the  Defense  Motion  to  Take  Judicial  Notice  of  H.R.  553  and  Congressional  Hearings 
Discussing  Classification. 


6 


3 


2.  Both  motions  are  related.  The  Court  takes  them  under  advisement  and  will  issue  a 
supplemental  ruling  regarding  use  of  evidence  of  over-classification  on  the  merits  and/or 
sentencing  and  on  the  Defense  request  for  judicial  notice  regarding  over-classification. 

RULING:  The  Government  and  Defense  Motions  for  Judicial  Notice  are  GRANTED  IN  Part 
as  set  forth  above. 

1 .  The  Court  will  take  judicial  notice  of  the  following  adjudicative  facts  for  the  Government: 

(6)  -  (9),  (d),  (e)  as  modified  to  add  the  date  of  designation  by  DOS  as  19  January  2010,  (l)-(6), 
(a)  and  that  portion  of  (h)  upon  a  demonstration  of  relevance,  and  (b)  and  (c)  upon  a 
demonstration  of  relevance  and  use  as  non-hearsay  or  as  a  hearsay  exception. 

2.  The  Court  will  take  judicial  notice  of  the  following  adjudicative  facts  for  the  Defense  during 
the  Sentencing  phase  of  the  trial:  existence  of  the  damage  assessments,  that  each  was  created  or 
compiled  by  ONCIX,  IRTF,  and  DOS  and  the  dates  they  were  created  or  compiled.  The  Court 
will  take  judicial  notice  that  the  DOS  damage  assessment  is  the  most  current  damage  assessment 
prepared  by  DOS  and  that  it  is  a  draft. 

3.  The  Court  takes  the  Defense  Motion  for  Judicial  Notice  of  H.R.  553  and  Congressional 
Hearings  Discussing  Classification  under  advisement  along  with  the  Government  Motion  to 
Preclude  Evidence  of  Over-Classification  and  will  issue  a  supplemental  ruling  on  both  matters. 

So  Ordered  this  16th  day  of  January  2013. 


DENISE  R.  LIN! 
COL,  JA 


Chief  Judge,  1st  Judicial  Circuit 
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IN  THE  UNITED  STATES  ARMY 
FIRST  JUDICIAL  CIRCUIT 

UNITED  STATES  ) 

)  RULING:  DEFENSE  MOTION 

v.  )  TO  COMPEL  WITNESSES  - 

)  AMBASSADOR  GALBRAITH 
MANNING,  Bradley  E.,  PFC  ) 

U.S.  Army,  ) 

Headquarters  and  Headquarters  Company,  ) 

U.S.  Army  Garrison,  Joint  Base  Myer-  )  DATED:  16  January  2013 

Henderson  Hall,  Fort  Myer,  V A  22211  ) 


On  23  November  2012,  the  Defense  moved  to  compel  production  of  Ambassador 
Galbraith  as  a  sentencing  witness.  On  12  December  2012,  the  Government  filed  a  motion 
opposing  production  of  Ambassador  Galbraith.  On  4  January  2013,  the  Defense  filed  proffers  in 
support  of  its  motion,  to  include  a  3  January  2013  declaration  from  Ambassador  Galbraith. 
Having  considered  the  filings  by  the  parties,  oral  argument,  and  Ambassador  Galbraith’s 
declarations,  the  Court  finds  and  rules  as  follows: 

1.  Ambassador  Galbraith  served  as  ambassador  to  Croatia  from  1993-1998.  He  was  an  original 
classification  authority  (OCA).  Prior  to  this  he  served  as  a  staff  member  of  the  Senate  Foreign 
Relations  Committee  from  1979  -  1993.  For  10  years  during  this  period  he  was  responsible  for 
DOS  authorization  legislation  to  include  responsibility  for  oversight  and  legislation  related  to 
DOS  handling  of  classified  information. 

2.  SIPDIS  was  not  used  while  Ambassador  Galbraith  was  in  DOS  but  he  or  his  staff  drafted 
some  of  the  cables  that  subsequently  received  the  SIPDIS  label. 

3.  The  Government  is  calling  a  number  of  witnesses  from  DOS  for  the  sentencing  phase  of  the 
trial.  The  Defense  does  not  have  easy  access  to  witnesses  currently  employed  at  DOS. 

4.  The  Government’s  response  concedes  that,  although  dated,  Ambassador  Galbraith’s  testimony 
could  be  relevant  for  sentencing. 

5.  RCM  703(c)(2)(B)(i)  provides  that  a  defense  synopsis  of  expected  testimony  must  list  the 
subjects  the  witness  is  expected  to  address  and  what  the  witness  will  say  about  those  subjects. 
U.S.  v.  Rockwood,  52  M.J.  98  (C.A.A.F.  1999).  The  Defense  has  met  this  requirement. 

6.  Although  Ambassador  Galbraith’s  experience  at  DOS  is  15  years  old  and  he  does  not  have 
direct  experience  with  SIPDIS,  he  does  have  some  experience  with  some  of  the  cables  at  issue  in 
this  case,  and  as  a  DOS  OCA,  and  with  legislation  involving  classification  by  DOS.  In  light  of 
the  number  of  DOS  Government  witnesses  testifying  during  sentencing  and  the  lack  of  ready 
access  to  such  witnesses  by  the  Defense,  the  Court  orders  the  Government  to  produce 
Ambassador  Galbraith  as  a  Defense  witness  for  sentencing. 
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RULING:  The  Defense  Motion  to  Compel  Production  of  Ambassador  Galbraith  is  GRANTED. 
SO  ORDERED:  This  16th  day  of  January  2013. 


DENISE  R.  LIND 
COL,  JA 


Chief  Judge,  1st  Judicial  Circuit 
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Appellate  Exhibit  474 
1  pages 

ordered  sealed  for  Reason  7 
(government) 

Military  Judge's  Seal  Order 
dated  20  August  2013 
stored  in  the  original  Record 
of  Trial 


o 


o 


Fein.  Ashden  MAJ  USARMY  MDW  fUS) 


Hurley.  Thomas  F  MA3  USARMY  (US):  Tooman.  Joshua  J  CPT  USARMY  (US):  Morrow.  JoPean  (Joe)  III  CPT 

USAKMY  USAMPW  (US):  &£raaard,  Anaei  M  CPT  USARMY  (US):  whvte.  J  Hunter  CPT  USARMY  rusi:  yen 

Elten.  Alexander  S  (Alec)  CPT  USARMY  (US);  Ford.  Arthur  D  Jr  CW2  USARMY  fUSl 

Discovery 

Saturday,  November  17,  2012  5:43:54  PM 

new  The-WMeate  Cable?  Today's  0's  for  0's  WH  -Al-l-ZQlQ  -  ABC  Nws, rtf 


David, 

This  past  week,  I  was  sent  the  attached  article  via  email.  I  am  providing  the  article  as  part  of  our 
ongoing  discovery  obligation.  We  will  produce  it,  with  BATES  numbers,  as  part  of  our  normal  process 
after  Thanksgiving. 

Have  a  good  weekend. 

v/r 

Ashden 


Q 
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Appellate  Exhibit  475 
1 5  pages 
classified 
"SECRET" 

ordered  sealed  for  Reason  2 
Military  Judge's  Seal  Order 
dated  20  August  2013 
stored  in  the  classified 
supplement  to  the  original 
Record  of  Trial 


UNITED  STATES  OF  AMERICA 


v. 

Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


) 

) 

)  Updated  Prosecution  Witness  List  # 4 

) 

) 

) 

)  31  January  2013 

) 

) 


(U)  The  prosecution  may  call  the  below  witnesses  to  testify  on  the  merits  at  trial  and/or 
during  the  presentencing  phase1  of  the  above-captioned  court-martial.  After  each  witness  name 
is  a  brief  description  of  the  general  substance  of  witness  testimony,  including  whether  the 
prosecution  currently  intends  to  elicit  classified  information  during  their  testimony. 


(U)  This  witness  list  is  provided  as  an  update  to  the  2  December  2012  witness  list.  Unit 
and  contact  information  is  updated  for  several  witnesses,  descriptions  are  updated  for  six 
witnesses,2  and  four  witnesses  are  deleted.  Any  new  and  substitute  witnesses  are  footnoted.  If 
necessary,  the  prosecution  may  replace  additional  witnesses  on  this  list,  should  it  become 
necessary  due  to  a  Permanent  Change  of  Station,  job  relocation,  change  in  job  position,  or 
change  in  level  of  security  clearance  of  a  listed  witness. 


(U)  The  below  witnesses  are  only  offered  to  testify  regarding  information  concerning  the 
accused,  the  charged  misconduct,  the  classified  information  used  by  the  prosecution  to  prove  the 
charges  and  their  specifications,  and  classified  information  that  is  related  to  the  impact  or 
damage  resulting  from  the  accused’s  charged  misconduct.  The  prosecution  does  not  intend  to 
elicit  "Top  Secret"  or  "Sensitive  Compartmented  Information"  from  any  of  these  witnesses. 


(U)  The  prosecution  will  supplement  its  sentencing  witness  list  with  certain  merits 
witnesses  if  the  entered  pleas  negate  the  need  to  present  that  witness’s  testimony  during  the 
merits  portion  of  the  trial. 


1  (U)  As  of  the  date  of  this  filing,  persons  identified  with  an  asterisk  (“*”)  are  witnesses  only  for  purposes  of  the 
presentencing  phase;  persons  identified  with  a  caret  (“A”)  are  witnesses  for  purposes  of  presentencing  and  merits. 


2  (U)  The  changes  in  the  witness  descriptions  are  enclosed  in  including  an  empty  “{}"  where  deletions 
occurred. 
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2.  (U)  A  SFC  Paul  Adkins,  Headquarters  and  Headquarters  Company,  2d  Battalion,  14th 
Infantry  Regiment,  2d  Brigade  Combat  Team  (2BCT),  10th  Mountain  Division  (LI),  Fort 
Drum,  NY  13602,  (315)  523-5790.  He  will  testify  about  the  accused's  training,  activities, 
and  duties.  For  sentencing,  he  will  testify  about  the  impact  of  the  accused’s  actions  on  him 
and  the  unit. 

3.  (U)  Ms.  Lisa  Alleman,  Office  of  Personnel  Management,  Boyers,  PA  16016,  (724)  794- 
5612  ext  7000.  She  will  testify  as  to  the  authenticity  of  the  OPM  records. 

4.  (U)  Mr.  Maxwell  Allen,  Central  Intelligence  Agency,  McLean,  VA  22101,  POC:  Ms. 
Jennifer  M.,  (571)  280-3 193.  He  will  testify  as  to  the  authenticity  of  the  OSC  logs, 
including  classified  information  concerning  the  administration  of  the  logs  and  the  substance 
of  the  logs  as  it  relates  to  the  accused. 

5.  (U)  SGT  Mary  Amiatu,  1 8th  AG  Personnel  Services  Battalion,  Fort  Bragg,  NC  28310, 
(910)  643-8231.  She  will  testify  as  to  the  authenticity  of  the  JAMMS  records. 

6.  (U)  SFC  Jose  Anica,  Brigade  Modernization  Command,  Fort  Bliss,  TX  79916,  (915)  568- 
4576.  He  will  testify  about  the  accused's  intelligence  systems  training  and  the  accused's 
activities  at  2/10,  including  potential  classified  information. 

7.  (U)  Mr.  Peter  Artale,  902d  MI  Group,  Fort  Meade,  MD  20755,  (301)  677-5107.  He  will 
testify  as  to  the  authenticity  of  the  ACIC  logs,  including  classified  information  concerning 
the  administration  of  the  logs  and  the  substance  of  the  logs  as  it  relates  to  the  accused. 

8.  (U)  SPC  Eric  Baker,  Fort  Drum,  NY  13602,  (910)  354-4552.  He  will  testify  about  the 
accused's  activity  in  his  CHU  and  the  accused's  activities  at  2/10. 

9.  (U)  SPC  Kimberly  Bales,  Headquarters  and  Headquarters  Battery  (HHB),  1  st  Battalion, 

17th  Field  Artillery,  Fort  Sill,  OK  73503,  (315)  774-2959.  She  will  testify  about  her 
deployment  with  the  accused  and  the  duties  of  a  35F,  including  classified  information. 

10.  (U)  WOl  Kyle  Balonek,  Headquarters  and  Headquarters  Company  (HHC),  Headquarters 
and  Headquarters  Battalion  (HHBN),  10th  Mountain  Division  (LI),  Fort  Drum,  NY  13602, 
(315)  772-8265.  He  will  testify  about  the  requirements  of  being  a  35F,  the  accused's  duties 
and  work  product,  including  classified  information. 

11.  (U)  CW3  Anthony  Barnett,  US  Army  Intelligence  Center  and  Center  of  Excellence,  Fort 
Huachuca,  A Z  85613,  (520)  538-6428.  He  will  testify  as  to  the  authenticity  of  the  AIT 
documents. 

12.  (U)  Mr.  Joseph  M.  Benthal,  Watertown,  NY  13601,  (315)  405-8856.  He  will  testify  about 
the  requirements  for  access  to  government  systems  at  10th  Mountain  Division. 

13.  (U)  SA  Troy  Bettencourt,  U.S.  Department  of  Treasury,  Washington,  DC  20220,  (571) 
721-8969.  He  will  testify  about  the  IA  training  the  accused  received,  authentication  of 
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multiple  pieces  of  evidence,  and  the  information  that  the  accused  leaked  to  WikiLeaks, 
including  classified  information. 

14.  (U)  SSG  Peter  Bigelow,  US  Army  NATO,  Allied  Forces  Command  South,  Naples,  Italy, 
FPO  AE  09620,  (039)  348-094-0656.  He  will  testify  about  the  accused's  duties  in  the 
supply  room  and  the  accused's  access  to  computer  systems. 

15.  (U)  Mr.  Wyatt  Bora,  Air  Force  Research  Laboratory,  Rome,  NY  13440,  (315)  330-4944. 

He  will  testify  about  the  CIDNE  database,  its  value,  and  how  it  appeared  at  a  particular 
time,  including  classified  information. 

16.  (U)  SA  John  Bowen,  3rd  MP  Group  (CID),  Ft.  Eustis,  VA  23604,  (352)  516-1470.  He  is  a 
chain  of  custody  witness. 

17.  (U)  Mr.  Steve  Buchanan,  Intelink,  Fort  Meade,  MD  20755,  (410)  854-9500.  He  will  testify 
as  to  the  authenticity  of  the  Intelink  logs,  including  classified  information  concerning  the 
administration  of  the  logs  and  the  substance  of  the  logs  as  it  relates  to  the  accused. 


19.  (U)  Mr.  Sean  Chamberlin,  902d  MI  Group,  Fort  Meade,  MD  20755,  (301)  677-3425.  He 
will  testify  about  how  the  ACIC  logs  data,  how  to  read  the  logs,  and  the  content  of  the  logs, 
including  classified  information. 

20.  (U)  A  CPT  Thomas  Cherepko,  NATO  Force  Command,  Madrid,  Spain  28223,  (412)  387- 
3090.  He  will  testify  about  the  2/10  Mountain  share  drive  and  its  contents,  as  well  as  the 
requirements  to  access  it.  For  sentencing,  he  will  also  testify  regarding  the  impact  on  the 
S-6  as  a  result  of  numerous  investigations  into  the  accused’s  misconduct. 


22.  (U)  SA  Charles  Clapper,  Arizona  Branch  Office  -  Computer  Crime  Investigative  Unit,  Fort 
Huachuca,  A Z  85613,  (520)  538-0182.  He  is  a  chain  of  custody  witness. 
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24.  (U)  Dr.  Michael  Collins,  RedJack,  Silver  Spring,  MD  20910,  (301)  335-6352.  He  will 
testify  about  the  Centaur  logs,  including  potential  classified  information  concerning  the 
administration  of  the  logs  and  the  substance  of  the  logs  as  it  relates  to  the  accused. 

25.  (U)  Mr.  Domingo  U.  Conlu,  US  Army  Human  Resources  Command,  Fort  Knox,  KY 
40122,  (502)  613-9990.  He  will  testify  as  to  the  authenticity  of  the  accused's  OMPF. 

26.  (U)  SGT  Lorena  (Cooley)  De frank.  Headquarters  and  Headquarters  Company  (HHC),  2nd 
Brigade  Special  Troops  Battalion  (2  BSTB),  2BCT,  10th  Mountain  Division  (LI),  Fort 
Drum,  NY  13602,  (770)  853-3954.  She  will  testify  about  the  accused's  work  product  and 
the  accused's  activities  within  2/10,  including  classified  information. 

27.  (U)  *  PDAS  Elizabeth  Dibble,  Principal  Deputy  Assistant  Secretary,  Bureau  of  Near 
Eastern  Affairs,  Department  of  State,  Washington  DC  20520,  POC:  Mr.  Jonathan  Davis, 
(202)  647-2227  /  Ms.  Elizabeth  O'Connor,  (202)  647-7246.  She  will  testify  at  sentencing 
about  the  impact  to  Near  Eastern  Affairs,  including  classified  information. 


30.  (U)  Mr.  Jim  Downey,  Defense  Information  Systems  Agency,  Fort  Meade,  MD  20755, 

(571)  205-2052.  He  will  testify  about  Centaur  logs,  including  potentially  classified 
information  concerning  the  administration  of  the  logs  and  the  substance  of  the  logs  as  it 
relates  to  the  accused. 

31.  (U)  SA  Jeremy  Drews,  El  Paso,  TX  79924,  (915)  568-1700.  He  is  a  chain  of  custody 
witness. 

32.  (U)  SA  Antonio  Edwards,  Homeland  Security  Investigations,  National  Security  Unit, 
Atlanta,  GA  30301,  (404)  346-2846.  He  is  a  chain  of  custody  witness. 

33.  (U)  SA  Kirk  Ellis,  Rock  Island  Fraud  Resident  Agency,  Major  Procurement  Fraud  Unit, 
Moline,  IL  61265,  (309)  757-5812.  He  is  a  chain  of  custody  witness. 

34.  (U)  A  PDAS  John  Feeley,  Principal  Deputy  Assistant  Secretary,  Bureau  of  Western 
Hemisphere  Affairs,  Department  of  State,  Washington  DC  20520,  POC:  Mr.  Jonathan 
Davis,  (202)  647-2227  /  Ms.  Elizabeth  O'Connor,  (202)  647-7246.  He  will  testify  about  the 
content  of  the  charged  cables  originating  from  and  sent  to  the  Western  Hemisphere  on  the 


4  (U)  This  witness  was  not  on  the  previous  witness  list. 
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merits  (specifically,  07  Bogota  101;  07  Bogota  5118;  07  Bridgetown  23;  07  Buenos  Aires 
1341;  07  Caracas  2346;  07  Caracas  35;  07  Kingston  25;  07  La  Paz  1949;  07  Lima  2400;  07 
Panama  1 197;  07  Panama  1198;  07  San  Salvador  1375;  07  Santo  Domingo  28;  09  Bogota 
2873;  09  Brasilia  1 1 12;  09  Brasilia  1 1 13;  09  Caracas  1 168;  09  Lima  1309;  09  Mexico 
2658;  09  Santiago  831;  09  Santiago  833;  09  Santiago  835;  09  Santo  Domingo  1017;  09 
Tegucigalpa  891 ;  09  Tegucigalpa  892;  09  Lima  333;  09  State  92655)  and  the  impact  to 
Western  Hemisphere  Affairs  on  sentencing,  including  classified  information. 

35.  (U)  Mr.  Ryan  Fidler,  Nacon  Consulting,  LLC,  Annapolis,  MD  21403,  (410)  295-5070.  He 
will  testify  as  to  the  authenticity  of  the  accused's  LA  training. 

36.  (U)  CPT  Matthew  Freeburg,  Fort  Sill,  OK  73503,  (915)  588-8102.  He  will  testify  about 
the  accused's  activities  while  deployed  {,  as  well  as  his  actions  as  the  company  commander 
in  response  to  the  Accused’s  alleged  misconduct} .  {} 

37.  (U)  A  CPT  Casey  (Martin)  Fulton,  Joint  Multinational  Readiness  Center,  Hohenfels 
Military  Community,  Germany,  APO  AE  09173,  01-74-945-1181.  She  will  testify  about 
the  accused's  training,  duties,  and  work  product,  including  classified  information.  For 
sentencing,  she  will  testify  regarding  the  impact  of  the  accused’s  misconduct  on  the  S-2 
shop. 

38.  (U)  Mr.  James  Fung,  Brookhaven  National  Laboratory,  Upton,  NY  1 1973,  (631)  344-8403. 
He  is  a  chain  of  custody  witness. 

39.  (U)  Ms.  Shelia  Glenn,  Fort  Meade,  MD  20755,  (301)  677-3284.  She  will  testify  about 
unclassified  contents  of  the  ACIC  document  in  Specification  1 5  of  Charge  II. 5  The 
prosecution  does  not  intend  to  elicit  classified  testimony  from  this  witness. 

40.  (U)  Mr.  Mike  Goldman,  Brookhaven  National  Laboratory,  Upton,  NY  1 1973,  (631)  344- 
3324.  He  is  a  chain  of  custody  witness. 

41.  (U)  SA  Toni  Graham,  Hawaii  CID  Office,  Schofield  Barracks,  HI  96857,  (808)  655- 1 776. 
She  will  testify  about  the  law  enforcement  investigation  in  Iraq. 

42.  (U)  Mr.  Jacob  Grant,  US  Central  Command,  MacDill  AFB,  FL  3362 1 ,  (8 1 3)  529-6068.  He 
will  testify  about  the  USCENTCOM  server  logs,  including  potentially  classified 
information. 

43.  (U)  CW3  Hondo  Hack,  Joint  Multinational  Readiness  Center,  Hohenfels  Military 
Community,  Germany,  APO  AE  09173,  DSN:  (314)520-5380.  He  will  testify  about  the 
accused's  work  product,  including  classified  information. 

44.  (U)  Mr.  Bert  Haggett,  HQDA  G-2,  Washington,  DC  20310,  (703)  695-2654.  He  will 
testify  about  information  security.  He  will  testify  as  an  original  classification  authority 
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(OCA)  that  charged  USCENTCOM  information  was  properly  classified,  including 
classified  information. 

45.  (U)  VADM  Robert  Harward,  US  Central  Command,  MacDill  AFB,  FL  3362 1 ,  POC: 
USCENTCOM  OSJA,  (813)  529-0302.  He  will  testify  as  an  original  classification 
authority  (OCA)  that  charged  USCENTCOM  information  was  properly  classified, 
including  classified  information. 

46.  (U)  Mr.  Patrick  Hoeffel,  Intelligent  Software  Solutions,  Inc.,  Colorado  Springs,  CO  80919, 
(719)  452-7371.  He  will  testify  about  the  CIDNE  database  {and  how  it  appeared  at  a 
particular  time},  including  potentially  classified  information. 


48.  (U)  Mr.  Matthew  Hosburgh,  Westminster,  CO  8002 1 ,  (720)  232-6538.  He  will  testify  about 
the  C3  document. 

49.  (U)  LT  (US  Navy)  Thomas  Hoskins,  Booz  Allen  Hamilton,  Colorado  Springs,  CO  80903, 
(559)  308-452 1 .  He  will  testify  about  the  content  of  charged  USCENTCOM  documents 
containing  J-5  information,  including  classified  information. 

50.  (U)  Ms.  Tina  Huffinan,  Watertown,  NY  13601,  (315)  772-7163.  She  will  testify  about  the 
authenticity  of  the  accused's  SCI  Indoctrination  packet. 

51.  (U)  Mr.  George  Huley,  HQDA,  G-3/5/7,  Pentagon,  Washington,  DC  203 10,  (703)  614- 
6558.  He  will  testify  about  OPSEC. 

52.  (U)  Ms.  Susy  Hwang,  Forensic  Examiner,  Federal  Bureau  of  Investigation,  Washington, 

DC  20535,  (202)  278-2000.  She  is  a  chain  of  custody  witness. 

53.  (U)  Ms.  Elisa  K.  (Rubin)  Ivory,  305th  Military  Intelligence  Battalion,  US  Army 
Intelligence  Center  and  Center  of  Excellence,  Fort  Huachuca,  AZ  85613,  (520)  533-6590. 
She  will  testify  concerning  requirements  of  being  a  35F. 

54.  (U)  Mr.  Albert  J.  Janek,  Director,  Office  of  Continuity,  Department  of  State,  Washington 
DC  20520,  Duty  Station:  U.S.  Embassy,  Kabul,  Afghanistan,  POC:  Mr.  Jonathan  Davis, 
(202)  647-2227  /  Ms.  Elizabeth  O’Connor,  (202)  647-7246.  He  will  testify  about  the 
authenticity  and  chain  of  custody  of  the  DoS  server  logs. 

55.  (U)  Dr.  Glen  Johnson,  Deputy  Chief  Information  Officer  for  Operations,  Messaging 
Systems  Office,  Bureau  of  Information  Resource  Management,  Department  of  State, 
Washington  DC  20520,  POC:  Mr.  Jonathan  Davis,  (202)  647-2227  /  Ms.  Elizabeth 
O'Connor,  (202)  647-7246.  He  will  testify  about  NCD,  including  potentially  classified 
information  concerning  how  NCD  originated,  operated,  and  was  maintained. 

56.  (U)  A  Mr.  Mark  Johnson,  Digital  Forensics  and  Research  Branch,  Computer  Crime 
Investigative  Unit,  Quantico,  VA  22134,(571)451-9326.  He  will  testify  about  his 
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forensic  analysis  of  the  accused's  digital  media,  including  classified  information  concerning 
the  contents  of  his  forensic  reports. 

57.  (U)  *  AMB  Patrick  F.  Kennedy,  Under  Secretary  for  Management,  Department  of  State, 
Washington  DC  20520,  POC:  Mr.  Jonathan  Davis,  (202)  647-2227  /  Ms.  Elizabeth 
O'Connor,  (202)  647-7246.  He  will  testify  on  sentencing  about  the  impact  to  the 
Department  of  State,  including  classified  information  concerning  impact  on  foreign 
relations,  foreign  policy,  and  die  management  of  the  Department. 

58.  (U)  SA  Kenneth  King,  Washington  Metro  Resident  Agency,  Computer  Crime  Investigative 
Unit,  Quantico,  VA  22134,  (571)  305-4462.  He  is  a  chain  of  custody  witness. 

59.  (U)  *  Mr.  John  Kirchhofer,  Chief  of  Enterprise  Strategies,  Office  of  Counterintelligence 
(Cl)  Human  Intelligence  (HUMINT)  Enterprise  Management,  Defense  Counterintelligence 
and  Human  Intelligence  Center,  Defense  Intelligence  Agency,  Bolling  AFB,  DC  20032, 
(202)  23 1  -3000.  He  will  testify  at  sentencing  about  the  impact  on  the  Department  of 
Defense,  including  classified  information  concerning  specific  impacts  within  the 
Department  of  Defense,  the  administration  and  operation  of  the  IRTF,  and  contents  of  the 
IRTF  damage  assessment. 

60.  (U)  Mr.  Mark  Kitz,  Office  of  the  Assistant  Secretary  of  the  Army  for  Acquisition, 

Logistics,  and  Technology  (ASA(ALT)),  Aberdeen  Proving  Ground,  MD  21005,  (443) 
861-2593.  He  will  testify  about  the  DCGS-A  system,  including  potentially  classified 
information.6 

61 .  (U)  *  AMB  Michael  Kozak,  Senior  Adviser,  Bureau  of  Democracy,  Rights  and  Labor, 
Department  of  State,  Washington  DC  20520,  POC:  Mr.  Jonathan  Davis,  (202)  647-2227  / 
Ms.  Elizabeth  O'Connor,  (202)  647-7246.  He  will  testify  on  sentencing  about  the  impact 
on  individuals  identified  as  persons  at  risk  by  the  Department  of  State,  including  classified 
information.  This  testimony  will  not  include  PH  of  any  specific  individual 

62.  (U)Mr.  Adrian  Lamo,  Carmichael,  CA  95608,  (916)944-1024.  The  United  States  does  not 
intend  to  elicit  any  classified  information  contained  within  the  digital  chat  log. 


63. 


64.  (U)  CW5  Jon  Larue,  DAMO-AV,  Pentagon,  Washington,  DC  203 1 0,  (703)  693-3574.  He 
will  testify  about  the  content  of  the  Apache  Video. 

65.  (U)  Mr.  Danny  J.  Lewis,  Defense  Intelligence  Agency,  Bolling  AFB,  DC  20032,  (202) 
231-3000.  He  will  testify  about  counterintelligence  and  the  value  of  information,  including 
classified  information  concerning  the  value  of  government  information.  {} 


*  (U)  Mr.  Kitz  is  replacing  Mr.  Vince  McCarron.  HQDA  G-2.  Washington.  DC  20310  and  is  testifying  to  the  same 
subject  matter  as  Mr.  McCarron. 

7  (ID  See  supra  note  3. 
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66.  (U)  A  CPT  Steven  Lim,  HQ,  1st  Anny  Division-East,  Fort  Meade,  MD  20755,  (301)  833- 
8461 .  He  will  testify  about  the  2/10  Mountain  share  drive  and  its  contents,  the  accused's 
training  and  duties,  including  potentially  classified  information.  For  sentencing,  he  will 
testify  regarding  the  impact  of  the  accused’s  misconduct  on  the  S-2  shop. 

67.  (U)  SA  Jennie  Lisciandri,  Joint  Base  McGuire-Dix-Lakehurst,  NJ  08641 ,  (609)  562-2086. 
She  will  testify  about  the  investigation  in  Iraq. 

68.  (U)  Mr.  Michael  Longwell,  Forensic  Examiner,  Federal  Bureau  of  Investigation, 
Washington,  DC  20535,  (202)  278-2000.  He  is  a  chain  of  custody  witness  for  classified 
information  concerning  four  digital  files  extracted  from  digital  media  outlined  at  BATES  #: 
00505250-00505252. 

69.  (U)  Ms.  Sara  (Alicie)  Loving,  Fort  Drum,  NY  13603,  (315)  454-3185.  She  will  testify 
concerning  the  accused's  execution  of  an  SCI  NDA. 


71 .  (U)  SGT  Chad  Madaras,  Headquarters  Headquarters  Company,  2d  Battalion,  14th  Infantry 
Regiment,  2BCT,  10th  Mountain  Division  (LI),  Fort  Drum,  NY  13602,  (315)  404-6275. 

He  will  testify  about  the  35F  training,  2/10  pre-deployment  training,  and  the  use  of  his 
SIPRNET  computers  while  deployed,  including  potentially  classified  information. 

72.  (U)  SFC  (Ret)  Brian  Madrid,  Buckeye,  A Z  85326,  (602)  390- 1285.  He  will  testify  about 
the  accused's  training  at  AIT. 

73.  (U)  Ms.  Tamara  Mairena,  Headquarters,  Computer  Crime  Investigative  Unit,  Quantico,  VA 
22134,  (571)  305-4478.  She  is  a  chain  of  custody  witness. 

74.  (U)  A  SA  Mark  Mander,  Washington  Metro  Resident  Agency,  Computer  Crime 
Investigative  Unit,  Quantico,  VA  22134,(571)305-4463.  He  will  testify  about  Wikileaks 
operations,  the  investigation  of  the  accused,  and  certain  enemies  of  the  United  States  being 
in  possession  of  information,  including  classified  information. 

75.  (U)  SGT  Alejandro  Marin,  333rd  MP  Brigade,  Uniondale,  NY  1 1 553  (currently  deployed 
to  Afghanistan),  DSN:  (318)481-7069.  He  will  testify  about  the  accused's  training  at  AIT. 

76.  (U)  Mr.  Randy  Marks,  Intelink,  Fort  Meade,  MD  20755,  (410)  654-9500 

77.  (U)  SPC  Kyra  Marshall,  Headquarters  and  Headquarters  Company,  57th  Signal  Battalion, 
Ft.  Hood,  TX  76544,  (254)  618-7043.  She  will  testify  concerning  her  use  of  the  supply 
room  computer. 
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79.  (U)  Mr.  Brian  Mcfell,  US  Central  Command,  MacDill  AFB,  FL  33621,  (716)  830-8545. 
He  will  testify  about  the  training  received  at  AIT. 


81.  (U)  Mr.  James  McManus,  Brookhaven  National  Laboratory,  Upton,  NY  1 1 973,  (63 1 )  344- 
4107.  He  is  a  chain  of  custody  witness. 

82.  (U)  Ms.  Felice  McPhaul,  Federal  Bureau  of  Investigation,  Washington,  DC  20535,  (202) 
278-2000.  She  is  a  chain  of  custody  witness. 

83.  (U)  A  COL  David  Miller,  BDE  Modernization  Command,  Ft.  Bliss,  TX  79918,  (915)  569- 
7205.  He  will  testify  about  the  accused's  misconduct  and  the  multiple  administrative 
investigations. 

84.  (U)  Mr.  Jason  Milliman,  TASC,  Inc.,  Charlottesville,  VA  22901 ,  (434)  995-4441 .  He  will 
testify  about  the  accused's  access  to  DCGS-A,  including  potentially  classified  information. 

85.  (U)  DAS  James  Moore,  Deputy  Assistant  Secretary,  Bureau  of  South  and  Central  Asian 
Affairs,  Department  of  State,  Washington,  DC  20520,  POC:  Mr.  Jonathan  Davis,  (202) 
647-2227  /  Ms.  Elizabeth  O’Connor,  (202)  647-7246.  He  will  testify  about  the  content  of 
cables  originating  from  South  and  Central  Asia  on  the  merits  (specifically,  06  Colombo 
1889;  06  Kathmandu  3023;  06  Kathmandu  3024;  07  Ashgabat  1359;  07  Dhaka  24;  07  New 
Delhi  80;  09  New  Delhi  267;  09  State  92641),  including  classified  information. 

86.  (U)  Mr.  Ken  Moser,  US  Central  Command,  MacDill  AFB,  FL  3362 1 ,  (8 1 3)  529-0302. . 

He  will  testify  about  the  information  posted  to  the  USCENTCOM  OSJA  SIPRNET 
website,  including  potentially  classified  information. 

87.  (U)  A  Mr.  Jeffery  Motes,  JTF-GTMO,  Guantanamo  Bay,  Cuba,  01 1-5399-9805.  He  will 
testify  about  the  JTF-GTMO  database  and  the  contents  of  compromised  information, 
including  classified  information.  For  sentencing,  he  will  testify  about  the  impact  resulting 
from  the  compromise  of  the  JTF-GTMO  database. 

88.  (U)  Mr.  Troy  Moul,  US  Army  Intelligence  Center  and  Center  of  Excellence,  Fort 
Huachuca,  A Z  85613,  (520)  538-6767.  He  will  testify  about  instructing  the  accused  at 
AIT. 

89.  (U)  Mr.  Jonathan  Muldoon,  DISA,  Pensacola,  FL  32508,  (850)  452-7797.  He  will  testify 
about  the  authenticity  of  the  Centaur  logs. 
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90.  (U)  Mr.  Gerald  Mundy,  Information  Systems  Security  Officer,  Bureau  of  Intelligence  and 
Research,  Department  of  State,  Washington,  DC  20520,  POC.  Mr.  Jonathan  Davis,  (202) 
647-2227  /  Ms.  Elizabeth  O'Connor,  (202)  647-7246.  He  will  testify  about  the  authenticity 
and  chain  of  custody  of  the  DoS  firewall  logs,  including  potentially  classified  information. 

91 .  (U)  Mr.  Nicholas  Murphy,  Reviewer,  Office  of  Global  Information  Services,  Bureau  of 
Administration,  Department  of  State,  Washington,  DC  20520  (When  Actually  Employed), 
POC:  Mr.  Jonathan  Davis,  (202)  647-2227  /  Ms.  Elizabeth  O'Connor,  (202)  647-7246.  He 
will  testify  as  an  OCA  that  Department  of  State  information  was  properly  classified, 
including  classified  information. 


92. 


93.  (U)  LtCol  (Ret)  Martin  Nehring,  US  Central  Command,  MacDill  AFB,  FL  33621,  (805) 
443-7669.  He  will  testify  about  the  content  of  charged  documents  containing  J3 
information,  including  classified  information. 

94.  (U)  CW4  Ronald  Nixon,  ARCYBER,  Fort  Belvoir,  VA  22060,  (703)  706-2368.  He  will 
testify  about  the  USF-I  GAL. 

95.  (U)  MAJ  Katherine  Ogletree,  National  Intelligence  University,  Bolling  AFB,  DC  20340, 
(443)  640-5754.  She  will  testify  about  the  accused's  activities  at  AIT. 

96.  (U)  SSA  Alexander  Otte,  Federal  Bureau  of  Investigation,  Washington,  DC  20535,  (202) 
278-2000.  He  is  a  chain  of  custody  witness  for  classified  information  concerning  four  files 
extracted  from  digital  media  outlined  at  BATES  #:  00505250-00505252. 

97.  (U)  SGT  Daniel  Padgett,  902d  Military  Intelligence  Group,  Fort  Leavenworth,  KS  66027, 
(209)  681-3608.  He  will  testify  about  the  accused's  training  and  duties  and  his  interactions 
with  the  accused  while  deployed  including  potentially  classified  information. 

98.  (U)  AMB  David  Pearce,  Deputy  Assistant  Secretary  and  Senior  Deputy  Special 
Representative  for  Afghanistan  and  Pakistan,  Bureau  of  South  and  Central  Asian  Affairs, 
Department  of  State,  Washington,  DC  20520,  PCX’:  Mr.  Jonathan  Davis,  (202)  647-2227  / 
Ms.  Elizabeth  O'Connor,  (202)  647-7246.  He  will  testify  about  the  content  of  cables 
originating  from  Afghanistan  and  Pakistan  on  the  merits  (specifically,  06  Kabul  5420;  06 
Kabul  5421;  06  Kabul  5435;  99  Islamabad  495),  including  classified  information. 


99. 
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100.  (U)  PDAS  H.  Dean  Pittman,  Principal  Deputy  Assistant  Secretary,  Bureau  of  International 
Organization  Affairs,  Department  of  State,  Washington,  DC  20520,  POC:  Mr.  Jonathan 
Davis,  (202)  647-2227  /  Ms.  Elizabeth  O’Connor,  (202)  647-7246.  He  will  testify  about  the 
content  of  cables  originating  from  International  Organizations  on  the  merits  (specifically  07 
USUN  New  York  573;  07  USUN  New  York  575;  07  USUN  New  York  578),  including 
classified  information. 

101.  (U)  SSG  Adam  Price,  Headquarters  and  Headquarters  Company,  2BCT,  10th  Mountain 
Division  (LI),  Fort  Drum,  NY  13602,  (315)  774-2322.  He  will  testify  about  access  to 
computer  systems  within  the  brigade. 

102.  (U)  Ms.  Wanda  Primrose,  Federal  Bureau  of  Investigation,  Washington,  DC  20535,  (202) 
278-2000.  She  is  a  chain  of  custody  witness. 

103.  (U)  Mr.  Jeffrey  Ralston,  Federal  Bureau  of  Investigation,  Washington,  DC  20535,  (202) 
278-2000.  He  is  a  chain  of  custody  witness. 

104.  (U)  SA  Calder  Robertson,  Europe  Branch  Office  -  Computer  Crime  Investigative  Unit, 
Funari  Barracks,  APO  AE  09008,  DSN:  (314)380-5355.  He  will  testify  about  his  forensic 
analysis  of  the  accused's  digital  media,  including  classified  information. 

105.  (U)  Ms.  Theresa  Robinson,  Chambersburg,  PA  17201,  (717)  267-5696.  She  will  testify  as 
to  the  authenticity  of  the  DoD  IA  awareness  training. 

106.  (U)  A  SA  Ronald  Rock,  Assistant  Regional  Security  Officer,  Diplomatic  Security  Service, 
Department  of  State,  Washington,  DC  20520,  Duty  Station:  Consulate,  Mazar-e-Sharif, 
Afghanistan,  POC:  Mr.  Jonathan  Davis,  (202)  647-2227  /  Ms.  Elizabeth  O'Connor,  (202) 
647-7246.  He  will  testify  about  the  chain  of  custody  of  the  DoS  firewall  and  server  logs, 
including  potentially  classified  information.  For  sentencing,  he  will  discuss  the  impact  of 
the  compromise  on  the  US  Embassy  at  Reykjavik,  including  classified  information. 


108.  (U)  Mr.  Kim  Rosecrans,  Forensic  Examiner,  Federal  Bureau  of  Investigation,  Washington, 
DC  20535,  (202)  278-2000.  He  is  a  chain  of  custody  witness  for  classified  information 
concerning  four  files  extracted  from  digital  media  outlined  at  BATES  #:  00505250- 
00505252. 

109.  (U)  CW4  Armond  Rouillard,  G33,  US  Army  Network  Enterprise  Technology  Command, 
Ft.  Belvoir,  VA  22060,  (703)  706-2082.  He  will  testify  about  {the  SIPRNET,  what 


(U)  Mr.  Pearson  was  not  on  die  previous  witness  list. 
(U)  See  supra  note  3. 
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software  was  authorized  on  the  SIPRNET,  the  USF-I  GAL,  and}  the  value  of  information 
stolen  from  the  USF-I  GAL,  including  potentially  classified  information. 

1 10.  (U)  SGT  David  Sadtler,  709th  MI  BN,  Harrogate,  UK,  APO  AE  09468,  DSN:  3 14-262- 
7467.  He  will  testify  about  his  interactions  with  the  accused  at  2/10  Mountain  and  the 
accused's  activities  during  their  deployment,  including  potentially  classified  material. 

111.  (U)  Mr.  Doug  Schasteen,  Wilco  Technologies,  Inc.,  Kansas  City,  MO  64106,  (816)  842- 
6262  ext  158.  He  will  testify  about  the  authenticity  of  the  accused's  annual  Information 
Awareness  training. 

112.  (U)  Ms.  Jacqueline  Scott,  US  Central  Command,  MacDill  AFB,  FL  33621,  (813)  529- 
6670.  She  will  testify  about  the  response  to  the  FOIA  request  for  the  Apache  video, 
including  potentially  classified  material. 

1 13.  (U)  AMB  Stephen  Seche,  Deputy  Assistant  Secretary,  Bureau  of  Near  Eastern  Affairs, 
Department  of  State,  Washington,  DC  20520,  POC:  Mr.  Jonathan  Davis,  (202)  647-2227  / 
Ms.  Elizabeth  O'Connor,  (202)  647-7246.  He  will  testify  about  the  content  of  cables 
originating  from  the  Near  East  on  the  merits  (specifically,  05  Algiers  1836;  06  Algiers 
1961;  06  Baghdad  2646;  06  Baghdad  4205;  06  Beirut  3603;  06  Beirut  3604;  06  Beirut 
3703;  06  Kuwait  4430;  06  Kuwait  4438;  06  Riyadh  881 1;  06  Tripoli  645;  06  Tripoli  648; 
07  Baghdad  35;  07  Baghdad  36;  07  Baghdad  37;  07  Baghdad  42;  07  Baghdad  53;  07 
Baghdad  56;  07  Baghdad  63;  07  Baghdad  64;  07  Baghdad  70;  07  Basrah  3;  07  Beirut  1958; 
07  Riyadh  21;  07  Riyadh  22;  07  Riyadh  23;  07  Tunis  47;  08  Amman  535;  08  Cairo  569;  09 
Baghdad  2390;  09  Riyadh  1156;  10  Rabat  294),  including  classified  information. 

114.  (U)  A  SA  David  Shaver,  U.S.  Department  of  Treasury,  Washington,  DC  20220,  (202)  927- 
9638.  He  will  testify  about  his  forensic  analysis  of  the  accused’s  digital  media  and 
information  posted  to  WikiLeaks,  including  classified  information,  concerning  the  contents 
of  his  forensic  reports. 

115.  (U)  A  Ms.  Jihrleah  Showman,  Hamilton,  GA  31811,  (918)  935-4185.  She  will  testify  about 
die  training  the  accused  received  before  deployment,  the  accused's  statements  and  activities 
before  deployment,  their  duties  during  deployment  and  the  accused's  activities  during 
deployment,  including  potentially  classified  information.  For  sentencing,  she  will  testify 
about  the  impact  of  the  accused’s  misconduct 

1 16.  (U)  Ms.  Kimberly  Shupp,  Forensic  Examiner,  Federal  Bureau  of  Investigation, 

Washington,  DC  20535,  (202)  278-2000.  She  is  a  chain  of  custody  witness  for  classified 
information  concerning  four  files  extracted  from  digital  media  outlined  at  BATES  #: 
00505250-00505252. 

1 17.  (U)  SA  Thomas  Smith,  US  Army  CID  Command,  Fort  Gordon,  GA  30905,  (706)  791- 
2020.  He  will  testify  about  the  investigation  in  Iraq. 

118.  (U)  SA  Mitchell  Song,  Federal  Bureau  of  Investigation,  Washington,  DC  20535,  (202) 
278-2000.  He  is  a  chain  of  custody  witness. 
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1 19.  (U)  CPT  Loren  Stark,  3rd  Stryker  Brigade,  2nd  Infantry  Division  (3/2  SBCT),  Fort  Lewis, 
WA  98433,  (253)  967-8530.  He  will  testify  that  she  was  the  2-10  security  manager  and 
witnessed  the  accused  sign  NDAs  and  acknowledgement  of  SCI  briefings. 

120.  (U)  Mr.  Ralph  Steinway,  HQDA,  G-l  (DAPE-MPT),  Pentagon,  Washington,  DC  20310, 
(703)  695-5914.  He  will  testify  to  the  authenticity  of  the  accused's  ATTRS  logs. 

121.  (U)  SA  George  Street,  Chief,  Operations  Support  Division  G2X,  902d  MI  Monterey  Field 
Office,  Monterey,  CA,  (703)  706-2905.  He  is  a  chain  of  custody  witness. 

122. 


123.  (U)  *  Ms.  Susan  Swart,  former  Chief  Information  Officer,  Bureau  of  Information  Resource 
Management,  Department  of  State,  Washington,  DC  20520,  POC:  Mr.  Jonathan  Davis, 
(202)  647-2227  /  Ms.  Elizabeth  O'Connor,  (202)  647-7246.  She  will  testify  at  sentencing 
about  the  impact  to  information  systems  at  the  Department  of  State,  including  potentially 
classified  information. 

124.  (U)  Mr.  Jeffery  Szczepanski,  Forensic  Examiner,  Federal  Bureau  of  Investigation, 
Washington,  DC  20535,  (202)  278-2000.  He  is  a  chain  of  custody  witness  for  classified 
information  concerning  four  files  extracted  from  digital  media  outlined  at  BATES  #: 
00505250-00505252. 

125.  (U)  Ms.  Tasha  Thian,  Agency  Records  Officer,  Office  of  Global  Information  Services, 
Bureau  of  Administration,  Department  of  State,  Washington,  DC  20520,  POC:  Mr. 
Jonathan  Davis,  (202)  647-2227  /  Ms.  Elizabeth  O'Connor,  (202)  647-7246.  She  will 
testify  to  the  authenticity  of  all  charged  Department  of  State  cables,  including  potentially 
classified  information. 

126.  (U)  SSG  Robert  Thomas,  HI,  Headquarters  and  Headquarters  Troop  Support  Squadron,  3d 
ACR,  Fort  Hood,  TX,  (254)  833-1705.  He  will  testify  about  the  training  received  at  ATT. 

127.  (U)  Mr.  Louis  Travieso,  US  Central  Command,  MacDill  AFB,  FL  33621,  (813)  827-1 163. 
He  will  testify  about  the  content  of  the  charged  document(s)  containing  J-2  information, 
including  classified  information. 

128.  (U)  Ms.  Debra  VanAlstyne,  Potomac,  MD  20854,  (301)  738-7816.  She  is  an 
authentication  witness. 10 

129.  (U)  Mr.  Charles  Vankleek,  US  Central  Command,  MacDill  AFB,  FL  33621,  (813)  529- 
6771 .  He  will  testify  about  the  USCENTCOM  Sharepoint  Server  logs,  including 
potentially  classified  information 


(U)  Ms.  VanAlstyne  was  not  on  the  previous  witness  list. 
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130.  (U)  SFC  Garrith  Walker,  U.S.  Army  Military  Police  School,  Fort  Leonard  Wood,  MO 
65473,  (573)  563-7625.  He  is  a  chain  of  custody  witness. 

131 .  (U)  Mr.  Greg  Weaver,  Compliance  Branch  Chief,  US  Army  Cyber  Command,  Ft.  Belvoir, 
VA  22060,  (703)  806-4691.  He  will  testify  about  information  assurance. 

132.  (U)  Ms.  Florinda  White,  CERDEC  Software  Engineering  Directorate,  Aberdeen  Proving 
Ground,  MD  21005,  (443)  867-3783.  She  will  testify  to  the  authenticity  of  DCGS-A 
documentation!,  as  well  as  what  is  authorized  on  DCGS-A}. 

133.  (U)  SA  John  Wilbur,  Department  of  Treasury,  Washington,  DC  20220,(202)622-8952. 

He  is  a  chain  of  custody  witness. 

134.  (U)  A  SA  Alfred  Williamson,  Digital  Forensics  and  Research  Branch,  Computer  Crime 
Investigative  Unit,  Quantico,  VA  22134,  (571)  305-4488.  He  will  testify  about  his  forensic 
analysis  of  the  accused's  digital  media. 

135.  (U)  Mr.  Charlie  Wisecarver,  Bureau  of  Information  Resource  Management,  Department  of 
State,  Washington,  DC  20520  (When  Actually  Employed),  POC.  Mr.  Jonathan  Davis, 
(202)  647-2227  /  Ms.  Elizabeth  O'Connor,  (202)  647-7246.  He  will  testify  about  the  NCD 
system,  including  potentially  classified  information  concerning  how  NCD  originated, 
operated,  and  was  maintained. 

136.  (U)  Mr.  Alex  Withers,  Brookhaven  National  Laboratory,  Upton,  NY  1 1973,  (63 1)  344- 
7723.  He  is  a  chain  of  custody  witness. 

137.  (U)  RADL  David  Woods,  Commander,  Strike  Force  Training  Pacific,  San  Diego,  CA 
96601,  POC:  LCDR  Todd  Kline,  (619)  545-4436.  He  will  testify  as  an  OCA  that  JTF- 
GTMO  information  was  properly  classified,  including  classified  information. 

138.  (U)  AMB  Don  Yamamoto,  Principal  Deputy  Assistant  Secretary,  Bureau  of  African 
Affairs,  Department  of  State,  Washington,  DC  20520,  POC:  Mr.  Jonathan  Davis,  (202) 
647-2227  /  Ms.  Elizabeth  O’Connor,  (202)  647-7246.  He  will  testify  about  the  content  of 
cables  originating  from  Africa  on  the  merits  (specifically,  07  Addis  Ababa  2197;  07  Lagos 
719;  08  Dar  Es  Salaam  206;  08  Khartoum  246;  08  Khartoum  428;  09  Addis  Ababa  1063; 

09  Bamako  85;  10  Pretoria  636),  including  classified  information. 

139.  (U)  Mr.  Garon  Young,  Headquarters,  Computer  Crime  Investigative  Unit,  Quantico,  VA 
22134,  (571)  305-4485.  He  is  a  chain  of  custody  witness. 

140.  (U)  AMB  Marie  Yovanovitch,  Principal  Deputy  Assistant  Secretary,  Bureau  of  European 
Affairs,  Department  of  State,  Washington,  DC  20520,  POC:  Mr.  Jonathan  Davis,  (202) 
647-2227  /  Ms.  Elizabeth  O'Connor,  (202)  647-7246.  She  will  testify  about  the  content  of 
cables  originating  from  or  sent  to  Europe  or  Eurasia  on  the  merits  (specifically,  10 
Reykjavik  13;  06  Belgrade  1681;  06  Madrid  2955;  06  Madrid  2956;  06  Pristina  947;  06 
Pristina  948;  07  Ankara  23;  07  Ankara  2468;  07  Bratislava  665;  07  Minsk  1024;  07 
Moscow  5824;  07  Moscow  5825;  07  Paris  4722;  07  Paris  4723;  07  Reykjavik  203;  07 
Vilnius  13;  09  Paris  217;  09  Prague  88;  09  Pristina  58;  09  State  92632;  09  State  92657;  09 
Brussels  382;  09  Geneva  347),  including  classified  information. 


14 


* 


141.  (U)  PDAS  Joseph  Yun,  Principal  Deputy  Assistant  Secretary,  Bureau  of  East  Asian  Affairs, 
Department  of  State,  Washington,  DC  20520,  POC:  Mr.  Jonathan  Davis,  (202)  647-2227  / 
Ms.  Elizabeth  O'Connor,  (202)  647-7246.  He  will  testify  about  the  content  of  cables 
originating  from  East  Asia  and  the  Pacific  on  the  merits  (specifically,  06  Seoul  3882;  06 
Seoul  3885;  06  Suva  489;  06  Taipei  3830;  07  Bangkok  1 1 1 ;  07  Beijing  152;  07  Kuala 
Lumpur  40;  07  Rangoon  22;  07  Suva  18;  07  Vientiane  12;  10  Tokyo  627),  including 
classified  information. 


(U)  The  prosecution  acknowledges  an  ongoing  obligation  to  provide  the  defense  prompt 
notice  of  any  other  potential  witnesses  that  come  to  its  attention  and  will  adhere  to  the  local 
rules.  The  prosecution  will  communicate  its  final  witness  list  according  to  Rule  2.1.8  of  the 
Rules  of  Practice  before  Army  Courts-Martial  (2012)  and  the  Court's  order. 

(U)  If  the  defense  intends  to  produce  a  witness  who  is  listed  above,  the  defense  must 
provide  a  separate,  appropriate  request  for  that  witness  in  accordance  with  Rule  for  Courts- 
Martial  (RCM)  703  and  the  standard  articulated  in  United  States  v.  Rockwood.  52  M  J.  98, 105 
(1999)  that  a  witness  request  include  a  “synopsis  of  expected  testimony,”  not  merely  a  list  of 
topics  to  be  covered.  If  necessary  for  a  particular  witness  employed  by  the  United  States 
Government,  the  defense  shall  also  comply  with  5  U.S.C.  §  301  and  Touhv  v.  Ragen.  340  U.S. 
462(1951). 


MAJ,  JA 
Trial  Counsel 


(U)  I  certify  that  I  served  or  caused  to  be  served  a  true  copy  of  the  above  on  Mr.  Cassius 
Hall,  Defense  Security  Expert,  as  requested  by  Mr.  David  Coombs,  Civilian  Defense  Counsel, 
via  SIPRNET,  on  3 1  January  2013. 


ASHDEN  FEIN 
MAJ,  JA 
Trial  Counsel 
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Obama  meets  with  participants  in  raid  that 
killed  bin  Laden 


Video:  President  Obama  traveled  Friday  to  Fort  Campbell  in  Kentucky  to  thank  troops  stationed  there.  He  said  that 
because  of  incredible  their  skill  and  courage,  Osama  bin  Laden  “will  never  threaten  America  again.”  (May  6) 


By  Perry  Bacon  Jr, 

FORT  CAMPBELL,  Ky.  —  President  Obama  met  Friday  with  some  of  the  Navy  SEALs  who 
raided  Osama  bin  Laden’s  compound  and  killed  him,  part  of  a  day  of  events  marking  bin 
Laden’s  death  that  was  far  more  celebratory  than  was  Obama’s  solemn  appearance  a  day 
earlier  at  ground  Zero  ip  Ngw  York- 

In  private  meetings  at  this  Army  installation,  Obama  and  Vice  President  Biden 
congratulated  members  of  the  elite  Navy  SEAL  Team  6  and  units  that  supported  their 
mission,  presenting  them  with  the  Presidential  Unit  Citation,  the  highest  award  for  a 
military  unit,  a  senior  White  House  official  said. 
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Video 


Obama  was  given  a  briefing  on  the  bin 
Laden  operation  that  included  photos  and  a 
scale  model  of  the  compound,  the  official 
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Seal  Team  6,  me  team  of  Navy  SEALS  who  tailed 
Osama  bin  Laden,  are  known  at  me  Pentagon  as  a  tier 
one  force  —  reserved  for  high  priority  targets.  (May  6) 


Gallery 


bin  Laden.  Here’s  a  look  at  what  military 
dogs  do. 


More  On  This  Story 


Afterward,  Obama  publicly  praised  both  the 
troops  who  killed  bin  Laden  and  those  who 
serve  throughout  Afghanistan,  including 
brigades  from  the  Army’s  101st  Airborne 
Division,  which  is  based  at  Fort  Campbell. 
The  more  than  2,000  soldiers  who  heard  the 
president  in  a  hangar  shouted  and  cheered 
throughout  his  speech,  a  marked  break  from 
the  more  formal  appearances  the  president 
has  made  since  bin  Laden’s  death. 

“I  came  here  for  a  simple  reason:  to  say 
thank  you  on  behalf  of  all  America.  This  has 
been  a  historic  week  in  the  life  of  our  nation. 
Thanks  to  the  incredible  skill  and  courage  of 
countless  individuals,  intelligence,  military, 
over  many  years,  the  terrorist  leader  who 
struck  our  nation  on  9/11  will  never  threaten 
America  again,”  Obama  said  to  loud 
applause. 
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The  president  said  his  meeting  with  Special 
Operations  forces  “was  a  chance  for  me  to 
say  on  behalf  of  all  Americans  and  people 
around  the  globe,  job  well  done,  job  well 
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his  granddaughters  what  he  was  going  to  do 
going  out  to  see  the  whales.” 


the  greatest  intelligence  and  military 
operations  in  our  nation’s  history,”  he  said. 

The  identities  of  the  men  who  killed  bin 
Laden  are  likely  to  remain  secret.  White 
House  officials  released  few  details  of 
Friday’s  meetings  and  would  not  formally 
confirm  whether  Obama  met  members  of 
SEAL  Team  6,  whose  existence  is  classified. 

But  the  always-candid  Biden  gave  a  strong 
hint.  Beaming  as  he  introduced  Obama  at 
the  hangar,  the  vice  president  told  the 
troops  that  he  had  tried  to  explain  to  one  of 
n  Kentucky,  and  she  had  replied,  “My  pop’s 
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Joining  Biden  and  Obama  in  the  private  meetings  were  Adm.  Eric  T.  Olson,  the  commander 
of  U.S.  Special  Operations,  and  Vice  Adm.  William  H.  McRaven.  the  head  of  Joint  Special 
Operations  Command  and  the  man  who  directed  the  SEALs’  mission:  Nearly  80  U.S. 
commandos  were  involved  in  the  top-secret  mission,  including  about  two  dozen  who  entered 
bin  Laden’s  compound  in  Abbottabad,  Pakistan. 


The  president  also  met  with  members  of  the  160th  Special  Operations  Aviation  Regiment, 
which  provided  the  helicopters  that  took  the  members  of  Team  6  to  bin  Laden’s  compound. 


A  dog  that  took  part  in  the  raid  also  was  present,  aides  said. 


Obama  used  his  appearance  to  speak  broadly  about  the  war  in  Afghanistan,  where  he  has 
pledged  to  start  reducing  troops  by  July.  About  1,000  soldiers  from  Fort  Campbell  returned 
this  week  from  deployments,  but  more  than  7,000  remain  in  Afghanistan,  a  base  spokesman 
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“Our  strategy  is  working,  and  there  is  no  greater  evidence  of  that  than  justice  finally  being 
delivered  to  Osama  bin  Laden,”  Obama  said. 

Some  lawmakers  in  both  parties  disagree  with  that  assessment  and  have  called  for 
withdrawing  forces  more  quickly  than  Obama  supports. 

Sgt.  Marcus  Miller,  who  recently  returned  from  Afghanistan  and  heard  Obama’s  speech, 
said,  “Everybody  had  a  sense  of  accomplishment”  following  news  of  bin  Laden’s  death. 

But  Spec.  Miranda  Dillon  said,  “I’m  glad  bin  Laden  is  gone,  but  there  are  still  how  many 
people  standing  behind  him.” 

Staff  writers  William  Branigin  and  Anne  E.  Komblut  in  Washington  contributed  to  this 
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Robert  Gates:  SEAL  Team  Members  Are  Worried 
About  The  Safety  Of  Their  Families 

DOIXl  MATACONIS  -  SATURDAY,  MAY  14, 2011  •  11  COMMENTS  Uke  < 


The  outgoing  Secretary  of  Defense  made  a  somewhat  startling  admission  the  other  day 
regarding  the  leaks  that  have  come  out  regarding  the  raid  that  killed  Osama 
bin  Ladeni 


The  Department  of  Defense  is  looking  into  ways  to  *pump  up  the  security  for 
the  team  of  Navy  SEALs  who  helped  kill  Osama  bin  Laden  after  the 
commandos  expressed  concern  for  their  safety  and  the  safety  of  their  families, 
Defense  Secretary  Robert  Gates  said  Thursday. 


Buy  a  Blogadl 

crucial' 


Gates  made  the  comment  in  response  to  a  question  at  a  town  hall  meeting  at 
Camp  Lejeune,  North  Carolina.  A  Marine  asked  what  measures  were  being 
taken  to  protect  “the  identities  and  the  lives’  of  the  SEALs  involved  in  the 
takedown  of  bin  Laden  in  Pakistan  a  week  ago,  as  well  as  other  troops 
deployed  in  the  region,  from  the  threat  of  retaliation. 


■We  are  very  concerned  about  the  security  of  our  families -of  your  families  e  No 

and  our  troops,  and  also  these  elite  units  that  are  engaged  in  things  like  that.  ^  N0I  ,ure 

And  without  getting  into  any  details ...  I  would  tell  you  that  when  l  met 
with  the  team  last  Thursday,  they  expressed  a  concern  about  that,  I  SUXtrt  | 


families. 
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SEAL  Team  Six:  Is  their  safety  being 
compromised? 

Members  of  SEAL  Teem  Six,  the  Navy  squad  that  killed  Osama  bin  Laden,  are  concerned  that  leaks 
about  the  raid  will  compromise  their  anonymity  and  threaten  the  safety  of  their  families.  Defense 
Secretary  Gates  said  Thursday. 

By  Aaron  Couch,  Contributor  I  May  13,  201 1 


Members  of  the  Navy  SEAL  team  whose  daring  mission  ended  the  life  of  Al  Qaeda 
leader  Osama  bin  Laden  are  concerned  for  the  safety  of  their  families.  As  details  of  the 
raid  continue  to  leak  out,  the  US  military  is  exploring  ways  to  “pump  up  the  security"  for 
SEAL  Team  Six,  Defense  Secretary  Robert  Gates  said  Thursday. 

"There  is  an  awareness  that  the  threat  of 
retaliation  is  increased  because  of  the  action 
against  bin  Laden,"  Mr.  Gates  said  during  a 
town  hall  meeting  at  Camp  Lejeune,  a  Marine 
Corps  base  in  North  Carolina. 

When  Gates  met  with  SEAL  Team  Six  last 
week,  he  said,  team  members  expressed 
concern  for  their  continued  anonymity  and  their 
safety,  “particularly  with  respect  to  their 
families." 

Before  the  May  1  strike,  only  a  few  key  players 
knew  of  it  President  Obama  said  on  "60 
Minutes"  that  most  White  House  staffers,  and 
even  his  wife,  were  kept  in  the  dark.  Gates  said 
he  and  the  other  officials  who  gathered  in  the 
White  House  situation  room  to  watch  the  raid 
agreed  they  would  “not  release  any  operational 
details"  about  the  hunt  for  bin  Laden. 

"That  all  fell  apart  on  Monday,  the  next  day," 

said  Gates  on  Thursday. 

Indeed,  more  information  about  the  raid  continues  to  come  out.  CBS  reported  Thursday 
that  helmet  cameras  on  all  25  of  the  SEALs  recorded  the  entire  raid,  and  that  those 
images  are  being  analyzed  to  give  officials  a  clearer  picture  of  what  happened  during 
the  40  minutes  the  strike  force  was  in  the  bin  Laden  compound. 


http://www.csmonitor.com/USA/Military/20 1 1/05 1 3/SEAL-Team-Six-Is-their-safety-bein. 
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Additional  details  confirmed  Thursday  include  that  SEALs  were  fired  upon  by  just  one 
person,  a  courier  who  fired  shots  from  the  compound's  guesthouse,  and  that  the 
SEALS'  first  sighting  of  bin  Laden  was  on  the  third-floor  landing  on  the  main  house.  A 
SEAL  fired  at  and  missed  bin  Laden  as  the  Al  Qaeda  leader  retreated  from  the  landing 
to  his  bedroom.  It  also  has  been  confirmed  that  no  one  in  the  main  house  was  armed, 
though  weapons  were  close  by. 

The  video  also  showed  that  the  first  SEAL  to  enter  bin  Laden’s  bedroom  grabbed  two  of 
bin  Laden's  daughters  and  pulled  them  aside.  A  second  SEAL  entered  and  pushed  one 
of  bin  Laden’s  wives  aside  after  she  moved  toward  him,  and  then  shot  bin  Laden  in  the 
chest.  A  third  SEAL  entered  and  shot  bin  Laden  in  the  head. 


Though  new  details  about  the  operation  have  been  revealed,  "there  has  been  a 
consistent  and  effective  effort"  to  keep  SEAL  Team  Six  identities  secret,  Gates  said.  "I 
think  that  has  to  continue,"  he  said. 
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Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


Government  Motion  for 
in  camera  Proceeding 
Under  MRE  505(i)(2) 


31  January  2013 


RELIEF  SOUGHT 


(U)  COMES  NOW  the  United  Stales  of  America,  by  and  through  undersigned  counsel,  and 
respectfully  requests  this  Court  hold  an  in  camera  proceeding  pursuant  to  Military  Rule  of 
Evidence  (MRE)  505  to  address  the  Government’s  motion  for  the  application  of  certain  measures 
to  ensure  the  safety  of  a  Government  witness  and  to  protect  against  the  unauthorized  disclosure 
of  classified  information.  Specifically,  the  Government  requests  that  the  Court  enter  an  order: 

(1)  permitting  a  witness  to  testify  under  a  pseudonym  in  civilian  clothing  and  light  disguise;  (2) 
limiting  discovery  and  cross-examination  regarding  information  that  could  reveal  the  true 
identity  of  the  witness;  and  (3)  limiting  discovery  and  cross-examination  by  precluding  defense 
from  questioning  the  witness  regarding  certain  irrelevant  and  highly  classified  information, 
including:  his  training  for  a  specific  classified  mission,  preparation  for  the  mission,  or  details  of 
the  mission’s  execution  outside  the  scope  of  direct  examination.  Additionally,  the  United  States 
requests  the  Court  permit  the  witness  to  testify  at  a  secure  off-site  location  in  the  Military  District 
of  Washington,  rather  than  the  Fort  Meade  courthouse,  for  both  national  security  reasons  and  to 
ensure  the  safety  of  the  witness.  In  furtherance  of  this  motion,  the  Secretary  of  Defense  claimed 
the  classified  information  privilege  over  information  related  to  the  identity  of  the  witness,  and 
the  Acting  Director  of  the  Central  Intelligence  Agency  (CIA)  claimed  the  classified  information 
privilege  over  information  related  to  the  still  classified  details  of  the  UBL  raid. 


BURDEN  OF  PERSUASION  AND  BURDEN  OF  PROOF 


(U)  As  the  moving  party,  the  United  States  has  the  burden  of  persuasion  on  any  factual 
issue  the  resolution  of  which  is  necessary  to  decide  the  motion.  Rule  for  Courts-Martial  (RCM) 
905(cX2).  The  burden  of  proof  is  by  a  preponderance  of  the  evidence.  RCM  905(cXl)- 

(U)  To  obtain  an  in  camera  proceeding  under  MRE  505(i),  the  United  States  must  show 
good  cause  or  claim  of  privilege  under  MRE  505(c),  and  must  submit  an  affidavit  demonstrating 
that  disclosure  of  the  information  reasonably  could  be  expected  to  cause  damage  to  the  national 
security  in  the  degree  required  to  warrant  classification  under  the  applicable  executive  order, 
statute,  or  regulation.  MRE  505(iX2)-(3). 
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(U)  On  2  May  2011,  Usama  bin  Laden  (UBL)  was  killed  during  a  raid  on  his  compound, 
located  in  Abbottabad,  Pakistan.  The  raid  was  carried  out  by  United  States  government  officials. 

(U)  On  8  November  2012,  this  Court  granted  the  Government’s  request  to  redact  and  delete 
information  from  evidence  the  Government  made  available  to  the  defense,  pursuant  to  MRE 
505(gX2).  The  Court  found  that  the  redacted  and  deleted  information  was  not  relevant  to  this 
case,  that  disclosure  of  the  redacted  and  deleted  information  risked  exposing  intelligence 
activities,  sources,  and  methods,  and  that  disclosure  of  the  redacted  and  deleted  information 
could  reasonably  cause  damage  to  the  national  security  of  the  United  States.  See  AE  386. 

(U)  On  21  November  2012,  the  United  States  government  declassified  the  following 
information  for  use  in  this  case: 

During  the  raid  on  Usama  bin  Laden’s  compound  in  Abbottabad,  Pakistan,  United 
States  government  officials  collected  several  items  of  digital  media.  From  the 
items  of  digital  media,  the  following  items  relevant  to  this  case  were  obtained:  (1) 
a  letter  from  UBL  to  a  member  of  al-Qaeda  requesting  the  member  gather 
Department  of  Defense  material  posted  to  WikiLeaks;  (2)  a  letter  from  the  same 
member  of  al-Qaeda  to  UBL,  attached  to  which  were  all  the  Afghanistan 
significant  activity  reports  as  posted  by  WikiLeaks;  and  (3)  Department  of  State 
information. 

See  AE  422. 

(U)  The  witness  (hereinafter  “the  DoD  Operator”)  that  the  United  States  seeks  to  protect 
through  this  motion  is  one  of  the  “United  States  government  officials”  described  above.  At  trial, 
the  prosecution  intends  to  present  evidence  that  the  DoD  Operator  collected  three  pieces  of 
digital  media  during  the  raid  (hereinafter  “digital  media”)  relevant  to  the  misconduct  that  forms 
the  basis  of  the  Specification  of  Charge  I  and  Specification  1  of  Charge  II,  and  presentencing 
proceedings.  After  the  UBL  raid,  the  DoD  Operator  transferred  custody  of  the  digital  media  to 
an  agent  of  the  Federal  Bureau  of  Investigation  (FBI),  who  will  also  testify  at  trial  as  the  next 
link  in  the  chain  of  custody.  The  United  States  is  offering  the  DoD  Operator’s  testimony  for 
the  sole  purpose  of  authentication  as  the  first  link  in  the  chain  of  custody  of  the  digital 
media. 
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(U)  Terrorist  organizations  and  affiliated  individuals  seek  out  the  true  identity  of  DoD 
operators  and  their  families  in  order  to  target  the  personnel  who  participated  in  the  raid  on  the 
UBL  compound.  See  Enclosures  2  [unclassified  reports]  and  3  [classified  report  provided  ex 
parte]. 

(U)  The  United  States  presented  its  case-in-chief  to  the  defense  on  8  November  2011  and 
18  November  2011,  which  included  notifying  the  accused  and  defense  of  the  digital  media  and 
the  Government’s  intent  to  use  the  digital  media  at  trial. 

(U)  On  31  January  2013,  the  Secretary  of  Defense  claimed  the  classified  information 
privilege  over  information  related  to  the  identity  of  the  DoD  Operator  and  authorized  the  trial 
counsel  to  claim  the  privilege  on  his  behalf.  See  Enclosure  4.  This  claim  was  based  on  a  review 
of  a  classified  declaration  and  a  classified  Original  Classification  Authority  (OCA)  determination 
that  the  information  in  the  declaration  is  properly  classified.  See  Enclosure  1  [classified 
declaration  provided  ex  parte ]  and  Enclosure  5  [classified  OCA  endorsement  provided  ex  parte]. 
This  claim  was  also  based  on  an  endorsement  by  the  Commander,  U.S.  Special  Operations 
Command,  who  is  also  an  OCA.  See  Enclosure  6  [unclassified  OCA  endorsement]. 

(U)  On  31  January  2013,  the  Acting  Director,  Central  Intelligence  Agency  claimed  the 
classified  information  privilege,  over  information  related  to  the  still  classified  details  of  the  UBL 
raid,  and  authorized  the  trial  counsel  to  claim  the  privilege  on  his  behalf.  See  Enclosure  7.  This 
claim  was  based  on  a  review  of  a  classified  declaration  by  an  OCA,  which  determined  the 
information  is  properly  classified.  See  Enclosure  8. 

(U)  With  both  claims  of  the  classified  information  privilege,  the  United  States  seeks  to 
protect  information  relating  to  military  plans,  weapons  systems,  or  operations;  foreign 
government  information;  intelligence  activities  (including  covert  actions),  intelligence  sources  or 
methods,  or  cryptology;  foreign  relations  or  foreign  activities  of  the  United  States,  including 
confidential  sources;  vulnerabilities  or  capabilities  of  systems,  installations,  infrastructures, 
projects,  plans,  or  protection  services  relating  to  the  national  security;  and  the  development, 
production,  or  use  of  weapons  of  mass  destruction. 

WITNESSES/EVIDENCE 


(U)  The  United  States  does  not  request  any  witnesses  be  produced  for  this  motion.  The 
United  States  requests  that  the  Court  consider  the  enclosures,  including  those  that  are  ex  parte, 
listed  at  the  end  of  this  motion. 


LEGAL  AUTHORITY  AND  ARGUMENT 


I.  (XT)  INTRODUCTION 

(U)  MRE  505  is  based  on  the  Classified  Information  Procedures  Act  (hereinafter 
“CIPA”),  18  U.S.C.  App.  3  (2012).  MRE  505  is  procedure-oriented  and  states  the  procedures 
and  standards  for  the  use  of  classified  information  in  a  court-martial.  See  United  States  v. 
Lonetree,  31  M.J.  849,  856  (N.M.C.M.R.  1990),  qffd,  35  M.J.  396  (C.M.A.  1992).  Additionally, 
MRE  505  balances  the  interests  of  an  accused’s  access  to  classified  information  to  prepare  his 
defense  against  the  United  States’  interest  in  preventing  disclosure  of  the  classified  information. 
Id.  The  CIPA  authorizes  the  United  States  to  use  substitutions  and  redactions  for  its  own 
evidence.  See  United  States  v.  Rosen,  520.  F.Supp.2d  786,  790  (E.D.  Va.  2007).  Moreover, 
under  the  CIPA,  limited  restrictions  on  an  accused’s  access  to  evidence  may  not  unfairly 
prejudice  him.  See  generally  United  States  v.  Mejia,  448  F.3d  436,  458  (D.C.  Cir.  2006) 
(discussing  close  analogies  where  the  defendant  is  not  entitled  to  access  evidence  reviewed  by 
the  court  in  camera ,  including  disclosures  under  the  Jencks  Act,  18  U.S.C.  §  3500(b)  (2012)  and 
Brady  v.  Maryland,  373  U.S.  83  (1963)).  However,  the  CIPA  does  not  displace  the  United 
States’  common  law  privilege  in  classified  information.  Rosen,  520.  F.Supp.2d  at  800. 

(U)  Upon  invocation  of  the  classified  information  privilege,  the  classified  information 
is  not  subject  to  disclosure.  See  MRE  505(iX4XB).  To  overcome  the  classified  information 
privilege,  the  accused  must  demonstrate  that  the  information  sought  is  “relevant  and  necessary  to 
an  element  of  the  offense  or  a  legally  cognizable  defense  and  is  otherwise  admissible  in 
evidence.”  Id.  The  defense  must  present  more  than  “a  mere  showing  of  theoretical  relevance” 
because  the  information  “is  at  least  helpful  to  the  defense  of  the  accused.”  United  States  v. 

Yunis,  867  F.2d  617,  623  (D.C.  Cir.  1989)  (citing  United  States  v.  Roviaro,  353  U.S.  53,  60-61 
(1957)  (holding  that  the  classified  information  privilege  gives  way  for  information  that  is 
“relevant  and  helpful”  or  “essential  to  a  fair  determination  of  a  cause”));  United  States  v.  El- 
Mezain,  664  F.3d  467,  520-21  (5th  Cir.  2011)  (also  known  as  “The  Holy  Land  Foundation 
Case”)  cert,  denied  133  S.Ct.  525  (2012)  (citing  United  States  v.  Smith,  780  F.2d  1 102,  1 1 10  (4th 
Cir.  1985));  but  see  United  States  v.  Libby,  453  F.Supp.2d  35,  42  (D.C.  Cir.  2006). 
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II.  (U)  PROPOSED  MEASURES  TO  PROTECT  WITNESS  IDENTITY 

A.  (U)  The  Court  Should  Permit  the  DoD  Operator  to  Testify  Under  a  Pseudonym, 
in  Civilian  Clothing  and  Light  Disguise 

(U)  The  United  States  requests  that  the  Court  permit  the  DoD  Operator  to  testify 
in  light  disguise  and  civilian  clothing.  The  light  disguise  requested  does  not  violate  the 
accused’s  right  to  confrontation  because  the  light  disguise  will  only  conceal  the  DoD  Operator’s 
identifying  physical  features;  the  factfinder  and  accused  will  be  able  to  assess  the  DoD 
Operator’s  credibility  based  on  his  demeanor  and  responses.  The  civilian  clothing  will  protect 
affiliating  the  DoD  Operator  with  a  specific  branch  of  service,  as  discussed  below. 

(U)  An  accused  possesses  the  right  to  confront  witnesses  against  him.  U.S. 
Const,  amend.  VI.  The  right  to  confrontation  provides  an  accused  the  right  to  cross-examine 
witnesses  and  physically  to  face  those  who  testify  against  him.  See  Pennsylvania  v.  Ritchie,  480 
U.S.  39,  51-53  (1987).  In  particular,  “[t]he  main  and  essential  purpose  of  confrontation  is  to 
secure  for  the  opponent  the  opportunity  of  cross-examination.”  Delaware  v.  VanArsdall,  475 
U.S.  673,  678  (1986)  (quoting  Davis  v.  Alaska,  415  U.S.  308,  315-16  (1974))  (emphasis 
omitted).  Thus,  the  opportunity  to  cross-examine  a  witness  takes  precedence  over  the 
opportunity  to  confront  a  witness  face-to-face.  See  Morales  v.  Artuz,  281  F.3d  55,  59  (2d  Cir. 
2002)  (describing  the  Supreme  Court’s  valuing  cross-examination  more  than  a  face-to-face 
encounter  “by  rejecting  challenges  to  use  out-of-court  testimony  that  was  subject  to  prior  cross- 
examination”)  (citing  California  v.  Green,  399  U.S.  149,  165-68  (1970);  Douglas  v.  Alabama, 
380  U.S.  415,  419  (1965);  Mattox  v.  United  States,  156  U.S.  237,  243-44  (1895);  Wigmore  on 
Evidence  §  1395  at  150).  However,  an  accused’s  rights  to  cross-examination  and  face-to-face 
confrontation  are  subject  to  limitations.  See  Maryland  v.  Craig,  497  U.S.  836,  850  (1990); 
Lonetree,  35  M.J.  at  406.  Specifically,  under  Sixth  Amendment  jurisprudence,  public  policy 
interests  in  witness  safety  and  protection  of  classified  information  justify  limiting  an  accused’s 
face-to-face  confrontation.  See  Lonetree,  35  M.J.  at  410-11  (citing  Coy  v.  Iowa,  487  U.S.  1012, 
1021  (1988)  (holding  that  face-to-face  confrontation  should  be  treated  similarly  to  other 
protections  under  the  Confrontation  Clause)).  Indeed,  “no  governmental  interest  is  more 
compelling  than  the  security  of  the  Nation.”  United  States  v.  AbuAli,  528  F.3d  210,  240  (4th 
Cir.  2008)  (holding  that  national  security  justifies  limiting  face-to-face  confrontation)  (quoting 
Haig  v.  Agee,  453  U.S.  280,  307  (1981)). 

(U)  Additionally,  a  public  policy  interest  limits  an  accused’s  right  to  unfettered 
face-to-face  confrontation  where  the  reliability  of  the  testimony  is  otherwise  assured.  See  Craig, 
497  U.  S.  at  850;  see  also  Coy  487  U.  S.  at  1021  (stating  that  exceptions  to  right  to  meet  face-to- 
face  “would  surely  be  allowed  only  when  necessary  to  further  an  important  public  policy”). 
Sworn  testimony  by  the  witness,  cross-examination  by  opposing  counsel,  and  observation  of  the 
witness’s  testimony  by  the  factfinder  assure  the  testimony’s  reliability,  thereby  satisfying  Craig. 
See  AbuAli,  528  F.3d  at  241-42. 
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(U)  Here,  the  DoD  Operator’s  identity  warrants  protection,  for  both  reasons  of 
national  security  and  witness  safety.  See  Enclosures  1  and  3.  Accordingly,  a  light  disguise  that 
protects  the  DoD  Operator’s  identity  from  being  discovered  also  protects  his  safety  and  the 
national  security  interest  in  his  unit  and  irtvolvement  with  specific  operations.  Furthermore,  light 
disguise  does  not  violate  an  accused’s  right  to  confrontation  where  it  does  not  impair  the  fact 
finder’s  ability  to  assess  witness  credibility.  See  Morales,  281  F.3d  at  60  (deciding  that  dark 
sunglasses  did  not  impair  the  jury’s  ability  to  assess  the  witness’  credibility  sufficiently  to  violate 
the  accused’s  right  to  confrontation).  A  fact  finder  assesses  credibility  by  observing  evident 
nervousness,  body  language,  and  demeanor.  See  id.  at  6 1  -62.  Consequently,  the  right  to 
confrontation  is  preserved  where  the  fact  finder  combines  observation  of  demeanor  and 
appearance  with  the  substance  and  consistency  of  testimony,  any  hostile  motive,  and  “all  other 
traditional  bases  for  evaluating  testimony.”  See  id.  Thus,  the  United  States  requests  the  Court 
permit  the  DoD  Operator  to  testify  in  civilian  clothing  and  light  disguise,  to  include  no  more  than 
but  not  necessarily  each  of  the  following  components:  eyewear,  colored  contacts,  real  or  false 
facial  hair,  a  wig,  makeup,  and/or  facial  prosthetics. 

(U)  The  light  disguise  requested  herein  satisfies  the  accused’s  right  to  confront 
the  DoD  Operator  because  the  fact  finder  will  be  able  to  assess  the  DoD  Operator’s  demeanor  in 
conjunction  with  the  substance  of  his  testimony.  The  light  disguise  will  prevent  the  accused  or 
counsel  from  identifying  the  DoD  Operator;  however,  the  light  disguise  will  not  change  the 
ability  either  to  pose  questions  or  evaluate  the  DoD  Operator’s  responses.  The  light  disguise 
requested  will  only  conceal  the  DoD  Operator’s  identifying  physical  characteristics  but  not  his 
facial  expressions.  The  light  disguise  is  narrowly  tailored  because  it  will  not  obscure  the  DoD 
Operator’s  emotive  expressions  and  reactions  while  testifying.  Accordingly,  the  DoD  Operator’s 
demeanor,  body  language,  nervousness,  and  facial  reactions  will  be  visible  to  the  fact  finder,  and 
the  fact  finder  will  possess  the  ability  fully  to  assess  the  DoD  Operator’s  credibility. 

Furthermore,  the  DoD  Operator’s  testimony  will  be  sworn  and  subject  to  cross-examination. 
Thus,  the  requested  light  disguise  will  not  violate  the  accused’s  right  to  a  face-to-face 
confrontation. 

B.  (U)  The  Court  Should  Restrict  Discovery  and  Cross-Examination  That  Could 
Reveal  the  True  Identity  of  the  Witness 

(U)  The  United  States  requests  that  the  Court  prohibit  discovery  and  defense 
inquiry  into  the  specific  background  of  the  DoD  Operator  during  cross-examination.  The  United 
States  requests  that  the  Court  instead  authorize  an  alternative  to  providing  detailed  personal  and 
military  information  to  the  defense,  which  allows  the  DoD  Operator  to  be  placed  in  his  proper 
setting. 


(U)  The  Sixth  Amendment  does  not  create  an  absolute  right  to  inquire  fully 
about  a  witness’  background.  See  Lonetree,  35  M.  J.  at  405-06  (citing  Smith  v.  Illinois,  390  U.S. 
129  (1968 ),Alfordv.  United  States,  282  U.S.  687  (1931))  (determining  that  a  limitation  on  the 
availability  of  a  witness’  background  for  potential  impeachment  of  the  witness  is  not  a  per  se 
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violation  the  Sixth  Amendment);  see  also  Smith,  390  U.S.  at  133-34  (1968)  (White,  J., 
concurring)  (stating  that  cross-examination  that  might  endanger  the  personal  safety  of  the 
witness  should  be  prohibited).  However,  the  prosecution  has  the  burden  of  demonstrating  a  basis 
to  justify  its  proposed  limit  on  cross-examination.  See  Lonetree,  35  M.J.  at  406  (citing  Smith, 
390  U.S.  at  133-34). 

(U)  An  accused’s  right  to  inquire  into  background  details  of  a  witness  in  order 
to  test  the  credibility  and  weight  of  testimony  may  be  limited  to  protect  the  safety  of  the  witness. 
See  Lonetree,  35  M.J.  at  407;  United  States  v.  Palermo,  410  F.2d  468,  472  (7th  Cir.  1969) 
(holding  that  “where  there  is  a  threat  to  the  life  of  the  witness,  the  right  of  the  [accused]  to  have 
the  witness’s  true  name,  address  and  place  of  employment  is  not  absolute”).  Additionally, 
protection  of  classified  information  serves  as  a  proper  basis  for  limiting  cross-examination, 
including  about  the  witness’  background  details.  See  Lonetree,  35  M.J.  at  410  (“We  further  find 
that  the  Government,  using  the  safety-of-persons  and  classified-information-privileges  bases,  has 
met  its  burden  of  ‘coming  forward  with  some  showing  of  why  the  witness  must  be  excused  from 
answering  the  question.’”);  cf.  Grunden,  2  M.J.  at  122  (stating  that  the  government’s  strong 
interest  in  protecting  national  security  should  be  accorded  “special  deference”). 

(U)  An  accused’s  right  to  background  information  of  a  prosecution  witness  may 
be  limited  if  the  abridgement  is  not  prejudicial  to  his  defense.  See  Lonetree,  35  M.J.  at  406. 
Prejudice  accrues  from  the  “denial  of  the  opportunity  to  place  the  witness  in  his  proper  setting.” 
Alford  v.  United  States,  282  U.S.  at  692;  Lonetree,  35  M.J.  at  406.  Placing  the  witness  in  his 
proper  setting  requires  providing  a  basis  on  which  cross-examination  may  be  based  for  the 
purposes  of  contradiction  or  impeachment.  See  Lonetree,  35  M.J.  at  406.  In  Lonetree,  the 
accused  was  not  permitted  to  examine  a  witness  concerning  his  true  name,  address,  other 
background  information,  and  whether  he  had  been  aided  or  assisted  by  other  covert  agents  during 
a  mission.  See  id.  at  407.  In  the  instant  case  and  in  Lonetree,  identifying  a  witness  by  a 
pseudonym  and  identifying  him  as  a  “DoD  Operator”  places  the  witness  in  his  proper  setting  and 
environment.  See  id.  at  410.  Additionally,  the  need  for  specific  background  information  is 
decreased  where  the  witness’  inherent  reliability  is  increased  based  on  his  occupation.  See  id. 
(attributing  more  credibility  to  an  intelligence  agent  than  a  police  informant  who  may  have  been 
a  narcotics  addict  and  criminal);  see  also  Lonetree  31  M.J.  at  858  (explaining  the  need  for 
additional  background  information  required  for  an  informant).  Here,  the  DoD  Operator’s  title, 
general  occupation,  and  summarized  background  information  increase  his  inherent  reliability  and 
decrease  the  need  for  specific  background  information. 

(U)  The  DoD  Operator’s  true  name,  address,  and  other  personal  identifying 
information  are  neither  relevant  nor  necessary  because  they  do  not  place  DoD  Operator  in  his 
proper  setting.  See  id.  at  410.  Providing  grounds  for  cross-examination  and  impeachment 
creates  a  proper  setting.  See  id.  at  406.  The  DoD  Operator’s  personal  information  cannot  serve 
as  a  meaningful  basis  for  cross-examination  and  impeachment  and  therefore  should  be  excluded 
from  inquiry.  Instead,  a  pseudonym  (“John  Doe”)  and  the  title  of  “a  DoD  operator”  place  the 
DoD  Operator  in  his  proper  context  as  a  service  member  who  performs  sensitive  missions.  See 
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id.  at  410  (determining  that  a  pseudonym  and  identification  as  an  intelligence  agent  better 
established  the  witness’s  setting  than  “anything  connected  with  [the  witness’s]  ‘true  identity’”). 
Placing  the  DoD  Operator  in  his  proper  setting  satisfies  the  accused’s  right  to  confrontation.  See 
id. 


(U)  Accordingly,  the  United  States  specifically  requests  that  the  Court  limit 
discovery  and  inquiry  into  the  background  of  the  DoD  Operator  during  cross-examination.  The 
United  States  requests  that  the  Court  authorize  the  United  States  to  withhold  from  the  defense  the 
following  personal  information  of  the  DoD  Operator:  (1)  true  name;  (2)  current  and  past 
addresses;  (3)  contact  information;  (4)  actual  age;  (5)  marital  status;  and  (6)  actual  rank. 
Additionally,  the  United  States  requests  that  the  Court  authorize  the  United  States  to  withhold 
from  the  defense  the  following  military  information  of  the  DoD  Operator:  (1)  branch  of  service; 
(2)  command,  unit,  or  organization;  (3)  prior  units  of  assignment;  (4)  service  or  unit  specific 
training,  to  include  special  weapons,  infiltration/exfiltration  techniques,  and  assessment  courses; 
(5)  specific  missions  and  deployments;  (6)  actual  years  of  service;  (7)  actual  years  of  active  duty 
status  during  service;  (8)  uncommon  or  branch  of  service  awards;  and  (9)  specialized 
qualifications. 


(U)  The  United  States  requests  the  Court  authorize  a  summarized  alternative  of 
the  detailed  personal  and  military  information  described  above  for  discovery  and  use  at  trial  so 
that  the  DoD  Operator  can  be  placed  in  his  proper  setting.  See  Enclosure  9  (ex  parte  listing  of 
original  and  summarized  information).  With  the  summarized  personal  and  military  information 
provided  to  the  defense,  the  proposed  limitations  on  discovery  and  cross-examination  are 
narrowly  tailored  because  they  restrict  discovery  and  cross-examination  to  relevant  topics, 
thereby  minimizing  any  prejudice  to  the  accused. 

III.  (ID  PROPOSED  MEASURES  TO  PROTECT  CLASSIFIED  INFORMATION 
RELATED  TO  THE  UBL  RAID 

A.  (TJ1  The  Court  Should  Restrict  Discovery  and  Preclude  the  Defense  from  Cross- 
Examining  Witnesses  on  Details  Irrelevant  to  Authentication 

(U)  The  United  States  requests  that  the  Court  limit  cross-examination  of  the 
DoD  Operator  to  the  scope  of  his  testimony  establishing  the  authenticity  of  evidence.  The 
United  States  requests  this  limitation  to  protect  irrelevant  classified  information  pertaining  to  the 
UBL  mission  from  disclosure. 

(U)  Cross-examination  should  not  exceed  the  scope  of  direct  examination 
except  for  matters  of  witness  credibility.  MRE  61 1(b).  Furthermore,  cross-examination  should 
be  limited  to  relevant  topics.  See  MRE  402.  Evidence  is  relevant  if  it  has  “any  tendency  to 
make  the  existence  of  any  fact  that  is  of  consequence  to  the  determination  of  the  action  more 
probable  or  less  probable  than  it  would  be  without  the  evidence.”  MRE  401;  see  MRE  401, 
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analysis  (defining  relevant  evidence  as  evidence  that  “must  involve  a  fact  ‘which  is  of 
consequence  to  the  determination  of  the  action’”). 


(U)  Given  the  exceedingly  narrow  scope  of  the  DoD  Operator’s  proffered 
testimony,  which  restricts  the  permissible  scope  of  defense  cross-examination,  the  limitations 
requested  do  not  offend  the  accused’s  right  to  confrontation.  The  information  sought  to  be 
protected  -  mission-specific  training,  intelligence  leading  to  the  mission,  or  details  of  the  mission 
not  raised  on  direct  examination  -  is  not  relevant  or  necessary  for  the  accused  to  prepare  for  trial. 
The  information  sought  to  be  protected  will  not  be  relevant  at  trial  because  it  does  make  the 
digital  media  evidence  less  genuine;  the  information  would  only  serve  to  strengthen 
authentication  for  the  purposes  for  which  it  is  offered  by  the  Government.  The  information 
elicited  during  the  DoD  Operator’s  testimony  will  be  related  strictly  to  details  necessary  for 
authentication.  Accordingly,  the  proposed  limitations  are  narrowly  tailored  to  comport  with  the 
limited  scope  of  the  proffered  testimony. 

B.  (U)  The  Court  Should  Limit  Discovery  and  Preclude  the  Defense  from  Cross- 
Examining  Witnesses  on  Details  Irrelevant  to  the  UBL  Mission  and  Unnecessary  to  Place  the 

Witness  in  his  Proper  Setting 


t 


(U)  The  classified  information  privilege  additionally  permits  limiting  cross- 
examination  in  this  case.  Classified  information  is  privileged  unless  “relevant  and  necessary”  to 
an  element  of  the  offense  or  a  legally  cognizable  defense.  Lonetree,  3 1  M.  J.  at  857.  MRE  505 
balances  the  interest  of  an  accused  who  desires  classified  information  for  his  defense  against  the 
interest  of  the  United  States  in  protecting  that  information.  Id.  at  857-58  (citing  MRE  505 
analysis,  at  A22-37  ( 1984)).  In  Lonetree,  the  Court  of  Military  Appeals  upheld  a  limitation  on 
cross-examination  based  on  an  invocation  of  the  classified  information  privilege  because:  (1)  the 
prosecution  met  its  burden  of  “com[ing]  forward  with  some  showing  of  why  the  witness  must  be 
excused  from  answering  the  question”  by  using  the  “safety-of-persons  and  classified- 
information-privileges  bases,”  and  (2)  the  accused  required  nothing  more  to  place  the  witness  in 
his  proper  setting.  Lonetree,  35  M.J.  at  410. 


C.  (U1  Limitations  Requested  Permit  A  Meaningful  Basis  of  Cross-Examination  of  Relevant 
and  Necessary  Information 


(U)  The  accused  is  entitled  only  to  effective  cross-examination,  not  to  cross- 
examination  that  is  “effective  in  ‘whatever  way,  and  to  whatever  extent,  the  defense  might 
wish.’”  Kentucky  v.  Stincer,  482  U.S.  730,  739  (1987)  (quoting Delaware  v.  Fensterer,  474  U.S. 
15,  20  (1985)).  Accordingly,  military  judges  retain  “wide  latitude”  to  impose  reasonable  limits 
to  mitigate  harassment,  prejudice,  and  confusion  of  the  issues,  witness  safety,  or  interrogation 
that  is  repetitive  or  only  marginally  relevant.  See  Van  Arsdall,  475  U.S.  at  679.  Exposure  of  the 
witness’s  motive  for  testifying  is  an  important  function  of  cross-examination.  Davis  v.  Alaska, 
415  U.S.  308,  316-17  (1974)  (citing  Greene  v.  McElroy,  360  U.S.  474,  496  (1959));  United 
States  v.  James,  61  M.J.  132,  134  (C.A.A.F.  2005).  Cross-examination  also  includes  the  right  to 
confront  witnesses  regarding  bias,  credibility,  and  truthfulness.  See  United  States  v.  Sullivan,  70 
M.J.  110,  115  (C.A.A.F.  2010).  However,  classified  information  on  which  a  witness  does  not 
rely  is  irrelevant.  See  United  States  v.  Hammoud,  381  F.3d  316,  340  (4th  Cir.  2004)  (en  banc) 
(holding  classified  information  not  relied  upon  for  formation  of  opinion  given  during  expert 
testimony  irrelevant),  vacated,  Hammoud  v.  United  States,  543  U.S.  1097  (2005),  off" d.  United 
States  v.  Hammoud  405  F.3d  1034  (4th  Cir.  2005). 
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V.  (U)  CLOSED  SESSION  AT  SECURE  LOCATION  IN  MDW 

(U)  The  United  States  requests  the  Court  authorize  the  DoD  Operator  to  testify  at  a 
secure  off-site  location  in  order  to  provide  adequate  physical  and  information  security  to  protect 
the  witness  and  the  national  security. 

(U)  “[I]n  all  criminal  prosecutions,  the  accused  shall  enjoy  the  right  to  a  speedy  and 
public  trial.”  U.S.  Const,  amend.  VI.  The  right  to  a  public  trial  also  extends  to  the  public’s  right 
to  attend  courts-martial.  See  United  States  v.  Hershey,  20  M.J.  433,  435-36  (C.M.A.  1985). 
However,  “the  right  to  a  public  trial  is  not  absolute.”  Grunden ,  2  M.J.  at  120.  In  particular, 

MRE  505  authorizes  the  closure  of  a  court-martial  during  presentation  of  classified  information. 
MRE  505(j)(5).  Additionally,  RCM  806  states  that  courts-martial  shall  be  open  to  the  public 
unless:  (1)  there  is  a  substantial  probability  that  an  overriding  interest  will  be  prejudiced  if  the 
proceedings  remain  open;  (2)  closure  is  no  broader  than  necessary  to  protect  the  overriding 
interest;  (3)  reasonable  alternatives  to  closure  were  considered  and  found  inadequate;  and  (4)  the 
military  judge  makes  case-specific  findings  on  the  record  justifying  closure.  See  RCM 
806(b)(2);  Hershey,  supra. 

(U)  In  order  to  ensure  the  safety  and  security  of  the  DoD  Operator  during  trial  and 
protect  against  the  unauthorized  disclosure  of  classified  information  -  both  overriding  interests  - 
the  Court  should  permit  the  witness  to  testify  during  a  closed  session  of  the  court-martial  and  at  a 
secure  off-site  location  with  limited  and  controlled  access.  The  DoD  Operator’s  identity  risks 
being  revealed  if  he  is  seen  or  his  image  is  recorded  in  connection  with  this  court-martial. 
Permitting  members  of  the  public  or  non- authorized  personnel  to  watch  any  of  the  DoD 
Operator’s  testimony  increases  the  risk  of  revealing  his  identity,  even  if  the  DoD  Operator  is  in 
light  disguise.  If  the  DoD  Operator’s  identity  is  revealed  or  the  public  or  non-authorized 
personnel  can  follow  the  DoD  Operator  into  and  out  of  the  courtroom,  it  will  place  him  at 
substantial  personal  risk  and  compromise  his  ability  to  complete  future  missions.  See  Enclosure 
1. 


(U)  Furthermore,  allowing  the  DoD  Operator  to  testify  during  a  closed  session  and  at 
a  secure  location  does  not  materially  prejudice  the  accused  because  his  rights  to  confrontation 
will  be  protected  in  accordance  with  constitutional  principles.  See  Parts  I- III,  supra.  The 
courtroom  at  Fort  Meade  is  inadequate  to  provide  required  security,  as  it  has  a  perimeter  and 
three  points  of  ingress  and  egress  that  are  all  visible  to  the  public.  Moreover,  during  the  court- 
martial,  all  persons  entering  and  exiting  the  building  will  be  conducting  business  associated  with 
the  court-martial;  their  presence  will  associate  their  activities  with  the  court-martial  in  public 
view.  Therefore,  any  location  where  DoD  Operator  testifies  must  be  secure  and  cannot  be 
associated  solely  with  the  court-martial.  The  MDW  secure  location  will  provide  a  perimeter 
with  controlled  routes  of  ingress  and  egress  for  authorized  persons,  and  the  secure  location  will 
be  associated  with  other  missions,  thus  allowing  the  DoD  Operator  in  light  disguise  to  enter  and 
exit  the  building  without  association  with  the  court-martial. 
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(U)  The  Court  should  be  closed  for  the  entire  testimony  of  the  DoD  Operator,  which 
is  no  broader  than  necessary  to  protect  the  national  security  interest  in  his  identity.  There  is  no 
alternative.  The  classified  content  of  the  material  the  witness  will  address,  and  not  just  its  overall 
significance,  is  necessary  and  relevant.  Therefore,  unclassified  summary  is  untenable.  Finally, 
the  witness  will  be  testifying  to  nuanced  information  requiring  complicated  explanation  and  must 
remain  free  to  describe  it  to  the  fact-finder  and  parties  as  they  may  require.  Therefore,  the  DoD 
Operator’s  testimony  cannot  be  reduced  to  code.  No  stipulations  have  been  agreed  upon  to  date. 
Nonetheless,  stipulations  may  be  useful  to  memorialize  the  admissibility  of  material.  Finally,  for 
the  reasons  articulated  in  Enclosures  1  and  8  [declarations],  the  information  at  issue  is  currently 
classified  and  will  be  at  the  time  of  the  trial;  therefore,  declassification  is  not  warranted. 

(U)  The  MDW  secure  location  will  be  able  to  hold  all  parties  and  a  panel,  if 
necessary.  The  prosecution  will  ensure  that  all  logistical  requirements  are  satisfied,  to  include 
providing  transportation  between  a  rally  point  for  all  designated  personnel  and  the  MDW  secure 
location.  Consequently,  the  United  States  requests  the  Court  grant  its  narrowly  tailored  request 
to  take  the  entire  testimony  of  the  DoD  Operator  at  a  secure  MDW  location  in  a  closed  session. 

VI.  OJ)  NOTICE  LAW  MRE  505(i¥4VA’) 

(U)  Prior  to  an  in  camera  proceeding  the  United  States  “shall  provide  the  accused 
with  notice  of  the  information  that  will  be  at  issue.”  MRE  505(i)(4XA).  This  motion  serves  as 
the  required  notice  for  the  accused  and  defense  counsel. 

VII.  On  ADVERSE  RULING 

(U)  Should  the  Court  find  the  proposed  alternatives  to  full  disclosure  are  not  adequate 
and  do  not  afford  the  accused  a  fair  trial,  then  the  United  States  requests  the  opportunity  to 
address  the  Court's  findings  with  the  relevant  government  agency  to  determine  whether  a 
different  alternative  is  appropriate  and  file  that  alternative  with  the  Court. 

CONCLUSION 


(U)  The  United  States  respectfully  requests  that  the  Court  hold  an  in  camera  proceeding 
and  thereafter  enter  an  order:  (1)  permitting  the  DoD  Operator  to  testify  under  a  pseudonym  in 
civilian  clothing  and  light  disguise;  (2)  limiting  discovery  and  cross-examination  regarding 
information  that  could  reveal  the  true  identity  of  the  DoD  Operator,  and  (3)  limiting  discovery 
and  cross-examination  by  precluding  defense  from  questioning  the  DoD  Operator  regarding  his 
training  for  a  specific  classified  mission,  preparation  for  the  mission,  or  details  of  the  mission’s 
execution  not  raised  on  direct  examination.  Additionally,  the  United  States  requests  the  Court 
permit  the  DoD  Operator  to  testify  in  a  closed  session  at  a  secure  off-site  location  in  the  Military 
District  of  Washington,  rather  than  the  Fort  Meade  courthouse,  to  ensure  the  safety  of  the 
witness. 
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ASHDEN  FEIN 
MAJ,  JA 
Trial  Counsel 


(U)  1  certify  that  I  served  or  caused  to  be  served  a  true  copy  of  the  above,  via  SIPRNET 
email,  to  Mr.  David  Coombs,  Civilian  Defense  Counsel,  though  the  defense  security  experts  on 
31  January  2013. 


ASHDEN  FEIN 
MAJ,  JA 
Trial  Counsel 


1 1  Enclosures 

1 .  Command  Declaration  [classified,  submitted  ex  parte ] 

2.  Witness  Protection  Reports  (Unclassified) 

3.  Witness  Protection  Reports  (Classified)  [classified,  submitted  ex  parte ] 

4.  SecDef  Claim  of  Privilege  [unclassified,  submitted  ex  parte] 

5.  Command  (OCA)  Memorandum  [classified,  submitted  ex  parte ] 

6.  Command  (OCA)  Memorandum  [unclassified,  submitted  ex  parte] 

7.  Acting  Director  CIA  Claim  of  Privilege  [classified,  submitted  ex  parte] 

8.  CIA  Declaration  [classified,  submitted  ex  parte] 

9.  Original  and  Summarized  Witness  Information  [classified,  submitted  ex  parte ] 

10.  Example  of  Prosecution  Direct  Examination  [classified,  submitted  ex  parte] 

11.  Example  of  Defense  Possible  Lines  of  Cross-Examination  [classified,  submitted  ex  parte ] 
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Appellate  Exhibit  479 
41  pages 
classified 
"SECRET” 

ordered  sealed  for  Reason  2 
Military  Judge’s  Seal  Order 
dated  20  August  2013 
stored  in  the  classified 
supplement  to  the  original 
Record  of  Trial 


UNITED  STATES  OF  AMERICA 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


) 

)  Prosecution  Response  To  Scheduling 

)  Order:  39a  Session  On  Closure 

)  and  Motion  to  Close  the  Courtroom 
)  for  Specified  Testimony 

) 

)  Enclosure  1 

) 

)  31  January  2013 

) 


Enclosure  1  -  Scripts 
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Script  for  Closed  Grunden  Hearing  (if  ordered) 

(1)  United  States  files  “Request  to  Close  the  Court  for  Purposes  of  Introducing  and  Maintaining 
Classified  Information;” 

(2)  Military  Judge  conducts  an  Article  39(a)  hearing  to  discuss  whether  Court  will  be  closed; 

(3)  United  States  requests  that  the  Article  39(a)  hearing  be  closed; 

(4)  Article  39(a)  hearing  takes  place  and  parties  outline  what  testimony/evidence  they  anticipate 
will  be  classified,  and  discuss  which  portions  will  be  closed  and  which  will  be  open. 

TC:  Ma’am,  the  United  States  requests  a  closed  hearing  to  determine  if  any  classified 
information  in  this  case  should  be  heard  in  a  closed  session. 

MJ:  (Reviews  the  written  request.) 

MJ:  The  government  wishes  to  present  evidence  in  support  of  its  request  in  a  closed  session,  is 
that  correct? 

TC:  Yes,  Ma’am. 

MJ:  I  will  now  close  this  courtroom.  I  will  call  a  recess,  and  when  we  return,  the  only 
personnel  in  the  courtroom  will  be  the  three  defense  counsels,  three  trial  counsels,  the  Court 
Reporter,  the  Court  Security  Officer,  the  Accused,  those  personnel  detailed  to  the  defense  and 
prosecution  teams,  the  representatives  of  the  relevant  government  agencies,  the  Military  Judge’s 
support  paralegal,  and  myself.  The  audio  and  video  feeds  to  the  media  center  and  the  theater  will 
be  severed. 

MJ:  The  Court-Martial  is  in  recess. 

(CONDUCT  CLOSED  SESSION  DRILL) 

MJ:  This  hearing  is  called  to  order.  Let  the  record  reflect  that  the  hearing  is  now  closed.  The 
audio  and  video  feeds  to  the  media  center  and  the  theater  have  been  severed.  The  only  personnel 
in  the  courtroom  are  three  defense  counsels,  three  trial  counsels,  the  Court  Reporter,  the  Court 
Security  Officer,  the  Accused,  those  personnel  detailed  to  the  defense  and  prosecution  teams,  the 
representatives  of  the  relevant  government  agencies,  the  Military  Judge’s  support  paralegal,  and 
myself. 

TC:  This  portion  of  the  Court-Marital  hearing  is  classified  _ ( state 

highest  expected  classification  level)." 

TC:  Ma’am,  the  United  States  requests  you  to  close  the  Court-Martial  Court-Martial  from  the 
public  for  ( the  testimony  of/the  introduction  of)  under  RCM  405. 


MJ:  On  what  grounds? 


TC:  The  United  States  has  reason  to  believe  (the  testimonv/the  evidence)  may  disclose  classified 
information.  The  United  States  anticipates  that  the  testimony/evidence  will  disclose  information 
relating  to  (provide  an  unclassified  summary  of  the  classified  testimony/evidence). 

MJ:  Defense,  do  you  have  any  objections? 

DC: 

MJ:  Government,  can  you  confirm  the  information  is  classified? 

TC:  Yes,  Ma’am.  The  United  States  offers  (declaration  or  affidavit)  to  confirm  that  this 
testimony/evidence  has  been  properly  classified  (classification  level).  Additionally,  the  United 
States  requests  that  the  Court  Security  Officer  review  the  documents  in  question  to  determine 
their  apparent  classification  level  based  on  their  markings  and  substance. 

(TC  hands  the  documents  in  question  to  the  Court  Security  Officer.) 

TC:  {TC  eives  copy  to  defense )  The  United  States  is  giving  you  what  [(will  be  marked  for 
identification  as  an  Appellate  Exhibit)(has  been  previously  marked  as  Appellate  Exhibit  (#))(has 
been  previously  marked  as  enclosure  (#)  to  Appellate  Exhibit  (#))]  which  is  the  ( classification 
review/declaration/affidavit)  for  this  information. 

MJ:  Defense,  do  you  have  any  objection  to  this  exhibit? 

DC: 

MJ:  This  document  is  labeled  Appellate  Exhibit  ( exhibit  number ),  {if  necessary).  Government, 
please  proceed. 

TC:  Closing  the  Court-Martial  is  necessary  to  protect  this  classified  information  in  accordance 
with  RCM  806(b)(2)  and  MRE  505(i).  The  value  of  protecting  this  classified  information, 
specifically  (list  each  item  and  give  security  damage  levels  for  each),  the  disclosure  of  which 
f( CONFIDENTIAL ;  “could  reasonably  be  expected  to  cause  damage  to  national  security  ”) 

(SECRET:  “ could  reasonably  be  expected  to  cause  serious  damage  to  national  security  ”)  (TOP 

SECRET:  “could  reasonably  be  expected  to  cause  exceptionally  grave  damase  to  national 

security”)),  outweighs  the  value  of  an  open  Court-Martial.  No  lesser  methods  short  of  closing 
the  Court-Martial  are  available.  Closure  of  the  Court-Martial  is  necessary  for  the  prosecution  to 
(explain  how  prosecution  intends  to  use  the  testimony  of  each  specific  witness/each  specific  piece 

of  evidence  (elicit  classified  testimony,  discuss  classified  information  in  evidence)). 

Furthermore,  closure  is  necessaiy  to  ensure  the  accused  receives  a  thorough  and  impartial  trial. 
The  United  States  requests  you  only  close  the  Court-Martial  for  those  specific  portions  of  the 
(testimony/evidence)  wherein  this  classified  information  may  be  disclosed.  The  United  States 
requests  you  to  make  a  finding  in  the  record  supporting  the  closure,  as  required  under  RCM 
505(i)(4)(C). 


MJ:  Defense,  would  you  like  to  be  heard  on  this  matter? 
DC: 


(IF  APPROVED) 

MJ:  I  make  the  following  findings  of  fact: 

(1)  that  the  ( evidence/ testimony)  has  been  properly  classified  (classification  level)  by 
(asencv/person  on  classification  review): 

(2)  that  protecting  this  classified  information  is  an  overriding  interest; 

(3)  that  the  overriding  interest  of  protecting  this  classified  information  outweighs  the 
value  of  an  open  Court-Martial;  and 

(4)  that  other  methods  of  protecting  the  information  were  considered,  but  no  lesser 
methods  short  of  closing  the  Court-Martial  can  be  used  to  protect  that  interest.  The  Court- 
Martial  shall  be  closed  only  for  those  portions  of  testimony  wherein  classified  information  may 
be  disclosed. 


(IF  NOT  APPROVED) 

MJ:  [(the  document  is  not  properly  classified)  (protecting  this  classified  information  is  not  an 
overriding  interest)  (the  overriding  interest  of  protecting  this  classified  information  does  not 
outweigh  the  value  of  an  open  Court-Martial)  (other  methods  of  protecting  the  information  will 
be  used  (state  other  methods ))  ( _ )] 

MJ:  I  will  now  call  a  recess,  and  when  we  return,  all  spectators  and  media  will  be  seated  in  the 
gallery,  and  the  audio  and  video  feeds  to  the  media  center  and  the  theater  will  be  restored.  All 
parties  to  the  closed  hearing  will  be  present.  I  will  then  open  the  hearing. 

TC:  The  preceding  portion  of  the  Court-martial  was  classified _ (state  highest 

classification  level). 

MJ:  The  Court-Martial  is  in  recess. 

(CONDUCT  OPEN  SESSION  DRILL) 

MJ:  This  hearing  is  called  to  order.  Let  the  record  reflect  that  the  hearing  is  now  open.  The 
audio  and  video  feeds  to  the  media  center  and  the  theater  have  been  restored.  All  spectators  and 
media  are  now  seated  in  the  gallery.  All  parties  present  in  the  closed  hearing  are  again  present. 

TC:  This  portion  of  the  Court-Martial  is  unclassified. 


r 


* 


MJ:  Prior  to  opening  this  hearing,  I  have  secured  all  classified  material  not  in  use  in  the 
courtroom  safe,  and  the  Court  Security  Officer  has  completed  the  courtroom  opening  checklist.  I 
make  the  following  findings  of  fact:  (Summarize  findings  of  fact  (unclassified)). 


Script  to  Close  the  Courtroom  Generally 


MJ :  I  will  now  close  this  hearing.  I  will  call  a  recess,  and  when  we  return,  the  only  personnel  in 
the  courtroom  will  be  the  three  defense  counsels,  three  trial  counsels,  the  Court  Reporter,  the 
Court  Security  Officer,  the  Accused,  those  personnel  detailed  to  the  defense  and  prosecution 
teams,  the  representatives  of  the  relevant  government  agencies,  the  Military  Judge’s  support 
paralegal,  and  myself.  The  audio  and  video  feeds  to  the  media  center  and  the  theater  will  be 
severed. 

MJ:  The  investigation  is  in  recess. 

(CONDUCT  CLOSED  SESSION  DRILL) 

MJ:  This  hearing  is  called  to  order.  Let  the  record  reflect  that  the  hearing  is  now  closed.  The 
audio  and  video  feeds  to  the  media  center  and  the  theater  have  been  severed.  The  only  personnel 
in  the  courtroom  are  the  three  defense  counsels,  three  trial  counsels,  the  Court  Reporter,  the 
Court  Security  Officer,  the  Accused,  those  personnel  detailed  to  the  defense  and  prosecution 
teams,  the  representatives  of  the  relevant  government  agencies,  the  Military  Judge’s  support 
paralegal,  and  myself. 

TC:  This  portion  of  the  Court-Martial  is  classified  _ ( state  highest 

expected  classification  level)." 


Script  to  Open  the  Courtroom 


MJ:  I  will  now  open  the  hearing.  I  will  call  a  recess,  and  when  we  return,  all  spectators  and 
media  will  be  seated  in  the  gallery,  and  the  audio  and  video  feeds  to  the  media  center  and  the 
theater  will  be  restored. 

MJ:  The  investigation  is  in  recess. 

(CONDUCT  OPEN  SESSION  DRILL) 

MJ:  This  hearing  is  called  to  order.  Let  the  record  reflect  that  the  hearing  is  now  open.  The 
audio  and  video  feeds  to  the  media  center  and  the  theater  have  been  restored.  All  spectators  and 
media  are  now  seated  in  the  gallery. 

TC:  This  portion  of  the  Court-Martial  is  unclassified. 

MJ:  (Summarize  findings  of  fact  (Unclassified)) 


IF  UNPLANNED... 


TC:  Ma’am,  the  United  States  requests  an  immediate  closed  session  to  determine  whether  this 
portion  of  the  Court-Martial  should  be  closed. 


c 


ADMINISTRATION  OF  OATH  (BY  GOVERNMENT) 

TC:  Do  you  swear  or  affirm  that  the  testimony  you  shall  give  in  the  case  now  being  investigated 
shall  be  the  truth,  the  whole  truth  and  nothing  but  the  truth,  so  help  you  God? 

WIT:  Yes/No. 

TC:  Please  be  advised  that  while  you  are  testifying,  if  you  are  asked  any  question  that  you 
believe  may  require  a  classified  response,  you  have  a  personal  responsibility  to  notify  the 
Military  Judge  prior  to  answering.  At  no  time  should  you  disclose  any  classified  information 
while  this  hearing  is  in  an  open  session. 

TC:  Please  state  your  name  for  the  record. 

WIT:  (Response) 

TC:  Please  state  your  unit  of  assignment  or  place  of  employment. 

WIT:  (Response) 


BAILIFF  SCRIPT  FOR  COURTROOM  CLOSURE 


“LADIES  AND  GENTLEMEN,  THE 
COURTROOM  HAS  NOW  BEEN 
CLOSED.  PLEASE  RISE  AND 
EXIT  THE  COURTROOM 
THROUGH  THE  DOOR  BEHIND 
YOU.  SECURITY  PERSONNEL 
WILL  ESCORT  YOU  OUTSIDE. 
THANK  YOU.” 


UNITED  STATES  OF  AMERICA 


v. 

Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  My er,  Virginia  22211 
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Prosecution  Response  To  Scheduling 
Order:  39a  Session  On  Closure 
and  Motion  to  Close  the  Courtroom 
for  Specified  Testimony 

Enclosure  2 


31  January  2013 


Enclosure  2  -  Battle  Drill  Checklists 


Close  Courtroom  Battle  Drill 

Task:  Close  the  Courtroom  to  Publish  Classified  Information 

Conditions:  TC  or  DC  desires  to  publish  classified  information  or  hear  classified  testimony.  The  MJ  has 
previously  published  guidance  advising  all  spectators  of  the  need  to  clear  the  courtroom  for  classified  sessions. 

Standards:  Courtroom  is  closed  to  all  spectators.  Required  information  is  published  to  authorized  parties 
only.  MOC  and  Theater  connections  securely  severed. 

TASK  STEPS  AND  PERFORMANCE  MEASURES: 

1 .  Bailiff  makes  the  closure  announcement  to  the  gallery. 

2.  MP  advises  DES  inner  cordon  guards  that  the  courtroom  has  been  closed. 

3.  MPs  physically  clear  the  courtroom  of  all  personnel. 

4.  MP  and  one  escort  search  and  clear  spectators  from  the  building. 

5.  Court  Security  Officer  disengages  the  audio  and  video  feed  cables  to  the  MOC  and  the  theater. 

6.  MP  post  as  guards  outside  the  courtroom  entrances. 

7.  Operations  LA  verifies  the  audio  and  video  feed  cables  to  the  MOC  and  the  theater  have  been  severed 
and  reports  status  to  Court  Security  Officer. 

8.  Accused  is  escorted  to  waiting  area. 

9.  All  remaining  authorized  personnel  will  store  cell  phone  in  the  lock  box  outside  the  courtroom. 

10.  Court  Security  Officer  verifies  that  only  authorized  personnel  re-enter  in  the  courtroom  based  on  security 
badges  and  the  MJ  instructions. 

1 1 .  Government  and  Defense  security  experts  verify  that  only  authorized  personnel  remain  in  Government 
and  Defense  trailers,  and  report  their  status  to  the  Court  Security  Officer. 

12.  Court  Security  Officer  retrieves  classified  information  and  equipment  from  courtroom  safe,  as  necessary. 

13.  Court  Reporter  switches  to  the  classified  recording  equipment. 

14.  If  digital  information  is  to  be  displayed.  Court  Security  Officer  retrieves  the  classified  laptop  from  the 
courtroom  safe  and  Court  Reporter  connects  the  laptop  to  the  display  port  at  his  station. 

15.  Court  Security  Officer  completes  closed  hearing  checklist  and  hands  it  to  the  Court  Reporter  for  inclusion 
in  the  record. 

16.  (At  next  recorded  session)  TC  announces  on  the  record,  “This  portion  of  the  Court-Marital  hearing  is 

classified _ ( state  highest  expected  classification  level)." 
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Open  Courtroom  Battle  Drill 
Task:  Open  the  Courtroom  for  Unclassified  Use 

Conditions:  Classified  hearing  portion  has  been  completed.  Military  Judge  has  ordered  the  courtroom 
opened.  The  Trial  Counsel  has  announced  the  highest  classification  level  of  the  preceding  session  on  the 
record. 

Standards:  Courtroom  is  opened  to  all  spectators.  MOC  and  Theater  connections  restored. 

TASK  STEPS  AND  PERFORMANCE  MEASURES: 

1 .  If  digital  information  was  displayed,  the  Court  Security  Officer  will  disconnect  the  classified  display  laptop. 

2.  Court  Reporter  stops  recording  and  switches  to  the  unclassified  recording  equipment. 

3.  Court  Security  Officer  secures  all  originals  of  any  classified  documents  and  the  classified  recording  laptop 
in  the  MJ  drawer  of  the  courtroom  safe. 

4.  Court  Security  Officer  secures  all  classified  material  from  the  TC  in  the  TC  drawer  of  the  courtroom  safe, 
including  classified  notes. 

5.  Court  Security  Officer  secures  all  classified  material  from  the  DC  in  the  DC  drawer  of  the  courtroom  safe, 
including  classified  notes. 

(PAUSE  UNTIL  MJ  COMPLETES  THE  UNCLASSIFIED  SUMMARY) 

6.  Court  Security  Officer  reviews  the  MJ  unclassified  summary  for  classified  material. 

7.  Court  Security  Officer  secures  all  classified  material  not  in  use  by  the  MJ  in  the  MJ  safe,  including 
classified  notes. 

8.  Court  Security  Officer  locks  the  courtroom  safe. 

9.  Court  Security  Officer  completes  open  hearing  checklist  and  hands  it  to  the  Court  Reporter  for  inclusion  in 
the  record. 

1 0.  MJ  gives  the  order  to  open  the  courtroom. 

1 1 .  The  TC  Support  Paralegal  calls  the  POC  numbers  at  the  MOC  and  the  theater  to  notify  the  feed  will  be 
restored  in  5  minutes. 

12.  Bailiff  advises  DES  personnel  that  the  courtroom  has  been  opened. 

13.  Escorts  post  in  the  courtroom. 

14.  After  5  minutes,  the  TC  Support  Paralegal  calls  the  POC  numbers  at  the  MOC  and  the  theater  to  verify  the 
all  devices  are  off. 

15.  Court  Security  Officer  engages  the  external  audio  and  video  feed. 

16.  (At  next  recorded  session)  TC  announces  on  the  record,  ‘This  portion  of  the  Court-Martial  is  unclassified.” 


r 


Closed  Hearing  Checklist 


All  spectators  have  been  cleared  out  of  the  courtroom. 

All  remaining  personnel  possess  a  valid,  SJA-issued  security  badge. 

All  trailers  with  a  courtroom  feed  have  been  checked  by  the  Government 
and  Defense  security  experts. 

Guards  are  posted  outside  courtroom  entrances. 

Classified  recording  equipment  is  in  place  and  operational. 

Audio  and  video  feed  to  the  MOC  and  the  theater  has  been  severed. 

Signed 


Time _ Date 


Open  Hearing  Checklist 


Classified  display  laptop  (if  used)  is  disconnected  and  secured. 

Secured  all  classified  material  from  the  MJ  Support  Paralegal. 

Secured  all  classified  material  from  the  TC. 

Secured  all  classified  material  from  the  DC. 

MJ  unclassified  summary  contains  no  classified  information. 

Secured  all  classified  material  from  the  MJ. 

The  courtroom  safe  is  locked. 

Unclassified  recording  equipment  is  in  place. 

UNITED  STATES  OF  AMERICA 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 
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Prosecution  Response  To  Scheduling 
Order:  39a  Session  On  Closure 
and  Motion  to  Close  the  Courtroom 
for  Specified  Testimony 

Enclosure  3 


31  January  2013 


*  ATTENTION* 

CLASSIFIED  WORK  IN  PROGRESS 


NO  ENTRY 


UNITED  STATES  OF  AMERICA 


v. 

Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


) 

) 

)  Prosecution  Response  To  Schednfing 

)  Order:  39a  Session  On  Closnre 

)  and  Motion  to  Close  the  Courtroom 
)  for  Specified  Testimony 

) 

)  1  Febrnary  29131 

) 


(U)  On  1 1  December  2012,  this  Court  ordered  the  United  States  to  provide  information 
on  the  protection  of  classified  information,  by  presenting  the  Court  with  (a)  a  list  of  all  classified 
information  for  which  it  intends  to  request  a  closed  session  daring  trial;  (b)  an  explanation  as  to 
whether  declassification,  redactions,  substitutions,  or  other  alternatives  will  allow  for  evidence 
presentation  in  open  court;  and,  if  such  alternatives  are  not  possible,  (c)  an  indication  as  to  why. 
Section  I  of  this  response  provides  the  requested  information  and  explanations.  Sections  II  and 
III  address  the  other  directives  in  the  Court’s  Scheduling  Order,  specifically.  Section  H  outlines 
the  procedures  for  courtroom  closure,  should  that  protection  be  warranted,  and  Section  HI 
addresses  whether  the  discussion  of  these  issues  need  occur  wholly  or  partly  in  camera.  See  AE 
444  at  2(a)-(c). 


RF.I.TF.F  SOUGHT 

(U)  The  United  States  respectfully  moves  the  Court  to  order  courtroom  closure  to  hear 
the  classified  testimony  of  the  thirty-seven  witnesses  outlined  below.  If,  following  response  by 
the  defense,  the  Court  finds  closure  appropriate,  the  United  States  will  provide  the  Court  with  a 
draft  closure  order  based  cm  the  information  articulated  in  this  motion. 

BURDEN  OF  PERSUASION  AND  BURDEN  OF  PROOF 

(U)  The  burden  of  proof  on  any  factual  issue,  the  resolution  of  which  is  necessary  to 
decide  a  motion,  shall  be  by  preponderance  of  the  evidence.  RCM905(cXO  The  burden  of 
persuasion  on  any  factual  issue,  the  resolution  of  which  is  necessary  to  decide  a  motion,  shall  be 
on  the  moving  party.  RCM  905(cX2). 


FACTS 


*  (U)  This  motion  was  originally  filed  on  31  January  2013.  On  1  February  2013.  the  Court  advised  the 
Government  that  it  did  not  accept  the  motion  as  it  was  signed  by  CPT  Katharine  Mjtroka.  a  person  who  has  not  been 
detailed/qnalified/ceitified  to  this  case  on  the  record.  Although  CPT  Mitroka  was  detailed  to  this  case  by  the  SJA. 
USAMDW.  on  2  November  2012.  her  detail  has  not  been  announced  on  the  record.  The  Government  resubmits  its 
motion. 


APPELLATE  EXHIBIT_V£iL 
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(U)  The  Accused  is  charged  with  aiding  the  enemy  by  giving  intelligence,  one  specification 
of  disorders  and  neglects  to  the  prejudice  of  good  order  and  discipline  and  service  discrediting, 
eight  specifications  alleging  misconduct  in  violation  of  18  U.S.C.  §  793(e),  five  specifications 
alleging  misconduct  in  violation  of  18  U.S.C.  §  641,  two  specifications  alleging  misconduct  m 
violation  of  18  U.S.C.  §  1030(a)(1),  and  five  specifications  of  violating  a  lawful  general 
regulation,  in  violation  of  Articles  104, 134,  and  92,  Uniform  Code  of  Military  Justice  (UCMJ). 
See  Charge  Sheet.  A  total  of  nine  charged  specifications  allege  the  unauthorized  possession  or 
disclosure  of  classified  information.  See  id.  Since  its  first  proposed  corat  calendar,  dated  21 
February  2012,  die  Prosecution  has  notified  die  Court  that  a  separate  Grander)  session  would  be 
required  in  order  to  evaluate  and  establish  procedures  for  managing  the  high  volume  of  classified 
information  involved  in  the  case.  See  AE  1 . 

(U)  At  tlits  rime,  the  United  States  intends  to  call  141  witnesses.  See  AE  Government's 
3 1  January  2013  Witness  list  #4  filing.  Approximately  73  of  those  witnesses’  testimony  will 
involve  classified  information.  See  id.  The  United  States  requests  courtroom  closure  to  take 
classified  testimony  for  less  than  half  of  these  witnesses. 

LEGAL  AUTHORITY 

(U)  “fljn  all  criminal  prosecutions,  die  accused  shall  enjoy  the  right  to  a  speedy  rod 
public  trial.  ”  U.S.  Const  amend.  VL  The  right  to  a  public  trial  also  extends  to  die  public’s  right 
to  attend  courts-martial.  See  United  States  v.  Hershey,  20  M  J.  433, 435-36  (C.MA.  1985). 
However,  “the  right  to  a  public  trial  is  no4  absolute.”  Grande n,  2  MJ.  at  120.  In  particular, 

MRE  505  authorizes  the  closure  of  a  court-martial  during  presentation  of  classified  information 
MRE  505®(5).  Additionally,  RCM  806  states  that  courts-martial  shall  be  open  to  the  public 
unless:  (1)  there  is  a  substantial  probability  that  an  overriding  interest  will  be  prejudiced  if  the 
proceedings  remain  open;  (2)  closure  is  no  broader  than  necessary  to  protect  the  overriding 
interest;  (3)  reasonable  alternatives  to  closure  were  considered  and  found  inadequate;  and  (4)  the 
military  judge  makes  case-specific  findings  on  the  record  justifying  closure.  See  RCM 
SG6(bX2);  Hershey ,  supra. 

RESPONSE  TO  COURT’S  11  DECEMBER  2012  RULING  AND  BASIS  FOR  RELEIF 


L  INFORMATION  PROTECTIONS 

A.  Practical  Implementation  of  Alternatives 

(U)  Below,  the  United  States  sets  forth  its  understanding  of  how  tire  alternatives  articulated 
by  the  Court  are  practically  implemented  rod  identifies  their  limitations.  Specifically,  it  covers: 
declassification,  redaction,  rod  substitutions,  as  well  as  stipulations,  use  of  code  words  or  special 
names,  use  of  screens,  disguises,  code  names  for  classified  witnesses,  electronic  imagery,  and  the 
“silent  witness  rale”.  They  are  organized  below  into  categories  based  on  the  type  of  evidence  a 
given  alternative  is  designed  to  protect. 
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1-  (U)  Alternatives  Useful  for  Documentary  or  Physical  Material  Only 


(U)  Redactions.  Redaction  entails  blocking  out  words  and  phrases  from  written 
documents  to  avoid  disclosure  to  an  audience  unauthorized  to  view  the  hidden  information.  It  is 
useful  only  when  dealing  with  written  material  whose  value  derives  not  from  the  hidden  contest 
bat  from  some  other  unclassified  attribute  or  context. 


(U)  Example:  The  legal  importance  of  a  document  could  exist  solely  in  its 
designation  as  “classified".  If  relevant  and  necessary,  this  attribute  could  be  presented  to  the 
fact-finder  via  the  introduction  of  the  document  -  with  all  substantive  content  redacted  and  only 
header/footer  classification  markings  available  for  open  viewing. 

(U)  Imagery.  Classified  information  could  be  shown  to  a  limited  population  through 
the  use  of  either  an  electronic  display,  such  as  a  screen  or  monitor,  or  through  a  non-electronic 
display,  such  as  a  care  frilly-positioned  poster  or  hmitedly-drstributed  print-out.  Yet,  by  their 
very  nature,  such  actions  must  be  applied  to  an  actual  physical  document  or  image  and  cannot  be 
applied  to  oral  testimony.  Additionally,  imagery  alone  does  not  allow  for  the  classified  content 
displayed  to  be  openly  discussed  or  evaluated. 

(U)  Example:  Classified  crime  scene  photos  could  be  shown  to  the  parties  and  fact¬ 
finder,  far  their  contextual  reference,  without  that  location  needing  to  be  substantively  discussed. 

(U)  SiSeat  Witness  Role.  The  Silent  Witness  Role  (SWR)  would  allow  for  evidence 
to  be  presented  by  a  witness  to  the  fact-finder  and  the  patties  while  being  withheld  from  the 
public.  Under  die  SWR,  a  classified  document  is  introduced  via  witness  testimony  concerning 
the  facts  necessary  to  authenticate  and  admit  the  document  without  discussing  its  substantive 
material.  Instead,  the  document  may  have  portions  marked  or  tabbed,  so  that  counsel  and  the 
witness  can  discuss  sections  of  the  document  in  an  unclassified  way  while  providing  the  Court 
with  the  classified  point  of  reference.  However,  the  SWR  is  appropriate  when  the  Court’s 
attention  need  only  be  directed  to  documentary  content  that  is  otherwise  self-explanatory,  or  for 
foe  authentication  and  description  of  physical  or  documentary  evidence.  That  is.  Bice  with 
imagery,  the  SWR  does  not  allow  classified  analytic  content  (such  as  evaluation  ofharm/damage 
or  expression  of  national  security  interests  at  stake)  to  be  substantively  discussed. 

(U)  Example:  This  rule  could  be  used  in  conjunction  with  the  types  of  imagery 
described  above.  For  example,  a  document  could  be  displayed  on  a  screes  for  the  fscl-finder 
and  parties,  and  then  referenced  by  the  witness  using  terms  like  " upper  right  hand  comer "  or 
"die  third  paragraph.  "  Alternatively,  two  identical  pictures  could  be  displayed  before  the  Court 
-  one  from  the  accused’s  personal  media  and  the  other  from  a  classified  database.  A  witness 
could  draw  the  Court’s  attention  to  the  evidence  at  issue  by  circling/highlightmg  certain  sections 
with  a  special  pen  -  the  markings  of  which  are  only  visible  to  those  persons  viewing  the 
document  on  the  monitor. 
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(U)  Physical  Screens  and  Disguises.  Screens  or  disgmses  may  be  used  to  protect  the 
identity  or  description  of  a  particular  witness.  However,  as  such  devices  only  prevent  visual 
communication.  They  would  not  protect  th c  substance  of  classified  content  that  witness  may 
haw  to  orally  convey. 

(IJ)  Example:  A  person  associated  with  an  operation  or  organization  whose 
connection  to  these  proceedings  is  classified  could  appear  in  a  disguise  or  testify  from  behind  a 
screen,  so  that  his/her  identity  is  not  disclosed  to  the  general  public.  Such  measures  would 
however  leave  the  content  of  that  person 's  testimony  unprotected. 

2.  fU>  Alternatives  Useful  for  Written  or  Oral  Material  but  with  limited  Applicability 

(U)  Substitution.  Substitution  entails  providing  a  summary  or  alternative  description 
of  classified  material.  Substitutions  could  potentially  be  employed  for  either  oral  or 
documentary  evidence.  However,  substitutions  and  summaries  are  helpful  only  if  the  legal 
importance  of  the  testimony  derives  from  the  unclassified  significance  of  the  subject  matter  and 
not  from  the  classified  details  from  which  that  significance  arises. 

(U)  Example:  Much  like  a  filing  that  may  include  classified  and  unclassified 
paragraphs  when  making  an  argument,  a  witness  may  be  able  to  make  same  statements 
unclassified  by  summarizing  impact  in  a  non-specific  way,  without  communicating  classified 
specific  examples  of  that  impact.  However,  like  in  a  filing,  the  fact-finder  may  need  additional 
context  in  order  to  adjudge  true  impact,  or  the  counsel  may  be  need  to  hear  specific  examples  in 
order  to  challenge  the  thoroughness  of  the  witness 's  evaluation  of  them.  Therefore,  if  only 
substitutions  ami  summaries  are  available  for  the  evaluation  of  otherwise  classified  information, 
die  accused ‘s  ability  to  fully  and  thoroughly  cross-examine  a  witness  amid  be  curtailed. 

(U)  Code  Words/Naraes.  The  use  of  code  words  and  names  to  convey  information 
would  require  the  development  and  use  of  a  legend  to  keep  track  of  the  alternative  expressions, 
like  substitution  and  summary,  such  an  alternative  could  be  help  fill  to  elicit  evidence  in  written 
or  oral  form.  However,  when  used  by  a  live  witness,  the  use  of  code  or  alternative  descriptions 
is  appropriate  only  in  situations  which  require  the  protection  of  single  names  or  uncomplicated 
material.  For  three  main  reasons,  such  an  “alternative’'  is  not  viable  for  witnesses  who  will  need 
to  contextualize  his/her  testimony  and  explain  mianced  sod  complicated  issues.  First,  if  applied 
to  complicated  material,  direct  examinations  would  become  unduly  confusing  and  burdensome. 
The  testimony  would  sound  similar  to  the  following;  “This  document,  which  describes  ‘Country 
A’  providing  ‘information  24’  to  ‘Country  Q’  relates  to  the  national  defense  for  ‘Reason  89’. 

The  document  was  closely  held  and  might  be  useful  to  the  enemy  for  ‘Reason  412’.”  Second, 
like  with  substitutions,  reliance  on  code  names  and  words  can  restrict  an  accused’s  ability  to 
cross-examine  witnesses.  For  example,  when  answering  cross-examination  questions,  a  witness 
would  have  to  take  tune  to  locate  the  code  words  and  reasons  appropriate  for  his  answer  from 
within  a  compendium  developed  for  trial  and  then  would  be  confined  to  rely  on  these  pre-set 
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answers,  which  may  not  adequately  captain?  the  nuance  and  complexity  the  witness  may  wish  to 
convey.  Finally,  the  whole  point  behind  using  substitute  words  and  legeads  might  be  defeated 
by  tihe  context  in  which  they  are  implemented.  That  is,  unauthorized  listeners  may  be  able  to  tell 
what  is  being  discussed  through  context  clues. 

(U)  Example:  Code  or  alternative  words/names  co/uld  be  used  to  prevent  closure  if  a 
witness  providing  an  unclassified  summary  of  cm  operation,  also  used  different  manes  for 
individuals  involved  in  the  operation.  Like  a  disguise  or  screen  described  above  a  code  name 
can  protect  the  identity  of  witnesses  -  warranted  either  because  their  connection  to  these  issues 
is  classified,  or  because  they  remain  mvofved  m  an  on-going  classified  operation  being 
discussed. 


3.  (TJ)  Alternatives  Rapdering  Protection  of  Information  a  Non-issue 

(U)  Declassification.  Material  correctly  classified  ( See  Executive  Oder  13526,  Sec. 
3.1(e))  for  the  national  security  reasons  outlined  in  Sections  1.2  and  1.4  of  Executive  Order  (EO) 
13526  is  subject  to  declassification  in  three  circumstances.  First,  when  protection  is  no  longer 
warranted,  an  OCA  or  owning  agency  may  declassify  the  material  sua  sponte  or  m  response  to  a 
request  See  Id.  at  Sec  J. 1(b).  In  either  event  the  decision  hangs  on  whether  reasons  for 
classification  still  exist.  See  Id.  at  Sec. 3. 5(c).  Second,  an  agency  head  has  determined 
declassification  is  in  the  public  interest.  See  Id.  at  Sec.  3.1(d).  And  finally,  rt  is  appropriate 
when  tiie  material  is  at  least  twenty-five  (25)  years  old,  of  statutorily-defined  historical 
significance,  and  not  subject  to  a  specified  exception.  See  Id.  at  Sec.  33.  Therefore 
declassification  is  not  a  viable  alternative  when  information  is  recent,  has  not  been  found  by  an 
agency  head  to  be  in  the  public  interest,  and  still  requires  protection  in  the  interests  of  national 
security.  All  of  the  compromised  classified  information  in  this  case  is  recent.  Much  of  the 
material  at  issue  in  this  case  has  undergone  a  classification  review  and  not  been  declassified.  In 
short,  the  information  still  implicates  national  security  interests  in  need  of  the  protection 
classification  affords. 

(U)  Example:  A  presidential  paper  written  three  decades  ago  may  be  automatically 
declassified. 


(U)  Stipulations.  The  United  States  is  willing  to  consider  stipulations  of  fact  and/or 
expected  testimony  Both  parties  must  agree  to  a  stipulation  of  fact  and/m  expected  testimony. 
Such  an  agreement  may  obviate  the  need  to  call  one  or  more  witnesses  -  including  those  named 
in  the  present  motion  Stipulations  of  fact  can  aid  tbe  efficiency  of  the  proceeding  by  afiowing 
document  admissibility  or  characteristics  to  be  set  before  the  Court,  and  thereby  avoid  tbe  need 
to  call  authentication  witnesses  and  allow  the  Court  more  time  to  hear  other  information 
requiring  its  consideration  as  fact-finder.  Stipulations  of  expected  testimony  might  be  helpful  if 
both  sides  agree  that  a  witness  would  provide  facts  with  much  the  same  legal  significance  as  a 
stipulation  of  fact  could  secure  about  authenticity.  For  example,  a  stipulation  of  expected 
testimony  may  be  prudent  when  both  sides  agree  a  record  clerk  would  testify  that  he  signed  a 
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certified  copy.  However,  simulations  of  fact,  and  especially  of  expected  testimony,  do  have 
limited  pendency.  Neither  form  allows  for  nuance  or  context  of  the  stipulated  material  to  be 
explored  Also,  stipulations  of  expected  testimony,  for  example,  are  not  admissions  of  that 
testimony’s  truth.  They  can  still  be  impeached  and  contradicted  by  the  parties.  See  RCM 
811(e).  And  so,  rf  stipulations  of  expected  testimony  are  used  instead  of  calling  a  witness  to 
testily,  die  fact-finder  may  not  be  able  to  undertake  the  additional  inquiry  necessary  to  evaluate 
the  veracity,  content,  and  weight  of  the  testimony  covered  by  the  stipulation 


(U)  Example:  A  stipulation  as  to  the  admissibility  of  a  computer  server  log,  may 
obviate  the  need  far  a  witness  to  testify  about  the  classified  systems  that  produced  the  log,  a 
necessary  predicate  to  authentication. 


B.  List  of  Classified  Information  Necessitating  Closure 

(U)  Each  of  the  alternatives  described  above  will  be  used  to  the  greatest  extent  possible  in 
this  proceeding.  For  example,  if  only  the  identity  of  a  witness  need  be  protected,  subject  to  the 
Court’s  authorization,  the  United  States  will  devise  and  use  a  disguise  and  alternate  name.  Or,  if 
a  classified  document  need  only  be  described  to  die  coart,  classified  information  will  be 
redacted.  And,  if  a  document  can  speak  for  itself  the  United  States  will  arrange  for  the  classified 
content  of  the  document  to  be  available  only  to  the  parties  *nd  the  fact- finder.  A  witness  will 
then  orient  die  Court  to  the  document  through  the  use  of  special  viewing  equipment  and 
unclassified  oral  descriptions  The  United  States  understands  this  to  be  consistent  with  the 

1  leT^O^CM  SCalPer  aPpf°aCil  feqUired  ~  Gnmden, 


(U)  For  die:  specific  areas  of  testimony  concerning  classified  information,  identified  by 
witness  below,  do  ineaamgfiil  or  effective  alternative  exists.  With  this  motion,  the  United  States 
moves  the  Court,  under  the  procedures  described  in  Section  If  to  order  courtroom  closure  in 
aider  to  bear  die  classified  testimony  of  the  below-named  witnesses.  Again,  the  United  States 
understands  such  targeted  closure  to  be  responsive  die  burden  of  instituting  closure  only  to 
protect  an  “overriding  interest”  in  a  way  “no  broader  than  necessary”  in  the  event  alternatives  are 
inadequate.  See  RCM  806(b)(2). 

(U)  The  information  articulated  below  is  organized  by  witness  simply  because  the  evidence 
will  be  elicited  in  oral  form  Following  each  witness  name  appears  the  classified  subject  matter 
to  which  he/she  will  testify.  Pursuant  to  RCM  806(bX2),  the  description  also  offers  (a)  die 
reasoning  behind  this  classification  in  order  to  communicate  the  “overriding  interest”  at  risk  of 
prejudice;  (b)  an  explanation  as  to  why  closure  is  a  remedy  “no  broader  than  necessary”  to 
protect  this  interest;  and,  by  reference  to  the  practical  limitations  described  above,  (c)  die  reason 
other  “alternatives”  are  inadequate.  In  addressing  overriding  interest,  mid  only  where  necessary, 
die  United  States  provides  a  classified  proffer  of  the  piece  of  information  these  witnesses  will 
address  as  well  as  an  unclassified  identification  of  the  overriding  national  security  interest 
pursuant  to  which  this  piece  of  information  is  classified. 
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1.  OJ)  BG  (Ret)  Robert  Car,  Defense  Intelligence  Agency 

a.  (U)  Classified  Information  and  Overriding  Interest 


(2)  (U)  This  portion  of  BG  (Ret)  Carr’s  testimony  relates  to  interests  of 

national  security  addressed  in  EO  13526,  Section  1.4(aXcXd). 

b.  (U)  Scope  of  Closure.  The  Corot  would  be  closed  only  at  the  point  which  the 
wetness  must  disclose  classified  information.  The  closure  would  therefore  be  no  broader  than 
necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  Should  the  witness  require  the  use  of  any  classified  documents,  they  will  be  used 
under  the  SWR  and/or  projected  by  electronic  displays,  unless  their  content  must  be  discussed  or 
evaluated.  As  the  witness’s  participation  is  itself  not  classified,  no  disguises  or  screens  will  be 
necessary  to  shield  the  witness  s  identity  from  the  public.  The  classified  content  of  the  material 
the  witness  will  address,  and  not  just  its  overall  significance,  is  necessary  ami  relevant. 

Therefore  unclassified  summary  is  untenable.  Finally,  the  witness  will  be  testifying  to  nuanced 
information  requiring  complicated  explanation  and  must  remain  free  to  describe  it  to  file  parties 
and  fact-finder  as  they  may  require.  Therefore,  the  witness’s  testimony  cannot  be  reduced  to 
code.  No  stipulations  have  been  agreed  upon  to  date,  although  a  possibility  for  this  witness  if 
both  parties  agree.  Finally,  for  the  reasons  articulated  above,  the  information  at  issue  is  currently 
classified  and  mil  be  at  the  time  of  the  trial,  as  harm  could  still  occur  as  a  result  of  unauthorized 
disclosure.  Therefore  declassification  is  not  warranted. 

2.  fLO  Col  Julian  Chesautt.  Defense  Intelligence  Agency 

a.  (U)  Classified  Information  and  Overriding  Interest 


(2)  (U)  This  portion  of  Col  Chesmrtt’s  testimony  relates  to  interests  of 

national  security  addressed  in  EO  13526,  Section  I.4(aXeXd). 

b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  at  fihe  point  which  the 
witness  must  disclose  classified  information  The  closure  would  therefore  be  no  broader  than 
necessary  to  protect  the  classified  information 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  Should  the  witness  require  the  use  of  any  classified  docuuuaots,  they  wiE  be  used 
under  the  SWR  and/or  projected  by  electronic  displays,  unless  their  content  must  be  discussed  or 
evaluated.  As  the  witness’s  participation  is  itself  not  classified,  no  disgraces  or  screens  will  be 
necessary  to  shield  the  witness’s  identity  from  the  public.  The  classified  content  of  the  material 
the  witness  will  address,  and  not  just  its  overall  significance,  is  necessary  and  relevant 
Therefore  unclassified  summary  is  untenable.  Finally,  the  witness  will  be  testifying  to  auanced 
information  requiring  complicated  explanation  and  must  remain  free  to  describe  it  to  the  parties 
and  fact-finder  as  they  may  require.  Therefore,  the  witness’s  testimony  cannot  be  reduced  to 
code.  No  stipulations  have  been  agreed  upon  to  date,  although  a  possibility  for  this  witness  if 
berth  parties  agree.  Finally,  for  the  reasons  articulated  above,  die  information  at  issue  is  currently 
classified  mid  will  be  at  foe  time  of  the  trial,  as  harm  could  still  occur  as  a  result  of  unauthorized 
disclosure.  Therefore  declassification  is  not  warranted. 


(2)  (U)  This  portion  of  testimony  relates  to  interests  of  national  security 
addressed  in  EO  13526,  Section  1.4(c). 
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b.  (U)  Scope  of  Closure, 


(2)  (U)  As  the  witness’s  association  with  this  proceeding  as  well  as  the 
subject  matter  o  f  testimony  is  classified,  the  courtroom  closed  for  the  entirety  of  this  isdrvktusTs 
testimony,  including  the  announcement  of  the  witness’s  name. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  Should  the  witness  require  the  use  of  any  classified  documents,  they  will  be  used 
under  die  SWR  and/or  projected  by  electronic  displays,  unless  their  content  most  be  discussed  or 
evaluated.  As  the  witness’s  identity  is  itself  not  classified,  no  disguises  or  screens  will  be 
necessary  to  shield  die  witness’s  identity  from  die  public.  The  classified  content  of  the  material 
the  witness  will  address,  and  not  just  its  overall  significance,  is  necessary  and  relevant. 

Therefore  unclassified  summary  is  untenable.  Finally,  the  witness  will  be  testifying  to  nuanced 
information  requiring  complicated  explanation  sad  must  remain  free  to  describe  it  to  the  fact¬ 
finder  and  parties  as  they  may  require  Therefore,  the  witness's  testimony  cannot  be  reduced  to 
code.  No  stipulations  have  been  agreed  upon  to  date,  although  a  possibility  for  this  witness  if 
both  parties  agre  e.  Stipulations  may  be  useful  to  establish  classification  level  as  a  fact,  and,  if 
relevant,  to  memorialize  the  admissibility  of  material  such  as  the  charged  documents.  Finally, 
for  the  reasons  articulated  above,  the  information  at  issue  is  currently  classified  and  will  be  at  the 
time  of  the  trial,  as  harm  could  still  occur  as  a  result  of  unauthorized  disclosure.  Therefore 
declassification  is  not  warranted. 

4,  (in  Ms.  Elizabeth  Dibble,  Principal  Deputy  Assistant  Secretary,  Bureau  of  Near 
Eastern  Affairs.  Department  of  State 


a.  (U)  Classified  Information  and  Overriding  Interest. 


(2)  (U)  This  portion  of  Ms.  Dibble’s  testimony  relates  to  interests  of  national 

security  addressed  in  EO  13526,  Section  1  4{eXd). 

b.  (U)  Scope  of  Clesnre.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  disclose  classified  information.  The  closure  would  therefore  be  no  broader  than 
necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  Should  the  witness  require  die  use  of  any  classified  documents,  they  will  be  used 
under  the  SWR  and/or  projected  by  electronic  displays,  unless  their  content  must  be  discussed  or 
evaluated.  As  the  witness’s  participation  is  itself  not  classified,  no  disguises  or  screaks  will  be 
necessary  to  shield  the  witness’s  identity  from  the  public.  The  classified  content  of  the  material 
the  witness  will  address,  and  not  just  its  overall  significance,  is  necessary  and  relevant 
Therefore  unclassified  summary  is  untenable.  Finally,  the  witness  will  be  testifying  to  nuanced 
information  requiring  complicated  explanation  and  must  remain  free  to  describe  it  to  the  parties 
and  the  fact-finder  as  they  may  require.  Therefore,  the  witness’s  testimony  cannot  be  reduced  to 
code.  No  stipulations  have  been  agreed  upon  to  date,  although  a  possibility  for  this  witness  if 
both  parties  agre  e.  Finally,  for  tire  reasons  articulated  above,  tie  information  at  issue  is  currently 
classified  and  will  be  at  the  time  of  the  trial,  as  harm  could  still  occur  as  a  result  of  unauthorized 
disclosure.  Therefore  declassification  is  not  warranted. 

5.  OJ)  John  Doe.  Department  of  Defense 

(U)  Court  closure  information  for  this  witness  is  listed  within  the  government’s  MRE 
505(iX2)  motion  fifed  on  3  i  January  2013. 

6.  on  RADM  Kevin  Donegan,  Director,  Naval  Warfare  Integration,  Pentagon 


a.  (U)  Classified  Information  and  Overriding  Interest 


(2)  (U)  This  portion  of  RADM  Donegan’s  testimony  relates  to  interests  of 
national  security  addressed  in  EO  13526,  Section  1.4(aXeXd). 
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b.  (U)  Scope  ftfctoswre.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  disclose  classified  in  formation  The  closure  would  therefore  be  no  broader  than 
necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  Should  the  witness  require  the  use  of  any  classified  documents,  they  will  be  used 
under  the  SWR  and/or  projected  by  electronic  displays,  unless  their  content  must  be  discussed  or 
evaluated.  As  the  witness's  participation  is  itself  not  classified,  no  disguises  or  screens  will  be 
necessary  to  shield  foe  witness's  identity  from  foe  public.  The  classified  content  of  the  material 
the  witness  will  address,  and  not  just  its  overall  significance,  is  necessary  and  relevant. 

Therefore  unclassified  summary  is  untenable.  Finally,  the  witness  will  be  testifying  to  nuanced 
information  requiring  complicated  explanation  and  must  remain  free  to  describe  it  to  foe  fact¬ 
finder  aud  parties  as  they  may  require.  Therefore,  the  witness’s  testimony  cannot  be  reduced  to 
code.  No  stipulations  have  been  agreed  upon  to  date,  although  a  possibility  for  this  witness  if 
both  parties  agree.  Finally,  for  foe  reasons  articulated  above,  foe  information  at  issue  is  currently 
classified  and  will  be  at  foe  time  of  foe  trial,  as  harm  could  still  occur  as  a  result  of  unauthorized 
disclosure.  Therefore  declassification  is  not  warranted. 

7.  (U)  Mr.  John  Feelev,  Principal  Deputy  ofWc^^m 

Hemisphere  Affairs.  Department  of  State 


a.  (U)  Classified  Information  and  Overriding  Interest 


(2)  (U)  This  portion  of  Mr.  Fee  ley's  testimony  relates  to  interests  of  national 
security  addressed  in  EO  13526,  Section  1.4  (bXd). 
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b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  al  the  point  which  the 
witness  must  disclose  classified  information.  The  closure  would  therefore  be  do  broader  than 
necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  Should  the  witness  require  the  use  of  any  classified  documents,  they  will  be  used 
under  the  SWR  and/or  projected  by  electronic  displays,  unless  their  content  must  be  discussed  or 
evaluated.  As  the  witness’s  participation  is  itself  not  classified,  no  disguises  or  screens  will  be 
necessary  to  shield  the  witness’s  identity  from  the  public.  The  classified  content  of  the  material 
the  witness  will  address,  and  not  just  its  overall  significance,  is  necessary  and  relevant. 

Therefore  unclassified  summary  is  untenable.  Finally,  the  witness  will  be  testifying  to  nuanced 
information  requiring  complicated  explanation  and  must  remain  free  to  describe  it  to  the  fact¬ 
finder  and  parties  as  they  may  require.  Therefore,  die  witness’s  testimony  cannot  be  reduced  to 
code.  No  stipulations  have  been  agreed  upon  to  date,  although  a  possibility  for  this  witness  if 
both  parties  agree.  Stipulations  may  be  useful  to  establish  classification  level  as  a  feet,  and,  if 
relevant,  to  memorialize  the  admissibility  of  material  such  as  the  above  documents.  Finally,  fbr 
die  reasons  articulated  above,  the  information  at  issue  is  currently  classified  and  will  be  at  the 
time  of  the  trial,  as  harm  could  still  occur  as  a  result  of  unauthorized  disclosure.  Therefore 
declassification  is  not  warranted. 

8.  rUl  VADM  Robert  Harward.  USCENTCQM 

a.  (U)  Classified  Information  and  Overriding  Interest 

(1)  (U)  VADM  Robot  Harward  will  testify  as  an  ongsnai  classification 
authority  (OCA)  that  charged  USCENTCOM  information  was  properly  classified.  To  explain 
the  basis  of  his  classifications,  he  mast  discuss  the  details  of  the  subject  matter  he  is  classifying 
This  information  is  properly  classified  at  the  SECRET  level  according  to  the  USCENTCQM 
Classification  Review  dated  21  October  2011.  Unauthorized  disclosure  of  this  information  could 
cause  (serious)  damage  to  national  security.  Therefore,  discussion  of  this  information  in  open 
session  would  rmdennine  national  security  interests. 

(2)  (U)  This  portion  of  VADM  Robert  Harward ’s  testimony  relates  to 
interests  of  national  security  addressed  in  EO  13526,  Section  i.4  (aXbXcXg). 

b.  (U)  Scope  of  Closure.  The  Court  would  be  closer!  only  at  the  point  which 
VADM  Robert  Harward  must  disclose  classified  information.  The  closure  would  therefore  be  no 
broader  than  necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  Should  the  witness  require  the  use  of  a uy  classified  documents,  they  will  be  used 
under  the  SWR  and/or  projected  by  electronic  displays,  unless  their  content  must  be  discussed  or 
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evaluated  As  the  witness’s  participation  is  itself  sot  classified,  no  disguises  or  screens  will  be 
necessary  to  shield  the  witness’s  identity  from  the  public.  The  classified  content  of  the  roatenai 
the  witness  will  address,  and  not  just  its  overall  significance,  is  necessary  and  relevant. 

Therefore  unclassified  summary  is  untenable.  Finally,  the  witness  will  be  testifying  to  mianced 
information  requiring  complicated  explanation  and  must  remain  free  to  describe  it  to  the  fact¬ 
finder  and  parties  as  they  may  reqrtke.  Therefore,  the  witness’s  testimony  cannot  be  reduced  to 
code.  No  stipulations  have  been  agreed  upon  to  date,  although  a  possibility  for  this  witness  if 
both  parties  agree.  Stipulations  may  be  useful  to  establish  classification  level  as  a  feet,  and,  if 
relevant,  to  meronrwliyj  the  admissibility  of  material  such  as  the  charged  documents.  Finally, 
feu  the  reasons  articulated  above,  the  information  at  issue  is  currently  classified  md  will  be  at  the 
time  of  the  trial,  as  harm  could  still  occur  as  a  result  of  unauthorized  disclosure.  Therefore 
declassification  is  not  warranted. 

9.  (U)  Mr.  Patrick  Hoeffel,  Intelligent  Software  Solutions,  Inc. 

a.  (U)  Classified  Information  and  Overriding  Interest 

(1)  (U)  Mr.  Patrick  Hoeftel  will  testify  about  the  CIDNE  database  and  how  it 
appeared  at  a  particular  time,  including  classified  information.  This  information  is  properly 
classified  at  the  SECRET  level  according  to  the  USCENTCOM  Classification  Review  dated  21 
October  2011.  Unauthorized  disclosure  of  it  could  cause  damage  to  national  security.  Therefore, 
discussion  of  this  information  in  open  session  would  undermine  national  security  interests. 

(2)  (U)  This  portion  of  testimony  relates  to  interests  of  national  security 
addressed  in  EO  13526,  Section  1.4  (a)(b). 

b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  disclose  classified  information.  The  closure  would  therefore  be  no  broader  than 
necessary  to  protect  the  classified  information 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  Should  fee  witness  require  fee  use  of  any  classified  documents,  they  will  be  used 
under  the  SWR  and/or  projected  by  electronic  displays,  unless  their  content  must  be  discussed  or 
evaluated.  As  die  witness’s  participation  is  itself  not  classified,  no  disguises  or  screens  will  be 
necessary  to  shield  the  witness’s  identity  from  the  public.  The  classified  content  of  fee  material 
the  witness  will  address,  and  not  just  its  overall  significance,  is  necessary  and  relevant. 

Therefore  unclassified  summary  is  untenable.  Finally,  the  witness  will  be  testifying  to  tmaaced 
information  requiring  complicated  explanation  and  must  remain  free  to  describe  it  to  the  fact¬ 
finder  and  pertkis  as  they  may  require.  Therefore,  the  witness’s  testimony  cannot  be  reduced  to 
code.  No  stipulations  have  been  agreed  upon  to  date,  although  a  possibility  for  this  witness  if 
both  parties  agree.  Stipulations  may  be  useful  to  establish  classification  level  as  a  feet,  and,  if 
relevant,  to  memorialize  the  admissibility  of  material  such  as  fee  CIDNE  SK3ACTS.  Finally,  for 
fee  reasons  articulated  above,  the  information  at  issue  is  currently  classified  and  will  be  at  the 
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time  of  the  trial,  as  harm  could  still  occur  as  a  result  of  unauthorized  disclosure.  Therefore 
declassification  is  not  warranted. 

10.  OJ>  Mr.  Thomas  Hoskins.  USCENTCOM 

a.  (U)  Classified  Information  and  Overriding  Interest 

(1)  (U)  Mr.  Thomas  Hoskins  will  testify  about  the  content  of  charged 
USCENTCOM  documents  containing  J-S  information,  and  why  the  information  relates  to  the 
national  defense,  including  classified  information.  This  information  is  properly  classified  at  the 
SECRET  level  according  to  the  USCENTCOM  Classification  Review  dated  2 1  October  2011. 
Unauthorized  disclosure  of  it  could  cause  severe  damage  to  national  security.  Therefore, 
discussion  of  this  information  in  open  session  would  undermine  national  security  interests. 

(2)  (U)  This  portion  of  Mr.  Hoskins’  testimony  relates  to  interests  of  national 
security  addressed  in  EO  13526,  Section  1.4(aXe). 

b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  disclose  classified  information.  The  closure  would  therefore  be  no  broader  than 
necessary  to  protect  the  classified  information. 


c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  Shou  ld  the  witness  require  the  use  of  any  classified  documents,  they  will  be  used 
under  the  SWR  and/or  projected  by  electronic  displays,  unless  their  content  must  be  discussed  or 
evaluated.  As  the  witness’s  participation  is  itself  not  classified,  no  disguises  or  screens  will  be 
necessary  to  shield  the  witness’s  identity  from  the  public.  The  classified  content  of  die  material 
the  witness  will  address,  and  not  just  its  overall  significance,  is  necessary  and  relevant. 

Therefore  unclassified  summary  is  untenable  Finally,  die  witness  will  be  testifying  to  uasaced 
information  requiring  complicated  explanation  and  must  remain  free  to  describe  it  to  die  fact¬ 
finder  and  parties  as  they  may  require  Therefore,  the  witness’s  testimony  cannot  be  reduced  to 
code.  No  stipulations  have  been  agreed  upon  to  date,  although  a  possibility  for  this  witness  if 
both  parties  agree.  Stipulations  may  be  useful  to  establish  classification  level  as  a  foci,  and,  if 
relevant,  to  memonalize  the  admissibili  ty  of  material  such  as  t3he  charged  documents.  Finally, 
for  the  reasons  articulated  above,  the  information  at  issue  is  currently  classified  and  will  be  at  the 
time  of  the  trial,  as  harm  could  still  occur  as  a  result  of  unauthorized  disclosure.  Therefore, 
declassification  is  not  warranted 


11.  (U)  AMB  Patrick  F  Kennedy,  Under  Secretary  for  Management.  Department  of  State 
a.  (U)  Classified  Information  and  Overriding  Interest 


(2)  (U)  This  portion  of  AMB  Kennedy's  testimony  relates  to  interests  of 

national  security  addressed  in  EO  13526,  Section  1.4<cXd>- 

b.  (U)  Scope  of  Closure.  Ifie  Court  would  be  dosed  only  at  die  point  which  the 
witness  must  dnictose  classified  information.  The  closure  would  therefore  be  »o  broader  than 
necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testenosy  will  be  offered  orally,  it  is  not  capable  of 
redaction.  Should  the  witness  require  die  use  of  any  classified  documents,  they  will  be  used 
under  the  SWR  and/or  projected  by  electronic  displays,  unless  their  content  most  be  discussed  or 
evaluated  As  the  witness’s  participation  is  itself  not  classified,  no  disguises  or  screens  will  be 
necessary  to  shield  the  witness’s  identity  from  the  public.  The  classified  content  of  the  material 
the  witness  will  address,  and  not  just  its  overall  significance,  is  necessary  and  relevant. 

Therefore  unclassified  summary  h  untenable.  Finally,  the  witness  will  be  testifying  to  ousted 
information  requiring  complicated  explanation  and  must  remain  free  to  describe  it  to  fact-finder 
and  parties  as  they  may  require  Therefore,  the  witness’s  testimony  cannot  be  reduced  to  code. 
No  stipulations  have  been  agreed  upon  to  date,  although  a  possibility  for  this  witness  if  both 
parties  agree.  Finally,  for  foe  reasons  articulated  above,  foe  information  at  issue  is  currently 
classified  and  will  be  at  the  time  of  the  trial,  as  ham  could  still  occur  as  a  result  of  unauthorized 
disclosure.  Therefore  declassification  is  not  warranted 


12.  flJ)  Mr.  John  Kirchhofer,  Defense  Intelligence  Agency 

a.  (U)  Classified  Information  and  Overriding  Interest 


(2)  (U)  This  portion  of  Mr.  Kirchhofer's  testimony  relates  to  interests  of 


national  security  addressed  in  EO  13526,  Section  1.4(aXd). 

b.  (U)  Scope  ef  Closure.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  disclose  classified  information.  The  closure  would  therefore  be  no  broader  than 
necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  Should  the  witness  require  the  use  of  any  classified  documents,  they  will  be  used 
under  the  SWR  and/or  projected  by  electronic  displays,  unless  then  content  must  be  discussed  or 
evaluated.  As  die  witness’s  participation  is  itself  not  classified,  no  disguises  or  screens  will  be 
necessary  to  shield  the  witness’s  identity  from  the  public.  The  classified  content  of  the  material 
the  witness  will  address,  and  not  just  its  overall  significance,  is  necessary  and  relevant. 

Therefore  unclassified  summary  is  untenable.  Finally,  the  witness  will  be  testifyhg  to  auanced 


KD  free  to  describe  it  to  the  fact¬ 


finder  and  parties  as  they  may  require.  Therefore,  the  witness’s  testimony  cannot  be  reduced  to 
code.  No  stipulations  have  been  agreed  upon  to  date,  although  a  possibility  for  this  witness  if 
both  parties  agree.  Finally,  for  the  reasons  articulated  above,  the  information  at  issue  is  currently 
classified  and  will  be  at  die  time  of  die  dial,  as  harm  could  still  occur  as  a  result  of  unauthorized 
disclosure.  Therefore  declassification  is  not  warranted. 

13.  tin  AMR  Michael  Kozak  Department  of  State 

a.  (U)  Classified  Information  »d  Overriding  Interest. 

(1)  (U)  AMB  Michael  Kozak  will  testify  on  sentencing  about  the  impact  on 

tn&vidBais  identified  as  persons  at  risk  by  the  Department  of  State,  including  classified 
information.  Th  is  testimony  will  not  include  PH  of  any  specific  individual.  This  information  is 
property  classified  at  the  SECRET  level  according  to  die  Department  of  State  Classification 
Guide  (DSCG  1 1-01,  dated  May  201 1).  Unauthorized  disclosure  of  this  information  could  cause 
serious  damage  to  national  security.  Therefore,  discussion  of  this  information  hi  open  session 
would  undermine  national  security  interests. 


(2)  (U)  This  portion  of  AMB  Kozak’s  testimony  relates  to  interests  of  national 


security  addressed  in  EO  13526,  Section  1.4(d). 

b.  (II)  Scope  of  Closure.  The  Court  would  be  closed  only  at  the  pomt  which  the 
witness  dhclose  classified  information.  The  closure  would  therefore  he  no  broader  than 
necessary  to  protect  the  classified  information 

c.  (U)  Alternatives.  As  tins  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction  Should  the  witness  require  the  use  of  any  classified  documents,  they  will  be  used 
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under  die  SWR  and/or  projected  by  electronic  displays  unless  their  content  must  be  discussed  or 
evaluated.  As  die  witness’s  participation  is  itself  not  classified,  no  disguise*  or  screens  will  be 
accessary  to  shield  the  witness’s  identity  from  the  public.  Tbe  classified  content  of  the  material 
the  witness  will  address,  and  not  just  its  overall  significance,  is  necessary  and  relevant 
Therefore  unclassified  summary'  is  untenable.  Finally,  the  witness  will  be  testifying  to  nuanced 
information  requiring  complicated  explanation  and  must  remain  free  to  describe  h  to  the  fact¬ 
finder  and  parties  as  they  may  require.  Therefore,  tbe  witness’s  testimony  cannot  be  reduced  to 
code.  No  stipulations  have  been  a^eed  upon  to  date,  although  a  possibility  for  this  witness  if 
both  parties  agree  Finally,  for  the  reasons  articulated  above,  the  information  at  issue  is  currently 
classified  and  will  be  at  the  time  of  the  trial,  as  harm  could  still  occur  as  a  result  of  unauthorized 
disclosure.  Therefore  declassification  is  not  warranted. 

14. 


(2)  (U)  This  portion  of  testimony  relates  to  interests  of  national  security 

addressed  in  EO  13526,  Section  1.4(c). 

b.  (U)  Scope  of  Closure. 


(2)  (U)  As  the  witness's  association  with  this  proceeding  as  well  as  the 
subject  matter  of  testimony  is  classified,  the  courtroom  closed  for  the  entirety  of  this  individual’s 
testimony,  including  the  announcement  of  foe  witness’s  name. 

c.  (U)  Alternatives.  As  this  testimony  will  he  offered  orally,  it  is  not  capable  of 
redaction.  Should  foe  witness  require  the  use  of  any  classified  documents,  they  will  be  used 
under  foe  SWR  and/or  projected  by  electronic  displays,  unless  their  content  must  be  discussed  or 
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evaluated.  As  die  witness’s  identity  is  itself  aot  classified,  no  disguises  or  screens  will  be 
necessary  to  shield  the  witness’s  identity  from  the  public.  The  classified  content  of  die  material 
the  witness  will  address,  and  not  just  its  overall  significance,  is  necessary  and  relevant. 

Therefore  unclassified  summary  is  untenable.  Finally,  the  witness  will  be  testifying  to  nuanced 
information  requiring  complicated  explanation  and  most  remain  free  to  describe  it  to  the  fact¬ 
finder  and  parties  as  they  may  require.  Therefore,  the  witness’s  testimony  cannot  be  reduced  to 
code.  No  stipulations  have  been  agreed  upon  to  date,  although  a  possibility  for  this  witness  if 
both  parties  agree.  Stipulations  may  be  useful  to  establish  classification  level  as  a  fact,  and,  if 
relevant,  to  memorialize  the  admissibility  of  material  such  as  the  charged  documents.  Finally, 
fa  the  reasons  articulated  above,  the  infamatian  at  issue  is  currently  classified  and  will  be  at  the 
time  of  the  trial,  as  harm  could  still  occur  as  a  result  of  unauthorized  disclosure.  Therefore 
declassification  is  not  warranted. 

15.  fU>  Mr.  Danny  J.  Lewis.  Defense  Intelligence  Agency 

a.  (0)  Classified  Information  and  Overriding  Interest 

(1)  (U)  Mr.  Danny  I.  Lewis  will  testify  about  couBteimtettige&ce  and  the 
value  of  information  including  classified  m formation  concerning  die  value  of  government 
information  This  information  is  properly  classified  at  the  SECRET  level  accenting  to  the 
Department  of  Defeme  Offensive  Counterintelligence  Operations  Procedures  and  Security 
Classificatioo  Guide  (S-5240.09-M,  dated  January  13,  201 1).  Unauthorized  disclosure  of  this 
information  could  cause  serious  damage  to  national  security.  Therefore,  discussion  of  this 
information  in  open  session  would  undermine  national  security  interests. 

(2)  (U)  This  portion  of  Mr.  Lewis’s  testimony  relates  to  interests  of  national 
security  addressed  in  EO  13526,  Section  1.4(c). 

b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  disclose  classified  information  The  closure  would  therefore  be  no  broader  than 
necessary  to  protect  die  classified  information. 

c  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 

redaction.  Should  the  witness  require  the  use  of  any  classified  documents,  they  will  be  used 
under  the  SWR  and/or  projected  by  electronic  displays,  unless  their  content  must  be  discussed  or 
evaluated.  As  the  witness's  participation  is  itself  not  classified,  no  disguises  car  screens  will  be 
necessary  to  shield  the  witness’s  identity  from  the  ptibhe.  The  classified  content  of  the  material 
the  witness  will  address,  and  not  just  its  overall  significance,  is  necessary  and  relevant. 

Therefore  unclassified  summary  is  untenable.  Finally,  the  witness  will  be  testifying  to  nuanced 
information  requiring  complicated  explanation  and  must  remain  free  to  describe  d  to  the  fret- 
finders  and  parties  as  they  may  require  Therefore,  foe  witness’s  testimony  cannot  be  reduced  to 
code.  No  stipulations  have  been  agreed  upon  to  date,  although  a  possibility  fa  this  witness  if 
both  parties  agree.  Finally,  fa  foe  reasons  articulated  above,  foe  information  at  issue  is  currently 
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classified  and  will  be  at  the  time  of  the  trial,  as  harm  could  still  occur  as  a  result  of  unauthorized 
disclosure.  Therefore  declassification  is  not  warranted. 

16  flJ)  Mr.  Randall  MacRobbie,  Defense  Intelligence  Agency 


a.  (U)  Classified  Information  and  Overriding  Interest. 


(2)  (U)  This  portion  of  Mr.  MacRobbie ’s  testimony  relates  to  interests  of 

national  security  addressed  in  EO  13526,  Section  1.4(g). 

b.  (U)  Scope  of  Closure.  The  Court  would  tie  closed  only  at  the  pom!  which  the 
witness  must  disclose  classified  information.  The  closure  would  therefore  be  no  broader  than 
necessary  to  protect  the  classified  information. 

c_  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  Should  the  witness  require  the  use  of  any  classified  AxsaaeiUs,  they  will  be  used 
under  the  SWR  and/or  projected  by  electronic  displays,  unless  their  content  must  be  discussed  or 
evaluated.  As  the  witness's  participation  is  itself  not  classified,  do  disjjyns.cs  or  screens  will  be 
necessary  to  shield  the  witness's  identity  from  foe  public.  The  classified  content  of  the  material 
the  witness  will  address,  and  not  just  its  ovemU  significance,  is  necessary  and  relevant. 

Therefore  unclassified  summary  is  untenable.  Finally,  the  witness  will  be  testifying  to  nnanced 
information  requiring  complicated  explanation  aad  must  remain  free  to  describe  it  to  foe  fact¬ 
finder  and  parties  as  they  may  require.  Therefore,  foe  witness’s  testimony  cannot  be  reduced  to 
code.  No  stipulations  have  been  agreed  upon  to  date,  although  a  possibility  for  this  witness  if 
both  parties  agree  Finally,  for  the  reasons  articulated  above,  foe  information  at  issue  is  currently 
classified  and  will  be  at  the  time  of  foe  trial,  as  harm  could  still  occur  as  a  result  of  unauthorized 
disclosure.  Therefore  declassification  is  not  warranted 

17.  AJ)  Mr.  James  McCarl,  Joint  IED  Defeat  Organization  (JltaJDOT 

a.  (U)  Classified  Information  and  Overriding  Interest 

(1) 
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(2)  (U)  This  portion  of  Mr.  McCarl's  testimony  relates  to  interests  of  national 
security  addressed  in  EO  13526,  Section  1  .4(a)(g). 

k  (IJ)  Scope  of  Closure.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  disclose  classified  information.  The  closure  would  therefore  be  no  broader  than 
necessary  to  protect  the  classified  information. 


c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction  Should  the  witness  require  the  use  of  any  classified  documents,  they  will  be  used 
under  die  SWR  and/or  projected  by  electronic  displays,  unless  their  content  must  be  discussed  or 
evaluated.  Aj  tlie  witness’s  participation  is  itself  not  classified,  no  disguises  or  screens  will  be 
necessary  to  shield  die  witness’s  identity  from  the  public.  The  classified  content  of  fee  material 
the  witness  will  address,  and  not  just  its  overall  significance,  is  necessary  and  relevant. 

Therefore  unclaissiSed  summary  is  untenable.  Finally,  the  witness  wiD  be  testifying  to  nuaaced 
information  requiring  complicated  explanation  and  must  remain  free  to  describe  it  to  proceeding 
personnel  as  they  may  require  Therefore,  die  witness’s  testimony  cannot  be  reduced  to  code 
No  stipulations  have  been  agreed  upon  to  date,  although  a  possibility  for  this  witness  if  both 
parties  agree.  Finally,  for  the  reasons  articulated  above,  the  information  at  issue  recurrently 
classified  and  will  be  at  die  time  of  fee  trial,  as  harm  could  still  occur  as  a  result  of  unauthorized 
disclosure.  Therefore  declassification  is  not  warranted. 

18.  fUl  MaiGen  Kenneth  McKenzie.  USMC  HO  Staff 


a.  (U)  Classified  Information  and  Overriding  Interest 


* 


(2)  (U)  This  portion  of  MajGen  McKenzie’s  testimony  relates  to  interests  of 
national  security  addressed  in  EO  13526,  Section  1.4{aXd) 

b.  (U)  Scope  of  Oosare.  The  Court  would  be  ckned  only  at  the  point  winch  the 
witness  must  dridose  classified  mformatioo.  The  closure  woold  therefore  be  no  broader  than 
necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  Should  the  witness  require  the  use  of  any  classified  documents,  they  will  be  used 
under  the  SWR  and/or  projected  by  electronic  displays,  unless  their  content  must  be  discussed  or 
evaluated.  As  the  witness's  participation  is  itself  not  classified,  no  disguises  or  screens  will  be 
necessary  to  shield  the  witness’s  identity  from  the  public.  The  classified  content  of  the  material 
the  witness  will  address,  and  not  jus*  its  overall  significance,  is  necessary  and  relevant. 

Therefore  unclassified  summary  is  untenable.  Finally,  the  witness  will  be  testifying  to  naaaced 
information  requiring  complicated  explanation  and  must  remain  free  to  describe  it  to  the  fact¬ 
finder  and  parties  as  they  may  require  Therefore,  the  witness’s  testimony  cannot  be  reduced  to 
code.  No  stipulations  have  been  agreed  upon  to  date,  although  a  possibility  for  this  witness  if 
both  parties  agrtre.  Finally,  for  the  reasons  articulated  above,  the  information  at  issue  is  currently 
classified  and  will  be  at  the  time  of  the  trial,  as  harm  could  still  occur  as  a  remit  of  unauthorized 
disclosure.  Therefore  declassification  is  not  warranted. 

19.  (U)  Mr.  James  Moore.  Department  of  State 

a.  (O)  Classified  Information  and  Overriding  Interest 

(1)  (U)  Mr  James  Moore  will  testify  about  the  content  of  cables  originating 
from  South  and.  Central  Asia  on  the  merits  (specifically,  06  Colombo  1889;  06  Kathmandu  3023; 
06  Kathmandu  3024;  07  Ashgabat  1 359;  07  Dhaka  24;  07  New  Delhi  80;  09  New  Delhi  267, 09 
State  92641),  and  why  the  information  requires  protection  against  unsutkaized  disclosure  for 
reasons  of  national  defense  cor  foreign  relations,  mchidmg  classified  information.  This 
information  is  properly  classified  at  the  CONFIDENTIAL  level  according  to  die  Department  of 
State  Classification  Review  dated  30  October  201 1  Unauthorized  disclosure  of  it  could  cause 
damage  to  national  security.  Therefore,  discussion  of  this  information  in  open  session  would 
undermine  national  security  interests. 

(2)  (U)  This  portioa  of  Mr.  Moose’s  testimony  relates  to  interests  of  national 
aeoacity  addteased  in  EO  13526,  Section  1.4{bXd) 

b.  (U)  Scope  •fClwHerc.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  diiclose  classified  information.  The  closure  would  therefore  be  no  broader  than 
necessary  to  protect  the  classified  information. 

e.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  r!  is  not  capable  of 
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redaction.  Should  fhe  witness  require  the  use  of  any  classified  documents,  they  will  be  used 
under  the  SWR  and/or  projected  by  electronic  displays,  unless  their  content  must  be  discussed  or 
evaluated.  As  the  witness’s  participation  is  itself  not  classified,  no  disguises  or  screens  will  be 
necessary  to  shield  the  witness’s  identity  from  the  public.  The  classified  contest  of  fee  material 
the  witness  will  address,  and  not  just  its  overall  significance,  is  necessary  Mad  relevant. 

Therefore  unclassified  summary  is  untenable.  Finally,  the  witness  will  be  testifying  to  mranced 
information  requiring  complicated  explanation  and  must  remain  free  to  describe  it  to  the  fact¬ 
finder  and  partus  as  they  may  require.  Therefore,  die  witness’s  testimony  cannot  be  reduced  to 
code.  No  stipulations  have  been  agreed  upon  to  date,  although  a  possibility  for  this  witness  if 
both  parties  agree  Stipulations  may  he  useful  to  establish  classification  level  as  a  fact,  and,  if 
relevant,  to  memorialize  the  admissibility  of  material  such  as  the  above  documents.  Finally,  for 
the  reasons  articulated  above,  the  information  at  issue  is  currently  classified  and  will  be  at  the 
tune  of  the  trial,  as  harm  could  still  occur  as  a  result  of  unauthorized  disclosure.  Therefore 
declassification  is  not  warranted. 

20.  OI>  Mr  Ken  Moser.  USCENTCOM 

a.  (U)  Classified  Information  and  Overriding  Interest 

(1)  (U)  Mr.  Ken  Moser  will  testify  about  the  mfonnatiou  posted  to  the 
USCENTCOM  OSJA  SJPRNET,  potentially  including  classified  information.  This  information 
is  properly  classified  at  die  SECRET  level  according  to  the  USCENTCOM  Classification 
Review  dated  21  October  2011.  Unauthorized  disclosure  of  k  could  cause  serious  damage  to 
national  security.  Therefore,  discussion  of  this  information  in  open  session  would  undermine 
national  security  interests. 

(2)  (U)  This  portion  of  testimony  relates  to  interests  of  national  security 
addressed  in  EO  13526,  Section  1.4  (aXc). 

b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  st  the  point  which  the 
witness  must  disclose  classified  information.  The  closure  would  therefore  be  no  broader  than 
necessary  to  protect  toe  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction  Should  the  witness  require  the  use  of  any  classified  documents,  they  will  be  used 
under  the  SWR  and/or  projected  by  electronic  displays,  unless  their  content  must  be  discussed  or 
evaluated  As  die  witness’s  participation  is  itself  not  classified,  no  disguises  or  screens  will  be 
necessary  to  shield  the  witness’s  identity  from  die  public.  The  classified  content  of  die  material 
the  witness  will  address,  and  not  just  its  overall  significance,  is  necessary  sad  relevant. 

Therefore  unclassified  summary  is  untenable.  Finally,  die  witness  will  be  testifying  to  mianced 
information  requiring  complicated  explanation  and  must  remain  free  to  describe  it  to  the  fact¬ 
finder  and  partus  as  they  may  require.  Therefore,  the  witness’s  testimony  cannot  be  reduced  to 
code.  No  stipulations  have  been  agreed  upon  to  date,  although  a  possibility  for  this  witness  if 
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both  parties  agree.  Stipulations  may  be  useful  to  establish  classification  level  as  a  fact,  and,  if 
relevant,  to  memorialize  the  admissibility  of  material  such  as  is  described  above  Finally,  for  tbe 
reasons  articulated  above,  the  information  at  issue  is  currently  classified  and  will  be  at  the  time 
of  the  trial,  as  harm  could  still  occur  as  a  result  of  unauthorized  disclosure.  Therefore 
declassification  is  not  warranted. 

21.  fill  Mr.  Jeffery  Motes.  JTF-GTMO.  Guantanamo  Rav  Cuba 
jl  (U)  Classified  Information  sad  Overriding  Interest. 

(1)  (U)  Mr.  Jeffery  Motes  will  testify  about  die  JTF-GTMO  database  and  the 
contents  of  compromised  information,  and  why  the  information  relates  to  the  national  defense, 
including  classified  information,  For  sentencing,  he  will  testify  about  the  impact  resulting  from 
the  compromise  of  die  JTF-GTMO  database.  This  information  is  properly  classified  at  SECRET 
level  according  to  the  JTF-GTMO  Classification  Review  dated  4  November  2011.  Unauthorized 
disclosure  of  it  could  cause  serious  damage  to  national  security.  Therefore,  discussion  of  this 
information  in  open  session  would  undermine  national  security  interests. 

(2)  (U)  Hus  portion  of  testimony  relates  to  interests  of  national  security 
addressed  in  EG  0526,  Section  1.4(c). 

b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  at  tbe  point  which  the 
witness  must  disclose  classified  information  The  closure  would  therefore  be  no  broader  than 
necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 

redaction.  Should  the  witness  require  die  use  of  any  classified  documents,  they  will  be  used 
under  the  SWR  and/or  projected  by  electronic  displays,  unless  their  content  must  be  discussed  or 
evaluated.  As  Hie  witness’s  participation  is  itself  not  classified,  no  disguises  or  screens  will  be 
necessary'  to  shield  the  witness’s  identity  from  the  public.  The  classified  content  of  the  material 
the  witness  will  address,  and  not  just  its  overall  significance,  is  necessary  and  relevant 
Therefore  summary  is  untenable.  Finally,  the  witness  will  be  testifying  to  nuanced 

information  requiring  complicated  explanation  and  must  remain  free  to  describe  it  to  the  fact¬ 
finder  and  pasties  as  they  may  require.  Therefore,  the  witness’s  testimony  cannot  be  reduced  to 
code.  No  stipulations  have  been  agreed  upon  to  date,  although  a  possibility  for  this  witness  if 
both  parties  agree.  Stipulations  may  be  useful  to  establish  classification  level  as  a  fact,  and,  if 
relevant,  to  memorialize  tbe  admissibility  of  material  such  as  detainee  assessments.  Finally,  for 
foe  reasons  articulated  above,  foe  information  at  issue  is  currently  classified  and  will  be  at  foe 
finw  of  foe  trial  as  harm  could  still  occur  as  a  result  of  unauthorized  disclosure.  Therefore 
declassification  is  not  warranted. 

22.  (U)  Mr.  Nicholas  Muiphv.  Department  of  State 
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a.  (U)  Classified  Information  awl  Overriding  Interest 


(1)  (U)  Mr.  Nicholas  Murphy  will  testify  as  an  OCA  that  Department  of  State 
information  was  properly  classified,  including  classified  information.  To  explain  the  bask  of  his 
classifications,  lie  must  discuss  the  details  of  the  subject  matter  he  is  classifying.  This 
information  is  properly  classified  at  the  SECRET  and  CONFIDENTIAL  level  according  to  the 
Department  of  State  Classification  Review  dated  30  October  2011.  Unauthorized  disdosiHe  of 
this  information  could  cause  (serious)  damage  to  national  security.  Therefore,  discussion  of  this 
information  in  open  session  would  undermine  national  security  interests. 

(2)  (U)  This  portion  of  Mr.  Murphy’s  testimony  relates  to  interests  of 
national  security  addressed  in  EO  13526,  Section  1 .4(a)(bXdXe)(g). 

b.  (U)  Scope  ©f  Clesare.  The  Court  would  he  dosed  only  at  the  point  which  Mi. 
Murphy  must  disclose  classified  information.  The  closure  would  therefore  be  no  broader  than 
necessary  to  protect  the  classified  information. 

c.  (U)  Alternative*.  As  this  testimony  will  lie  offered  orally,  it  is  not  capable  of 
redaction.  Should  the  witness  require  the  nse  of  any  classified  documents,  they  will  be  used 
under  the  SWR  and/or  projected  by  electronic  displays,  unless  their  content  must  be  discussed  or 
evaluated.  As  die  witness’s  participation  13  itself  not  classified,  no  disguises  or  screens  will  be 
necessary  to  shield  the  witness’s  identity  final  the  public.  The  classified  content  of  the  material 
the  witness  will  address,  and  not  just  its  overall  significance,  is  necessary  nod  relevant. 

Therefore  unclassified  summary  is  untenable.  Finally,  the  witness  will  be  testifying  to  muanced 
information  requiring  complicated  explanation  aid  must  remain  free  to  describe  it  to  the  fact¬ 
finder  aid  parties  as  they  may  require.  Therefore,  the  witness’s  testimony  cannot  be  reduced  to 
code.  No  stipulations  have  been  agreed  open  to  date,  although  a  possibility  for  this  witness  if 
both  parties  agree.  Finally,  for  die  reasons  articulated  above,  the  information  at  issue  is  currently 
classified  and  will  be  at  the  time  of  due  trial,  as  harm  conld  still  occur  as  a  result  of  unauthorized 
disclosure.  Therefore  declassification  is  not  warranted. 

23.  (TO  MG  Michael  Naoata  Joint  Staff,  the  Pentagon 


sl  (U)  Classified  Information  and  Overriding  Interest 


(2)  (U)  This  portion  of  MG  Nagato’s  testimony  relates  to  interests  of  national 
security  addressed  m  EO  13526,  Section  1.4<aX«X<0 

b.  (U)  Scope  of  Closure.  The  Court  woald  be  closed  only  at  the  point  which  the 
witness  must  disclose  classified  information.  The  closure  would  therefore  be  no  broader  than 
necessary  to  protect  the  classified  information 

c.  (U)  Alternatives.  As  this  testimony  will  be  odBfered  orally,  it  is  not  capable  of 
redaction.  Should  the  witness  require  the  use  of  any  classified  documents,  they  will  be  used 
under  the  S  WR  and/or  projected  by  electronic  displays,  unless  their  content  must  be  discussed  or 
evaluated.  As  the  witness's  participation  is  itself  not  classified,  no  disguises  or  screens  will  be 
necessary  to  shidd  the  witness’s  identity  from  the  public.  The  classified  content  of  the  material 
the  witness  will  address,  and  not  just  its  overall  significance,  is  necessary  and  relevant. 

Therefore  unclassified  summary  is  untenable.  Finally,  the  witness  will  be  testifying  to  msanced 
information  requiring  complicated  explanation  and  must  remain  free  to  describe  it  to  the  fact¬ 
finder  and  partifs  as  they  may  require.  Therefore,  the  witness’s  testimony  cannot  be  reduced  to 
code.  No  stipulations  have  been  agreed  upon  to  date,  although  a  possibility  for  this  witness  if 
both  parties  agree.  Finally,  for  the  reasons  articulated  above,  the  information  at  issue  is  currently 
classified  and  will  be  at  the  time  of  the  trial,  as  harm  could  still  occur  as  a  result  of  unauthorized 
disclosure.  Therefore  declassification  is  not  warranted. 

24.  OP  U  Col  (Ref)  Martin  Nehrinn,  USCENTCOM 

a.  (U)  Classified  Information  and  Overriding  Interest 

(1)  (U)  Lt  Col  (Re«)  Martin  Nehrmg  will  testify  about  the  content  of  charged 
daeasaapfeiannfaaBiigg  J3  mframadioo,  and  why  the  information  relates  to  the  national  defense, 
including  classified  information.  This  information  was  properly  classified  at  the  SECRET  level 
according  to  the  USCENTCOM  Classification  Review  dated  2 1  October  2011.  Unauthorized 
disclosure  of  it  could  cause  damage  to  national  security.  Therefore,  discussion  of  this 
information  in  open  session  would  undermine  national  security  interests. 

(2)  (U)  This  portion  of  testimony  relates  to  interests  of  national  security 
addressed  in  EO  13526,  Section  1.4(a)(bXc). 

b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  naustfosidose  classified  information.  The  closure  would  therefore  be  no  broader  than 
necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  Should  foe  witness  require  the  use  of  any  classified  documents,  they  will  be  used 
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leader  the  SWR  and/or  projected  by  electronic  displays,  unless  their  contest  most  be  di^enwd  or 
evaluated.  As  die  witness’s  participation  is  itself  not  classified,  no  or  screens  win  be 

necessary  to  shield  tbe  witness’s  identity  from  the  public.  The  classified  content  of  the  material 
the  witness  will  address,  and  sot  just  its  overall  significance,  is  necessary  and  relevant. 

Therefore  unclassified  summary  is  untenable.  Finally,  the  witness  will  be  testifying  to  nnanced 
information  requiring  complicated  explanation  and  must  remain  free  to  describe  k  to  the  fact¬ 
finder  and  partita  as  they  may  require.  Therefore,  the  witness’s  testimony  cannot  be  reduced  to 
code.  No  stipuhtiom  have  been  agreed  tqK»  to  date,  alfoongh  a  possfoflity  for  this  witness  if 
both  parties  agree.  Stipulations  may  be  useful  to  establish  classification  level  as  a  fret,  and,  if 
relevant,  to  memorialize  the  admissibility  of  material  such  as  the  charged  documents.  Finally, 
for  the  reasons  articulated  above,  the  information  at  issue  is  currently  classified  and  will  be  at  the 
time  of  the  trial,  as  harm  could  still  occur  as  a  result  of  unauthorized  disclosure.  Therefore 
declassification  is  not  warranted. 

25.  (~LD  SSA  Alexander  Otte.  Federal  Bureau  of  Investiaation 

a.  (U)  Classified  Information  and  Overriding  Interest 

(1)  (U)  S  SA  Alexander  Otte  will  testify  as  a  chain  of  custody  witness  for 
classified  information  concerning  four  files  extracted  from  digital  media  found  in  foe  possession 
of  Usama  bm  Laden  on  1  May  201 1 .  This  information  is  properly  classified  at  the  SECRET 
level  according  to  authorities  specified  in  the  Government’s  RCM  505(1)  filing,  dated  31  January 
2013.  Unauthorized  disclosure  of  it  could  cause  serious  damage  to  national  security.  Therefore, 
discussion  of  this  information  in  open  session  would  undermine  national  security  interests. 

(2)  (U)  This  portion  of  testimony  relates  to  interests  of  national  security 
addressed  in  EO  13526,  Section  1.4(aXc). 

b.  (U)  Scope  or  Closure.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  disclose  classified  information.  The  closure  would  therefore  be  no  broader  than 
necessary'  to  protect  foe  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  Should  foe  witness  require  foe  use  of  any  classified  documents,  they  will  be  used 
under  foe  SWR  and/or  projected  by  electronic  displays,  unless  their  content  must  be  discussed  or 
evaluated.  As  foe  witness’s  participation  is  itself  not  classified,  no  disguises  or  screens  will  be 
necessary  to  shield  foe  witness’s  identity  from  the  public.  The  classified  content  of  foe  material 
the  witness  will  address,  and  not  just  its  overall  significance,  is  necessary  and  relevant. 

Therefore  unclassified  summary  is  untenable.  Finally,  the  witness  will  be  testifying  to  nnanced 
information  requiring  complicated  explanation  and  must  remain  free  to  describe  it  to  foe  fact¬ 
finder  and  parties  as  they  may  require.  Therefore,  the  witness’s  testimony  cannot  be  reduced  to 
code.  No  stipulations  have  been  agreed  upon  to  date,  although  a  possibility  for  this  witness  if 
both  parties  agree.  Stipulations  may  be  useful  to  establish  classification  level  as  a  fact,  and,  if 


26 


relevant,  to  memorialize  the  admissibility  of  material  described  above.  Finally,  for  the  reasons 
articulated  above,  the  information  at  issue  is  currently  classified  and  will  be  at  the  time  of  the 
trial,  as  harm  could  still  occur  as  a  result  of  unauthorized  disclosure.  Therefore  declassification  is 
not  warranted 

26.  fU>  AMB  David  Pearce.  Department  of  State 

a.  (U)  Classified  Information  and  Overriding  Interest 

(1)  (U)  AMB  David  Pearce  will  testify  about  the  content  of  cables  originating 
from  Afghanistan  and  Pakistan  on  the  merits  (specifically,  06  Kabul  $420;  06  Kabul  542 1 ;  06 
Kabul  5435;  99  Islamabad  495),  and  why  the  information  requires  protection  against 
unauthorized  disclosure  for  reasons  of  national  defense  or  foreign  relations,  ™A»4i^g 
information.  This  information  is  properly  classified  at  the  CONFIDENTIAL  level  according  to 
Department  of  State  Classification  Review  dated  30  October  2011.  Unauthorized  disclosure  of  it 
could  cause  damage  to  national  security.  There  fare,  discussion  of  tins  information  hi  open 
session  would  undermine  national  security  interests. 

(2)  (U)  This  portion  of  testimony  relates  to  interests  of  national  security 
addressed  in  EO  13526,  Section  1.4(bXd). 

b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  disclose  classified  information.  The  closure  would  therefore  be  no  broader  than 
necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  Should  the  witness  require  the  use  of  any  classi  fied  documents,  they  will  be  used 
under  the  SWR  and/or  projected  by  electronic  displays,  unless  their  content  must  be  discussed  or 
evaluated.  As  the  witness's  participation  is  itself  not  classified,  no  disguises  or  screens  will  be 
necessary  to  shield  the  witness’s  identity  from  the  public.  The  classified  content  of  the  material 
the  witness  will  address,  and  not  just  its  overall  significance,  is  necessary  and  relevant. 

Therefore  unclassified  summary  is  untenable.  Finally,  the  witness  will  be  testifying  to  nuauced 
information  requiring  complicated  explanation  and  must  remain  free  to  describe  it  to  the  fact¬ 
finder  and  parties  as  they  may  require.  Therefore,  the  witness’s  testimony  cannot  be  reduced  to 
code.  No  simulations  have  been  agreed  upon  to  date,  although  a  possibility  for  this  witness  if 
both  parties  agree.  Stipulations  may  be  useftd  to  establish  classification  level  as  a  fact,  and,  if 
relevant,  to  memorialize  the  admissibility  of  material  such  as  the  above  documents.  Finally,  for 
the  reasons  articulated  above,  the  information  at  issue  is  currently  classified  and  will  be  at  the 
time  of  the  trial,  as  harm  could  still  occur  as  a  result  of  unauthorized  disclosure.  Therefore 
declassification  is  not  warranted. 

27.  (U)  Mr.  Adam  Pearson.  Joint  IED  Defeat  Organization  riTFDnfri 
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»-  (10  Classified  Information  ud  Overriding  Interest 


(2)  (U)  This  portion  of  Mr.  Pearson's  testimony  relates  to  interests  of  national 
security  addressed  in  EO  13526,  Section  1.4(c)  and  (g). 

b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  at  the  pom*  which  the 
witness  must  disclose  classified  information  The  closure  would  therefore  be  no  broader  than 
necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  Should  the  witness  require  the  use  of  any  classified  documents,  they  will  be  used 
under  the  SWR  and/or  projected  by  electronic  displays,  unless  their  content  must  be  discussed  or 
evaluated.  As  the  witness's  participation  is  itself  not  classified,  no  disguises  or  screens  will  be 
necessary  to  shield  the  witness’s  identity  from  the  public.  The  classified  content  of  the  material 
the  witness  will  address,  and  not  just  its  overall  significance,  is  necessary  and  relevant 
Therefore  unclassified  summary  is  untenable.  Finally,  the  witness  will  be  testifying  to  miaaced 
information  requiring  complicated  explanation  and  must  remain  free  to  describe  it  to  the  fact¬ 
finder  and  partus  as  they  may  require.  Therefore,  the  witness’s  testimony  cannot  be  reduced  to 
code.  No  stipulations  have  been  agreed  upon  to  date,  although  a  possibility  for  this  witness  if 
both  parties  agree.  Finally,  for  the  reasons  articulated  above,  the  information  at  issue  is  currently 
classified  and  will  be  at  the  time  of  the  trial,  as  harm  could  still  occur  as  a  result  of  unauthorized 
disclosure.  Therefore  declassification  is  not  warranted. 

28.  (U)  Mr.  H.  Dean  Pittman.  Department  of  State 

a.  (U)  Classified  Information  and  Overriding  Interest 

(1)  (U)  Mr.  H.  Dean  Pittman  will  testify  about  the  content  of  cables 

originating  from  International  Organizations  on  the  merits  (specifically  07  USUN  New  York 
573;  07  USUN  New  Yotfc  575;  07  USUN  New  York  578),  and  why  the  hrfonnation  require* 
protection  against  unauthorized  disclosure  for  reasons  of  national  defense  or  foreign  relations, 
including  classified  information.  This  information  is  properly  classified  at  the  CONFIDENTIAL 
level  according  to  the  Department  of  State  Classification  Review  dated  30  October  201 1. 
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Unauthorized  disclosure  of  it  could  cause  damage  to  national  security.  Therefore,  discussion  of 
this  information  in  open  session  would  undermine  national  security  interests. 

(2)  (U)  This  portion  of  testimony  relates  to  interests  of  national  security 

addressed  in  EO  13526,  Section  1.4(bXd). 

b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  disclose  classified  information.  The  closure  would  therefore  be  no  broader  than 
necessary  to  protect  the  classified  information 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  Should  the  witness  require  the  use  of  any  classified  documents,  they  will  be  used 
under  the  SWR  and/or  projected  by  electronic  displays,  unless  their  content  must  be  discussed  or 
evaluated.  As  the  witness’s  participation  is  itself  not  classified,  no  disguises  or  screens  will  be 
necessary  to  shield  the  witness’s  identity  from  the  public.  The  classified  content  of  the  material 
die  witness  will  address,  and  not  just  its  overall  significance,  is  necessary  and  relevant. 

Therefore  unclassified  summary  is  untenable.  Finally,  the  witness  will  be  testifying  to  raianced 
information  requiring  complicated  explanation  and  must  remain  free  to  describe  k  to  the  fact¬ 
finder  and  parties  as  they  may  require.  Therefore,  the  witness’s  testimony  cannot  be  reduced  to 
code.  No  stipulations  have  beat  agreed  upon  to  date,  although  a  possibility  for  this  witness  if 
both  parties  agree.  Stipulations  may  be  useful  to  establish  classification  level  as  a  fact,  and,  if 
relevant,  to  memorialize  the  admissibilityof  material  such  as  the  above  documents.  Finally,  for 
the  reasons  articulated  above,  the  information  at  issue  is  currently  classified  and  will  be  at  the 
time  of  foe  trial,  as  harm  could  still  occur  as  a  result  of  uiunrihorized  disclosure.  Therefore 
declassification  is  not  warranted 

29.  ■■■■■■■■■■■■■ 


a.  (U)  Classified  Information  and  Overriding  Interest. 


(2)  (U)  This  portion  of  testimony  relates  to  interests  of  national  security 

addressed  in  EO  13526,  Section  1.4(c)(g). 

b.  Scope  of  Closnre. 


29 


r 


(2)  (U)  As  the  witness’s  association  with  (his  proceeding  as  well  as  the 

subject  matter  of  testimony  is  classified,  die  courtroom  closed  for  the  entirety  of  this  mdivkhiaTs 
testimony,  including  die  amcwncement  of  the  witness’s  nanus. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction  Should  the  witness  require  the  tee  of  any  classified  documents,  they  vriH  be  used 
under  the  SWR  and/or  projected  by  electronic  displays,  unless  their  content  must  be  discussed  or 
evaluated.  As  tlie  witness’s  identity  is  itself  uot  classified,  no  disguises  or  screens  will  be 
necessary  to  shield  the  witness’s  identity  from  die  public.  The  classified  content  of  the  material 
the  witness  will  address,  and  not  just  its  overall  significance,  is  necessary  and  relevant. 

Therefore  unclassified  summary  is  untenable.  Finally,  the  witness  will  be  testifying  to  nuanced 
information  requiring  complicated  explanation  and  must  remain  free  to  describe  it  to  die  fact¬ 
finder  and  parties  as  they  may  requue.  Therefore,  the  witness’s  testimony  cannot  be  reduced  to 
code.  No  stipulations  have  been  agreed  upon  to  date,  although  a  possibility  for  this  witness  if 
both  parties  agreie.  Finally,  for  die  reasons  articulated  above,  die  information  at  issue  is  currently 
classified  and  will  be  at  the  time  of  the  find,  as  harm  could  still  occur  as  a  result  of  unauthorized 
disclosure.  Therefore  declassification  is  not  warranted. 

30.  (U)  AMB  Stephen  Seche,  Department  of  State 

a.  (U)  Classified  Information  and  Overriding  Interest 

(1)  (U)  AMB  Stephen  Seche  will  testify  about  the  content  of  cables 

originating  from  the  Near  East  on  the  merits  (specifically,  05  Algiers  1836;  06  Algiers  1961;  06 
Baghdad  2646;  06  Baghdad  4205;  06  Beirut  3603;  06  Beirut  3604;  06  Beirut  3703;  06  Kuwait 
4430;  06  Kuwait  4438;  06  Riyadh  8811 ;  06  Tripoli  645;  06  Tripoli  648;  07  Baghdad  35;  07 
Baghdad  36;  07  Baghdad  37;  07  Baghdad  42;  07  Baghdad  53;  07  Baghdad  56;  07  Baghdad  63; 
07  Baghdad  64;  07  Baghdad  70;  07  Basrah  3;  07  Beirut  1958;  07  Riyadh  21;  07  Riyadh  22;  07 
Riyadh  23;  07  Tunis  47;  08  Amman  535;  08  Cairo  569;  09  Baghdad  2390;  09  Riyadh  1156;  10 
Rabat  294),  and  why  the  information  requires  protection  against  unauthorized  disclosure  far 
reasons  of  national  defense  or  foreign  relations,  including  classified  mfonnation.  This 
information  is  property  classified  at  the  CONFIDENTIAL  and  SECRET  level  according  to  the 
Department  of  State  Classification  Review  dated  30  October  2011.  Unauthorized  disclosure  of  it 
could  cause  damage  to  national  security.  Therefore,  discussion  of  this  information  in  open 
session  would  undermine  national  security  interests. 
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(2)  (U)  This  portion  of  testimony  relates  to  interests  of  national  security 

addressed  m  EO  13526,  Section  1.4{a)(bXd). 

b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  disclose  classified  information.  The  closure  would  therefore  he  no  broads  than 
necessary  to  protect  the  classified  information 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  Should  the  witness  require  the  use  of  any  classified  documents,  they  will  be  used 
under  the  SWR  and/or  projected  by  electronic  displays,  unless  their  content  must  be  discussed  or 
evaluated  As  tlie  witness’s  participation  is  itself  not  classified,  no  disguises  or  screens  will  be 
necessary  to  shield  die  witness’s  identity  from  the  public.  The  classified  content  of  the  material 
the  witness  will  address,  and  not  just  its  overall  significance,  is  necessary  and  relevant. 

Therefore  unclassified  summary  is  untenable.  Finally,  the  witness  will  be  testifying  to  nuaaced 
information  requiring  complicated  explanation  raid  must  remain  free  to  describe  k  to  the  fact¬ 
finder  and  parties  as  they  may  require.  Therefore,  the  witness’s  testimony  cannot  be  reduced  to 
code.  No  stipulations  have  been  agreed  upon  to  date,  although  a  possibility  for  this  witness  if 
both  parties  agree.  Stipulations  may  be  useful  to  establish  classification  level  as  a  feet,  and,  if 
relevant,  to  memorialize  the  admissibility  of  material  such  as  the  above  documents.  Finally,  for 
the  reasons  articulated  above,  die  information  rtf  issue  is  currently  classified  and  will  be  at  the 
time  of  the  trial,  as  harm  could  still  occur  as  a  result  of  unauthorized  disclosure.  Therefore 
declassification  is  not  warranted 

31.  (U)  SA  David  Shaver.  US.  Department  of  Treasury 


a.  (U)  Classified  Information  and  Overriding  Interest. 


(2)  (U)Tteportkm  of  testimony  reiatea  to  interests  of  national  security 
addressed  in  EO  13526,  Section  1.4(c)(g). 

b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  M  the  point  which  the 
witness  must  disclose  classified  information  The  closure  would  therefore  be  no  broader  than 
necessary  to  protect  the  classified  information 
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c.  (U)  Alternatives.  Aa  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  Should  (be  witness  require  the  use  of  any  classified  documents,  they  will  be  used 
under  the  SWR  andfor  projected  by  electronic  displays,  unless  their  content  must  be  discussed  or 
evaluated.  As  tite  witness’s  participation  is  itself  not  classified,  no  disguises  or  screens  will  be 
necessary  to  shield  the  witness’s  identity  from  tbe  public.  The  classified  content  of  the  material 
the  witness  will  address,  and  not  just  its  overall  significance,  k  necessary  and  relevant. 

Therefore  unclassified  summary  is  untenable.  Finally,  the  witness  wifi  be  testifying  to  nuanced 

n  free  to  describe  it  to  the  fact¬ 


finder  and  parties  as  they  may  require.  Therefore,  the  witness’s  testimony  cannot  be  reduced  to 
code.  No  stipulations  have  been  agreed  upon  to  date,  although  a  possibility  for  fins  witness  if 
both  parties  agree.  Stipulations  may  be  useful  to  establish  classification  level  as  a  foci,  and,  if 
relevant,  to  memorialize  the  admissibility  of  material  such  as  his  forensic  reports.  Finally,  for 
foe  reasons  articulated  above,  the  information  at  issue  is  currently  classified  and  wifi  be  at  foe 
time  of  the  trial,  as  harm  could  still  occur  as  a  result  of  unauthorized  disclosure.  Therefore 
declassification  is  not  warranted. 


32.  ( U )  Ms.  Cathrvn  Strobl  Central  Intelligence  Agency 

a.  (U)  Classified  Information  and  Overriding  Interest 


(2)  (U)  This  portion  of  testimony  relates  to  interests  of  national  security 

addressed  in  EO  13526,  Section  1.4(c)(g). 

b.  (U)  Scope  of  Closure.  The  Court  would  be  dosed  only  at  the  point  which  the 
witness  must  disclose  classified  information  The  closure  would  therefore  be  no  broader  than 
necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  Should  the  witness  require  the  use  of  any  classified  documents,  they  wifi  be  used 
under  the  SWR  aad/or  projected  by  electronic  displays,  unless  their  content  must  be  discussed  or 
evaluated.  As  the  witness’s  participation  is  itself  not  classified,  no  disguises  or  screens  will  be 
necessary  to  shield  foe  witness’s  identity  from  the  public.  The  classified  content  of  foe  material 
the  witness  will  address,  and  not  juat  its  overall  significance,  ia  necessary  and  relevant. 

Therefore  unclassified  summary  is  untenable.  Finally,  foe  witness  will  be  testifying  to  nuanced 
information  requiring  complicated  explanation  and  must  remain  free  to  describe  it  to  foe  fact- 
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finder  rod  parties  as  they  may  require.  Therefore,  the  witness’s  testimony  cannot  be  reduced  to 
code.  No  stipulations  have  been  agreed  upon  to  date,  although  a  possibility  for  this  witness  if 
both  parties  agree.  Stipulations  may  be  useful  to  establish  classification  level  as  a  fact,  and,  if 
relevant,  to  memorialize  the  admissibility  of  material  such  as  is  described  above.  Finally,  for  the 
reasons  articulated  above,  the  information  at  issue  is  currently  classified  and  will  be  at  the  time 
of  the  trial,  as  harm  could  still  occur  as  a  result  of  unauthorized  disclosure.  Therefore 
declassification  is  not  warranted. 

33.  OH  Ms.  Louis  Travieso.  USCENTCQM 

a.  (U)  Classified  Information  and  Overriding  Interest. 

(1)  (U)  Ms.  Louis  Travieso  will  testify  about  die  content  of  the  charged 
documents)  containeng  J-2  information,  and  why  foe  information  relates  to  foe  national  defense, 
including  classified  information.  This  tnforraatioa  is  properly  classified  at  SECRET  level 
according  to  the  USCENTCOM  Classification  Review  dated  21  October  2011.  Unauthorized 
disclosure  of  it  cxmld  cause  damage  to  national  security.  Therefore,  discussion  of  this 
information  in  open  session  would  undermine  national  security  interests. 

(2)  (U)  Tins  portion  of  testimony  relates  to  interests  of  national  sccaoty 
addressed  in  EO  13526,  Section  1.4(c). 

k.  (U)  Scope  of  Ckwnre.  The  Court  would  be  dosed  only  at  the  pomt  which  the 
witness  mast  dniclose  classified  information.  The  closure  would  therefore  be  so  broader  than 
necessary  to  protect  foe  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  Should  foe  witness  require  the  use  of  any  classified  documents,  they  will  be  used 
under  the  SWR  .and/or  projected  by  electronic  displays,  unless  their  content  must  be  discussed  or 
evaluated  As  foe  witness  ’s  participation  is  itself  not  classified,  no  disguises  or  screens  will  be 
necessary  to  shield  foe  witness’s  identity  from  foe  public.  The  classified  content  of  the  material 
the  witness  will  address,  and  not  just  its  overall  significance,  is  necessary  and  relevant. 

Therefore  unclassified  summary  is  untenable.  Finally,  the  witness  will  be  testifying  to  nuanced 
information  requiring  complicated  explanation  and  must  remain  free  to  describe  it  to  the  fact¬ 
finder  and  parties  as  they  may  require.  Therefore,  the  witness’s  testimony  cannot  be  reduced  to 
code.  No  stipulations  have  been  agreed  upon  to  date,  although  a  possibility  for  this  witness  if 
both  parties  agree.  Finally,  for  the  reasons  articulated  above,  the  information  at  issue  is  currently 
classified  and  will  be  at  the  time  of  foe  trial,  as  harm  could  still  occur  as  a  result  of  unauthorized 
disclosure.  Therefore  declassification  is  not  warranted 

34.  flJ)  RDML  David  Woods.  Strike  Force  Training  Pacific 

a.  (U)  Classified  Information  and  Overriding  Interest 
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(1)  (U)  RDML  David  Woods  will  testify  as  an  OCA  that  JTF-GTMO 
information  was  property  classified,  including  classified  information.  To  expfcun  the  basis  of  his 
classifications,  lie  must  discuss  the  details  of  the  subject  matter  he  is  classifying;  Hus 
information  is  properly  classified  at  SECRET  level  according  to  tte  JTP-GTMOCksasficatiioe 
Review  dated  4  November  201 1 .  Unauthorized  disclosure  of  this  information  could  cause 
(serious)  damage  to  national  security.  Therefore,  discussion  of  this  information  in  open  session 
would  undermine  national  security  interests. 

(2)  (U)  This  portion  of  RDML  David  Woods's  testimony  relates  to  interests 
of  national  security  addressed  in  BO  13526,  Section  1.4(c). 

b.  (U)  Scope  *f  Cfosore.  The  Court  would  be  dosed  only  at  the  point  which 
RDML  David  Woods  must  disclose  classified  information.  The  closure  would  therefore  he  no 
broader  than  necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  Should  the  witness  require  the  use  of  any  classified  documents,  they  will  be  used 
under  the  S  WR  and/m  projected  by  electronic  displays,  issless  their  content  must  be  discussed  or 
evaluated.  As  the  witness’s  participation  is  itself  not  classified,  no  disguises  or  screens  will  be 
necessary  to  shield  the  witness’s  identity  from  the  public.  The  classified  content  of  the  material 
the  witness  will  address,  and  not  just  its  overall  significance,  is  necessary  and  relevant 
Therefore  unclassified  summary  is  untenable.  Finally,  the  witness  will  be  testifying  to  nnanced 
information  requiring  complicated  explanation  and  most  remain  free  to  describe  it  to  foe  fact¬ 
finder  and  parties  as  they  may  require.  Therefore,  the  witness’s  testimony  cannot  be  reduced  to 
code.  No  stipulations  have  been  agreed  upon  to  date,  although  a  possibility  for  this  witness  if 
both  perries  agree.  Finally,  for  foe  reasons  articulated  above,  the  information  at  issue  is  currently 
classified  and  will  be  at  the  rime  of  the  trial,  as  harm  could  still  occur  as  a  result  of  unauthorized 
disclosure.  Therefore  declassification  is  not  warranted. 

35.  HA  AMR  Don  Yamamoto  Department  of  State 

a.  (U)  Classified  Iaforraation  and  Overriding  Interest 

(1)  (U)  AMB  Don  Yamamoto  will  testify  about  tbe  content  of  cables 

originating  from  Africa  an  foe  merits  (specifically,  07  Addis  Ababa  2197;  07  Lagoa  719;  08  Dar 
Es  Salaam  206;  08  Khartoum  246;  08  Khartoum  428;  09  Addis  Ababa  1063;  09  Bsnufco  85;  10 
Pretoria  636),  arid  why  tbe  information  requires  protection  against  unauthorized  disclosure  for 
reasons  of  national  defense  or  foreign  relations,  mcfadmg  classified  information.  This 
information  is  properly  classified  at  the  CONFIDENTIAL  level  according  to  foe  Department  of 
State  Classification  Review  dated  30  October  2011.  Unauthorized  disclosure  of  it  could  cause 
damage  to  national  security.  Therefore,  discussion  of  this  information  m  open  session  would 
undermine  national  security  interests. 


(2)  (U)  This  portion  of  testimony  relates  to  interests  of  national  security 

addressed  in  EO  13526,  Section  1.4(bXd). 

b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  disclose  classified  information.  The  closure  would  therefore  be  no  broader  than 
necessary  to  protect  the  classified  information 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 
redaction.  Should  the  witness  require  the  use  of  any  classified  documents,  they  will  be  used 
tinder  the  SWR  and/or  projected  by  electronic  displays,  unless  their  content  must  be  diactmed  or 
evaluated.  As  the  witness’s  participation  is  itself  not  classified,  no  disguises  or  screens  will  be 
necessary  to  shield  the  witness’s  identity  from  the  public.  The  classified  contest  of  the  material 
the  witness  will  address,  and  not  just  its  overall  significance,  is  necessary  and  relevant. 

Therefore  unclassified  summary  is  untenable.  Finally,  the  witness  wiB  be  testifying  to  mianced 
information  requiring  complicated  explanation  and  must  remain  free  to  describe  it  to  the  fact¬ 
finder  and  parties  as  they  may  require.  Therefore,  the  witness’s  testimony  cannot  be  reduced  to 
code.  No  stipulations  have  been  agreed  upon  to  date,  although  a  possibility  for  this  witness  if 
both  parties  agree.  Stipulations  may  be  useful  to  establish  classification  level  as  a  fact,  and,  if 
relevant,  to  memorialize  the  admissibility  of  material  such  as  die  above  documents.  Finally,  for 
the  reasons  articulated  above,  the  information  at  issue  is  currently  classified  and  will  be  at  the 

time  of  the  trial,  as  harm  could  still  occur  as  a  result  of  unauthorized  disclosure.  Therefore  i 

declassification  is  not  warranted. 

36.  fU)  AMB  Marie  Yovanovitch,  Department  of  State 

a.  (U)  Classified  Information  and  Overriding  Interest 

(1)  (U)  AMB  Marie  Yovanovitch  will  testify  about  the  content  of  cables 
originating  from  or  sent  to  Europe  or  Eurasia  on  the  merits  (specifically,  10  Reykjavik  13;  06 
Belgrade  1681 ;  06  Madrid  2955;  06  Madrid  2956;  06  Pristina  947;  06  Pristina  948;  07  Ankara 
23;  07  Ankara  2468;  07  Bratislava  665;  07  Minsk  1  024;  07  Moscow  5824;  07  Moscow  5825;  07 
Paris  4722;  07  Paris  4723;  07  Reyijavik  203;  07  Vilnius  1  3;  09  Paris  217;  09  Pragne  88;  09 
Pristina  58;  09  State  92632;  09  State  92657;  09  Brussels  382;  09  Geneva  347),  and  why  the 
information  requires  protection  against  unauthorized  disclosure  for  reasons  of  national  defense  or 
foreign  relations,  including  classified  information.  This  information  is  properly  classified  at  the 
CONFIDENTIAL  and  SECRET  levels  according  to  the  Department  of  State  Classification 
Review  dated  30  October  2011.  Unauthorized  disclosure  of  it  could  cause  damage  to  national 
security.  Therefore,  discussion  of  tins  information  in  open  session  would  undermine  national 
security  interests. 

(2)  (U)  This  portion  of  testimony  relates  to  interests  of  national  security 
addressed  in  EO  1 3526,  Section  1 ,4(a)(bXd)(e). 
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b.  (U)  Scope  of  Closvc.  The  Court  would  be  closed  only  at  the  point  which  the 
witness  must  dolose  classified  information.  The  closure  would  therefore  be  no  broader  than 
necessary  to  protect  the  classified  information. 

c.  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 

under  the  SWR  and/or  projected  by  electronic  displays,  unless  their  content  must  be  discussed  or 
evaluated.  As  the  witness’s  participation  is  itself  not  classified,  no  disguises  or  screens  will  be 
necessary  to  shield  the  witness’s  identity  from  the  public.  The  classified  content  of  the  material 
the  witness  will  address,  and  not  just  its  overall  significance,  is  necessary  and  relevant. 

Therefore  unclassified  summary  is  untenable.  Finally,  the  witness  will  be  testifying  to  nuanced 
information  requiring  complicated  explanation  and  must  remain  free  to  describe  it  to  the  fact¬ 
finder  and  parties  as  they  may  require.  Therefore,  the  witness’s  testimony  cannot  be  reduced  to 
code  No  stipulations  have  been  agreed  upon  to  date,  although  a  possibility  for  this  witness  if  both 
parties  agree.  Stipulations  may  be  useful  to  establish  classification  level  as  a  fret,  and,  if 
relevant,  to  memorialize  the  admissibility  of  material  such  as  the  above  documents.  Finally,  for 
the  reasons  articulated  above,  the  information  at  issue  is  currently  classified  and  will  be  at  the 
time  of  the  trial,  as  harm  could  still  occur  as  a  result  of  unauthorized  disclosure.  Therefore 
declassification  is  not  warranted. 

37.  fin  Mr  Joseph  Yun  Department  of  State 

a.  (U)  Classified  Information  and  Overriding  Interest 

(1)  (U)  Mr.  Joseph  Yun  will  testify  about  the  content  of  cables  originating 
from  East  Asia  and  the  Pacific  on  the  merits  (specifically,  06  Seoul  3882;  06  Seoul  3885;  06 
Suva  489;  06  Taipei  3830;  07  Bangkok  HI;  07  Beijing  1  52;  07  Kuala  Lumpur 40;  07  Rangoon 
22;  07  Suva  1  8;  07  Vientiane  1  2;  1  0  Tokyo  627),  and  why  the  information  requires  protection 
against  unauthorized  disclosure  for  reasons  of  national  defense  or  foreign  relations,  including 
classified  information.  This  information  is  properly  classified  at  the  CONFIDENTIAL  and 
SECRET  levels  according  to  the  Department  of  State  Classification  Review  dated  30  October 
2011.  Unauthorized  disclosure  of  it  could  cause  damage  to  national  security.  Therefore, 
discussion  of  this  information  in  open  session  would  undermine  national  security  interests. 

(2)  (U)  This  portion  of  testimony  relates  to  interests  of  national  security 
addressed  in  EO  13526,  Section  1.4<bXd). 

b.  (U)  Scope  of  Closure.  The  Court  would  be  closed  only  at  foe  point  which  the 
witness  must  disclose  classified  information.  The  closure  would  therefore  be  no  broader  than 
necessary  to  protect  the  classified  information. 

c  (U)  Alternatives.  As  this  testimony  will  be  offered  orally,  it  is  not  capable  of 


36 


r 


redaction.  Should  the  witness  require  the  use  of  any  classified  documents,  they  will  be  used 
under  the  SWR  and/or  projected  by  electronic  displays,  unless  their  content  must  be  discussed  or 
evaluated.  As  the  witness’s  participation  is  itself  not  classified,  no  disguises  or  screens  will  be 
necessary  to  shield  die  witness’s  identity  from  the  public.  The  classified  content  of  the  material 
the  witness  will  address,  and  not  just  its  overall  significance,  is  necessary  and  relevant. 

Therefore  unclassified  summary  is  untenable.  Finally,  the  witness  will  be  testifying  to  nuanced 
information  requiring  complicated  explanation  and  must  remain  free  to  describe  it  to  the  fact¬ 
finder  aid  parties  as  they  may  require.  Therefore,  the  witness ’s  testimony  cannot  be  reduced  to 
code.  No  stipulations  have  been  agreed  upon  to  date,  although  a  possibility  for  this  witness  if 
both  parties  agree.  Stipulations  may  be  useful  to  establish  classification  level  as  a  fac t,  and,  if 
relevant,  to  memorialize  the  admissibility  of  material  such  as  the  above  documents.  Finally,  for 
the  reasons  articulated  above,  the  information  at  issue  is  currently  classified  and  will  be  at  the 
time  of  die  trial,  as  harm  could  still  occur  as  a  result  of  unauthorized  disclosure.  Therefore 
declassification  is  not  warranted 

n.  (U)  PROPOSED  TRANSITIONING  PROCESS 

(U)  Under  RCM  806(bX2)  and  MRE  505(i),  the  Military  Judge  may  order  portions  of  the 
Court-Martial  closed  to  the  public  in  order  to  hear  classified  information.  Should  the  Court  order 
such  a  closing,  the  United  States  proposes  die  Court  use  die  procedures  detailed  below. 

A-  (U)  Transition  from  Open  to  Closed 

(U//FOUO)  When  closing  the  courtroom,  both  information  and  physical  security  must  be 
addressed.  The  procedures  for  achieving  physical  security  of  the  building  outlined  below  are 
derived  from  the  Fort  Meade  Classified  Meeting  and  Conferences  Standard  Operating  Procedure. 
They  cover  four  main  areas.  First,  judicial  personnel  identified  below  will  need  to  ensure  that 
only  people  with  proper  clearance  and  need-to-know  are  present  for  classified  proceedings. 
Second,  external  connections  will  need  to  be  severed.  Third,  equipment  cleared  few  classified 
use  will  need  to  be  set  up  and  employed  by  the  Court  Reporter.  And  last,  courtroom  officials 
will  coordinate  with  the  Court  Security  Officer  to  ensure  proper  evidence  accountability  and 
courtroom  classification  status. 

1.  (U)  Physical  Courtroom  Security 

(U//FOUO)  To  tnmsitioB  from  an  open  to  a  closed  session,  the  Court  should  call 
a  recess.  A  scrijrt  with  proposed  language  for  effectuating  the  stages  of  closure  is  attached.  See 
Enclosure  1.  One  bailiff  will  advise  the  spectators  that  the  court  has  been  closed.  Then,  the  two 
MPs  will  dear  (he  courtroom  of  all  spectators.  The  spectators  will  be  advised  that  they  may 
relocate  to  die  overflow  trailer  or  wait  outside  the  building.  Spectators  will  experience  a 
courtroom  closure,  just  as  they  would  my  other  recess.  The  Unified  States  will  endeavor  to 
schedule  sessions  involving  witnesses  who  necessitate  closure  for  first  thing  in  the  rooming,  at 
lunch  time,  or  before  dinner. 
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(U//FOUO)  After  spectators  have  been  escorted  from  the  courtroom,  one  MP 
and  one  unit  escort  will  inspect  the  courtroom  building  for  any  spectators  who  may  have 
remained  behind.  The  other  escort  will  remain  behind  to  guard  the  accused,  while  the  second 
MP  posts  at  the  building  front  door  to  control  access  After  the  inspection,  this  detail  will  return 
to  the  courtroom  and  check  in  with  die  CSO. 

(U//FQUO)  While  the  inspection  for  spectators  is  being  conducted,  the  CSO 
will  cut  all  media  feeds  by  pressing  the  appropriate  control  switch  to  cease  transmbsKxa.  The 
operations  legal  administrator  will  verify  with  one  PAO  representative  stationed  in  the 
Smallwood  Hali  media  space  that  the  audio/visual  feed  has  been  cut.  He  will  then  verify  m 
person  that  the  feed  has  been  cut  to  the  overflow  trailer.  Upon  completion,  he  will  alert  the  CSO 
that  the  media  feed  has  been  successfully  cut.  PAO  representatives  will  not  be  allowed  in  the 
courtroom  during  closed  sessions 

(U//FOUO)  Once  the  CSO  confirms  that  all  spectators  have  left  and  the  media 
feed  has  been  ait,  all  personnel  in  the  courtroom  itself  will  file  into  die  hallway  through  the 
public  courtroom  entrance.  The  CSO  and  one  MP  will  exit  the  courtroom  first  (through  the 
public  entrance).  The  CSO  will  then  post  at  the  public  entrance  to  the  courtroom,  while  the  MP 
guards  the  hallway  to  prevent  anyone  from  traveling  past  the  public  entrance  room.  The  accused 
and  one  unit  escort  will  then  move  to  the  defense  office  (through  the  courtroom  side  door)  and 
the  Military  Judge  and  paralegal  will  exit  through  the  Court’s  entrance,  and  the  bailiffs  and  court 
reporter  will  exit  through  the  pub  be  entrance. 

(U//FOUO)  While  individuals  acre  absent  from  the  courtroom,  the  MPs  with 
military  working  dogs  will  conduct  a  security  sweep  of  the  courtroom  and  the  cyber  security 
team  will  conduct  a  “technical  sweep”  of  the  courtroom  itself.  After  the  sweeps,  the  CSO  will 
re-enter  the  courtroom  first.  He  will  then  post  at  the  entrance  of  the  public  waiting  room  into  the 
courtroom  itself  and  visually  check  the  badges  of  each  person  wbo  proceeds  back  into  the 
courtroom  to  determine  that  each  individual  holds  a  clearance  at  or  above  the  level  of 
classification  for  the  information  expected  to  be  considered  during  the  session.  Tbe  Government 
will  have  previously  checked  the  security  clearance  of  individuals  in  attendance  (e  g.  government 
representatives,  defense  experts)  to  ensure  that  striped  security  badges  have  been  made  far  mid 
issued  to  only  tliose  individuals  with  appropriate  clearances.  Those  Government  representatives 
present  because  the  testimony  implicates  the  equities  of  their  organization  will  also  be  checked 
against  a  need-toknow  list.  This  list  will  have  been  prepared  by  the  United  States  in  advance  of 


(U//FGUO)  After  courtroom  checks  have  been  completed,  die  defense  seconty 
expert  will  visit  the  defense  trader  to  advise  anyone  within  it  of  the  closed  session  and  verify  tbe 
security  badges  and  need-to-know  of  those  occupants.  If  the  trailer  is  unattended,  he  will  turn  off 
the  video  feed  send  lock  the  door.  Meanwhile,  the  prosecution  security  expert  will  do  the  same  in 
the  prosecution  trailer  The  external  MPs  will  guard  all  trailers  to  ensure  no  unauthorized  access 
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occurs.  The  security  experts  will  return  to  the  courtroom  and  notify  the  CSO  that  the  trailer 
checks  are  complete. 


(U//FOUO)  While  the  trailer  checks  occur,  the  CSO  will  retrieve  die  classified 
recording  equipment  (previously  staged  by  him  in  a  courtroom  safe)  and  provide  it  to  the  Court 
Reporter  The  Court  Reporter  will  then  set  up  and  use  equipment  cleared  for  processing 
classified  material,  while  the  CSO  returns  the  unclassified  equipment  to  the  safe.  The  CSO,  the 
government,  or  the  defense  will  retrieve  any  classified  materials  needed  for  the  hewing  The 
CSO  must  see  each  item  and  be  aware  of  all  classified  materials  in  the  Courtroom.  The  CSO 
will  complete  the  Closed  Hearing  Checklist  and  give  it  to  die  court  reporter.  See  Enclosure  2. 

(U//FOUO)  Upon  completion  of  the  checklist,  the  courtroom  will  be  ready  to 
host  a  classified  hearing  (up  to  the  “SECRET”  level).  At  the  next  recorded  classified  session,  the 
Trial  Counsel  will  announce  on  the  record  the  highest  expected  classification  level  for  the 
hearing. 


2.  tifl  Electronic  Security 

(U//FOUO)  The  Wolfhound  and  Watchhound  systems,  which  monitor  the 
transmission  of  wireless  electronic  data  from  die  courtroom,  will  continue  to  monitor  daring 
classified  proceedings.  While  they  capture  no  substance,  their  use  enables  security  personnel  to 
alert  the  Court  should  data  transmission  be  detected  during  the  hearing. 

3.  (TJ>  Security  Outside  die  Courtroom  Itself 

(U//FOUO)  The  MP  will  positioned  han~/herself  at  the  mgia  entrance  to  the 
budding  will  conduct  a  100%  ID  card  check  at  this  door  until  the  closed  session  is  completed. 
(S)he  will  check  identification  against  a  roster  listing  individuals  with  a  need-to-know  for  the 
specific  testimony  occurring  during  that  closure  and  check  for  proper  clearance  level  (noted  by 
the  type  of  prosecution-issued  hedge  they  cany).  Anyone  whose  association  with  the 
proceedings  or  identity  may  be  classified  will  be  assigned  a  number  and  escorted  to  die 
courtroom  by  a  member  of  the  prosecution  team.  The  list  of  people  with  authorized  access  to 
closed  proceedings  will  be  testimony-specific  mid  have  been  prepared  by  die  prosecution  in 
advance  of  closure.  If  closure  must  occur  unexpectedly,  only  prosecution  and  defense  teams  will 
be  authorized  for  courtroom  attendance;  however,  no  need-to-know  equity  holders  will  be 
allowed  unless  cm  a  list  for  the  witness  testifying. 

(U//FOUO)  Upon  completing  then  sweep  for  additional  spectators  and  checking 
in  with  the  CSO,  the  escort  and  MP  will  pint  outside  the  courtroom  itself  to  monitor  the  hallway. 
This  hallway  will  serve  as  a  standoff  area  between  the  courtroom  mid  the  mam  enhance.  A  sign 
that  prohibits  entry  and  advises  that  classified  information  is  currently  being  processed  will  be 
posted  at  each  entrance  to  the  courtroom  from  die  hallway.  This  sign  is  attached  as  Enclosure  3. 
The  fence  line  along  the  facility’s  outer  perimeter  will  be  what  secures  die  outside  entrances  to 
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the  building.  According  to  guidance  from  the  S-2,  external  MP’s  will  patrol  this  area. 

B.  Oh  Transition  from  Closed  to  Open 

(U//FOUG)  To  transition  from  a  closed  to  an  open  session,  the  Trial  Counsel  must 
announce  the  highest  classification  level  of  information  discussed  during  the  classified  session. 
Also,  classified  material  and  equipment  must  be  secured.  Then,  external  connections  must  be 
restored  and  spectators  allowed  to  re-enter  the  courtroom.  The  responsibility  of  individuals  and 
the  order  of  actions  which  must  be  taken  to  effectuate  this  transition  is  detailed  below. 

(U//FOUO)  Once  the  Court  orders  the  courtroom  opened,  the  Trial  Counsel  will  announce 
the  highest  level  of  classification  of  the  hearing  on  the  record.  Then  the  Court  should  then 
announce  a  recess.  The  CSO  will  collect  the  classified  court  reporting  equipment  and  secure  it  in 
the  safe  -  returning  with  the  unclassified  equipment  for  the  court  reporter  to  assemble.  The  CSO 
will  also  secure  any  notes  that  may  have  been  taken  by  individuals  who  were  present  daring  the 
classified  session,  and  store  them  in  the  courtroom  safe.  Each  party  has  been  given  a  drawer  in 
the  safe  for  separate  storage;  each  drawer  has  its  own  lock.  Before  the  Court’s  notes  are  secured, 
the  Court  will  prepare  an  unclassified  summary  of  the  proceedings,  and  the  Court  Security 
Officer  will  review  it  for  spillage  of  classified  information.  Any  classified  information  in  the 
Court’s  possession  will  then  also  be  secured  by  the  Court  Security  Officer. 

(U//FOUO)  Once  the  Court  Security  Officer  has  verified  that  no  classified  material  is  in  the 
courtroom.  (s)he  will  reconnect  the  media  feed.  The  courtroom  PAO  will  verify  with.  foe 
previously  identified  satellite  locations  that  the  media  feed  has  bear  successfully  reestablished 
A  bailiff  will  notify  the  security  detail  at  the  door  and  in  the  hallway  that  the  classified  portion 
has  ended.  The  OIC  will  alert  the  spectators  that  the  session  has  reopened  and  usher  them  back 
into  the  courtroom.  The  Court  Security  Officer  will  complete  the  enclosed  Open  Hearing 
Checklist,  after  which  point,  normal  open  courtroom  procedures  far  an  unclassified  hearing 
resume  See  Enclosure  2.  A  script  with  proposed  language  for  effectuating  the  stages  of  opening 
die  courtroom  is  attached  for  the  Courts  consideration.  See  Enclosure  1. 

m.  (U)  REQUEST  FOR  PARTIALLY  CLOSED  ARTICLE  39(A)  SESSION 

(U)  ha  the  interests  of  applying  a  scalpel  to  courtroom  closure  decisions,  the  United  States 
proposes  this  Article  39(a)  session  be  open  The  United  States  believes  discussion  of  closure  and 
associated  procedures  can  be  held  in  open  session  and  any  classified  materials  referenced  in  the 
filing  can  be  provided  fin-  the  Court's  review  without  public  disclosure.  However,  should  the 
Court  require  oral  testimony  or  wish  to  discuss  with  counsel  the  contours  of  the  classified 
assertions  or  materials  provided,  for  the  same  reasons  articulated  above,  courtroom  closure  is  the 
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only  way  to  protect  those  discussions.  A  script  to  dose  the  proceeding  for  these  purposes  is  also 
enclosed.  See  Enclosure  1 . 


MAJ,  JA 
Trial  Counsel 


(U)  I  certify  that  I  served  or  caused  to  be  served  a  true  copy  of  the  above,  via  SIPRNET 
email,  to  Mr.  David  Coombs,  Civilian  Defense  Counsel,  though  the  defense  security  experts  on 
31  January  2013. 


3  Enclosures 

1.  Scripts 

2.  Battle  Drill  Checklists 

3.  “Classified  Work  in  Progress”  Sign 


ASHDEN  FEIN 
MAJ,  JA 
Trial  Counsel 
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IN  THE  UNITED  STATES  ARMY 
FIRST  JUDICIAL  CIRCUIT 


UNITED  STATES 


)  RULING:  GOVERNMENT 
)  MOTION  TO  PRECLUDE 
)  OVER-CLASSIFICATION 
)  EVIDENCE  ON  MERITS 
)  AND  SENTENCING  AND  DEFENSE 

)  MOTION  FOR  JUDICIAL  NOTICE 

)  OF  ELR.  553  AND  CONGRESSIONAL 
)  HEARINGS  DISCUSSING 
)  CLASSIFICATION 
) 

)  DATED:  31  January  2013 


MANNING,  Bradley  E.,  PFC 


U.S.  Army, 


HHC,  U.S.  Army  Garrison 
Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


GOVERNMENT  MOTION  TO  PRECLUDE  EVIDENCE  OF  OVER-CLASSIFICATION: 

On  14  December  2012,  the  Government  moved  to  preclude  the  Defense  from  raising  general  over¬ 
classification  during  both  the  merits  and  sentencing  phases  of  the  trial.  On  28  December  2012,  the 
Defense  filed  a  response  opposing.  After  considering  the  pleadings,  evidence  presented,  and  argument  of 
counsel,  the  Court  finds  and  concludes  as  follows: 

Findings  of  Fact: 

1.  The  accused  is  charged  with  one  specification  of  aiding  the  enemy  in  violation  of  Article  104,  Uniform 
Code  of  Military  Justice  (UCMJ),  one  specification  of  disorders  and  neglects  to  the  prejudice  of  good 
order  and  discipline  and  service  discrediting  in  violation  of  Article  134,  UCMJ,  eight  specifications  of 
violations  of  18  U.S.C.  §  793(e)  and  Article  134,  UCMJ,  five  specifications  of  violations  of  18  U.S.C.  § 
641  and  Article  134  UCMJ,  two  specifications  of  violations  of  18  U.S.C.  §  1030(aXl)  and  Article  134, 
UCMJ,  and  five  specifications  of  violating  a  lawful  general  regulation,  in  violation  of  Article  92,  UCMJ  . 
The  time  period  of  the  charged  offenses  is  from  on  or  about  1  November  2009  -  on  or  about  27  May 
2010. 

2.  Defense  proffers  that  it  will  offer  the  following  evidence  for  merits  and  sentencing: 

a.  Mr.  Cassius  Hall  will  testify  that  much  of  the  charged  information  could  not  cause  damage  to 
the  United  States  and  was  not  closely  held. 

b.  Mr.  Charles  Ganiel  will  testify  that  the  vast  majority  of  the  information  within  the  charged 
diplomatic  cables  was  already  in  the  public  realm  prior  to  the  accused’s  alleged  communications  of  that 
information. 

c.  Ambassador  Peter  Galbraith  will  testify  that  many  Department  of  State  cables  are,  in  his 
experience,  over-classified  and  that  a  secret  classification  does  not  mean  the  information  is  genuinely 
secret. 

d.  House  Resolution  (H.R.)  553  (Reducing  Over-Classification  Act)  (7  October  2010), 

Transcripts  of  House  Committee  Meetings  on  the  Espionage  Act  ( 1 6  December  20 1 0)  and  2007  House 
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Committee  Meetings  on  Over-Classification  (22  March,  26  April,  and  28  June  2007).  In  a  separate 
motion,  the  Defense  requests  that  the  Court  take  judicial  notice  of  this  information. 

3.  H.R.  553  “Reducing  Over-classification  Act”  was  enacted  into  law  on  7  October  2010  as  Public  Law 
(PL)  1 1 1-258.  This  was  after  the  dates  of  the  charged  offenses  and  before  the  Original  Classification 
Authority  (OCA)  classification  reviews.  The  Court  will  henceforth  refer  to  H.R.  553  as  PL  1 1 1-258. 

4.  Merits  -  Defense.  Defense  argues  that  evidence  of  general  over-classification  is  relevant  to  the  merits 
for  the  offenses  charged  that  violate  1 8  U.S.C.  §§  793(e)  and  1 030(aX  1 )  for  the  following  reasons: 

a.  those  offenses  require  the  Government  to  prove  that  the  accused  had  reason  to  believe 
information  communicated  could  be  used  to  the  injury  of  the  United  States  or  to  the  advantage  of  any 
foreign  nation.  This  necessarily  requires  the  fact  finder  to  consider  the  nature  of  the  information. 

Evidence  of  over-classification  is  relevant  to  the  nature  of  the  information. 

b.  for  1 8  U.S.C.  §  793(e)  offenses  only  -  general  over-classification  is  relevant  to  whether  the 
information  communicated  “relates  to  the  national  defense”.  This  element  requires  that  the  information 
be  “closely  held”  and  that  disclosure  of  the  information  would  be  potentially  damaging  to  the  United 
States  or  might  be  useful  to  an  enemy  of  the  United  States. 

c.  Over-classification  allows  the  defense  to  paint  a  full  picture  of  the  context  in  which  the 
classification  decisions  were  made.  The  significance  of  over-classification  relates  to  what  weight  the 
Court  should  accord  to  the  fact  of  classification  itself  to  determine  whether  the  accused  had  reason  to 
believe  the  documents  could  cause  damage  to  the  United  States  and  whether  the  documents  at  issue  relate 
to  the  national  defense. 

d.  Over-classification  evidence  is  relevant  evidence  of  bias  of  the  Original  Classification 
Authority  (OCA),  allowing  both  cross-examination  and  extrinsic  evidence  under  MRE  608(c). 

5.  Merits  -  Government:  The  Government  argues  the  following  to  preclude  evidence  of  general  over- 
classification  on  the  merits  as  not  relevant  to  any  charged  offense  or  cognizable  defense: 

a.  Evidence  of  general  over-classification  is  not  relevant  to  whether  the  documents  at  issue  were 
properly  classified  by  the  relevant  OCA. 

b.  The  accused  is  not  an  OCA  and  has  no  authority  to  determine  whether  information  could 
injure  the  United  States  with  respect  to  classification. 

c.  Evidence  of  general  over-classification  is  not  relevant  as  to  the  nature  of  the  information 
communicated  or  to  determine  whether  the  charged  information  could  be  used  to  the  injury  of  the  United 
States  or  to  the  advantage  of  a  foreign  nation. 

d.  Evidence  of  over-classification  after  the  dates  of  the  charged  offenses  is  not  relevant  to  the 
accused’s  intent  at  the  time  of  the  offenses. 

6.  Sentencing:  In  its  Motion  for  Judicial  Notice  of  H.R.  553  and  Congressional  Hearings  Discussing 
Classification,  the  Defense  avers  that  evidence  of  general  over-classification  is  relevant  to  sentencing  in 
that  evidence  that  the  classification  system  was  broken  and  its  condition  had  negative  consequences  for 
the  nation  would  tend  to  shift  some  of  the  culpability  from  the  accused  to  the  system  itself,  thus  tending  to 
lower  his  punishment  The  Government  argues  evidence  of  general  over-classification  presents  neither 
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matters  in  extenuation  nor  mitigation  because  the  information  was  not  in  existence  nor  known  to  the 
accused  at  the  time  of  the  charged  offenses  and,  even  if  relevant,  should  be  excluded  under  MRE  403  as 
an  undue  waste  of  time. 

7.  The  Government  intends  to  prove  on  the  merits  that  a  relevant  OCA  conducted  an  original 
classification  review  of  the  information  allegedly  communicated  in  the  charged  offenses  in  accordance 
with  Executive  Order  Number  (EO)  13,526  (29  December  2009). 

The  Law: 

1 .  Relevant  evidence  is  evidence  having  any  tendency  to  make  the  existence  of  any  fact  that  is  of 
consequence  to  the  determination  of  the  action  more  or  less  probable  than  it  would  be  without  the 
evidence.  MRE  401.  Relevant  evidence  is  necessary  when  it  is  not  cumulative  and  when  it  would 
contribute  to  a  party’s  presentation  of  the  case  in  some  positive  way  in  a  matter  at  issue.  The  military 
judge  has  the  initial  responsibility  to  determine  whether  evidence  is  relevant  under  MRE  40 1 .  U.S.  v 
White,  69  M.J.  236  (C.A.A.F.  2010). 

2.  All  relevant  evidence  is  admissible,  except  as  otherwise  provided  by  the  Constitution  of  the  United 
States  as  applied  to  members  of  the  armed  forces,  the  code,  these  rules,  this  Manual,  or  any  Act  of 
Congress  applicable  to  members  of  the  armed  forces.  Evidence  which  is  not  relevant  is  not  admissible. 
MRE  402. 

3.  Relevant  evidence  may  be  excluded  if  its  probative  value  is  substantially  outweighed  by  the  danger  of 
unfair  prejudice,  confusion  of  the  issues,  or  misleading  the  members,  or  by  considerations  of  undue  delay, 
waste  of  time,  or  needless  presentation  of  cumulative  evidence.  MRE  403. 

4.  MRE  608(c)  provides  that  bias,  prejudice,  or  any  motive  to  misrepresent  may  be  shown  to  impeach  a 
witness  either  by  examination  of  the  witness  or  by  evidence  otherwise  adduced.  The  rule  allows  both 
cross-examination  of  the  witness  and  extrinsic  evidence. 

5.  RCM  1001(c)  governs  matters  to  be  presented  by  the  Defense  during  sentencing.  In  relevant  part,  the 
rule  allows  the  Defense  to  present  matters  in  rebuttal  to  any  material  presented  by  the  Government  and 
matters  in  extenuation  and  mitigation.  Matters  in  extenuation  serve  to  explain  the  circumstances 
surrounding  the  commission  of  an  offense,  including  those  reasons  for  committing  the  offense  which  do 
not  constitute  legal  justification  or  excuse.  Matters  in  mitigation  of  an  offense  are  reasons  to  lessen  the 
punishment  of  an  offense  or  to  furnish  grounds  for  recommendations  of  clemency. 

6.  Sentencing  -  Relaxed  Rules.  RCM  1001(c)(3)  authorizes  the  military  judge,  with  respect  to  matters 
in  extenuation  or  mitigation  or  both,  to  relax  the  rules  of  evidence.  This  may  include  admitting  letters, 
affidavits,  certificates  of  militaiy  and  civil  officers,  and  other  writings  of  similar  authenticity  and 
reliability.  R.C.M.  1001(c)(4)  provides  that  when  the  rules  of  evidence  have  been  relaxed  for  the 
Defense,  they  may  be  relaxed  during  rebuttal  and  surrebuttal  to  the  same  degree. 

7.  EO  1 3,526  governs  Classified  National  Security  Information.  Only  OCAs  are  authorized  to  determine 
what  information  is  originally  classified  in  accordance  with  EO  13,526  and  the  level  of  classification. 
Under  EO  13,526,  when  an  OCA  classifies  information  at  the  Secret  level,  the  OCA  determines  that 
unauthorized  disclosure  of  the  information  could  reasonably  be  expected  to  result  in  damage  to  the 
national  security  and  identifies  or  describes  the  expected  damage. 
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8.  EO  13,526  Part  2  governs  Derivative  Classification.  Persons  who  reproduce,  extract,  or  summarize 
classified  information  or  who  apply  classification  markings  derived  from  source  material  or  as  directed  by 
a  classification  guide  need  not  be  OCAs. 

9.  Section  1 .8  of  EO  1 3,526  establishes  procedures  for  authorized  holders  of  information  to  challenge 
classifications  they  believe,  in  good  faith,  are  improperly  classified.  These  procedures  do  not  include  self- 
help  communication  of  classified  information  such  persons  believe  is  improperly  classified  to  those  not 
authorized  to  receive  the  classified  information. 

10.  For  18  U.S.C.  §  793(e),  classification  may  demonstrate  that  an  accused  has  reason  to  believe  that 
information  relates  to  the  national  defense  and  could  cause  harm  to  the  United  States.  Not  all  information 
that  is  contained  on  a  classified  or  closed  computer  system  pertains  to  national  defense.  Not  all 
information  marked  as  classified,  in  whole  or  in  part,  may,  in  fact,  meet  the  criteria  for  classification. 
Information  not  marked  classified  may  meet  the  standards  for  classification  and  protection,  particularly 
with  respect  to  information  received  through  oral  means  or  information  the  recipient  should  have  reason 
to  believe  warrants  protection.  U.S.  v.  Diaz,  69  M.J.  127  (2010). 

Conclusions  of  Law  -  Evidence  of  Over-Classification  on  the  Merits: 

1 .  Evidence  of  general  over-classification  is  not  relevant  to  the  nature  of  the  information  allegedly 
communicated  in  the  specifications  alleging  violations  of  1 8  U.S.  C.  §§  793(e)  and  1030(aXl).  There  is 
no  nexus  between  general  over-classification  and  the  information  allegedly  communicated  in  this  case. 

2.  Evidence  of  general  over-classification  is  not  relevant  to  whether  the  information  charged  in  the 
specifications  alleging  violations  of  1 8  U.S.  C.  §  793(e)  relates  to  the  national  defense  and  was  closely 
held.  Information  does  not  have  to  be  classified  to  relate  to  the  national  defense.  However,  it  does  have 
to  be  closely  held  by  the  Government.  Original  classification  of  information  by  an  OCA  in  accordance 
with  EO  13,526  is  evidence  that  the  communicated  information  was  closely  held  by  the  U.S.  Government. 
It  is  not  conclusive  and  can  be  rebutted  by  evidence  that  the  information  was  made  public  by  Congress  or 
an  Executive  Branch  agency  and  that  the  information  may  have  been  found  in  sources  lawfully  available 
to  the  general  public  at  the  time  of  charged  communication.  However,  evidence  of  general  over- 
classification  goes  to  whether  information  should  be  closely  held  by  the  United  States,  not  whether  it  was 
closely  held  at  the  time  of  the  charged  communication.  Whether  information  should  be  closely  held  is  a 
proper  determination  for  the  Executive  and  Legislative  branches  and  is  not  at  issue  before  this  Court. 

3.  PL  1 1 1-258  did  not  make  any  changes  to  the  classification  criteria  in  EO  13,526.  Facts  at  issue  are 
whether  each  OCA  properly  classified  the  relevant  information  in  accordance  with  (IAW)  EO  13,526  and 
whether  any  derivative  classifications  of  that  information  were  conducted  IAW  EO  1 3,526  and  the 
relevant  derivative  classification  guides. 

4.  Whether  evidence  that  PL  1 1 1-258  was  enacted  in  response  to  Congressional  concerns  about  over¬ 
classification  and  the  substance  of  that  law  is  relevant  to  bias  of  an  OCA  under  MRE  608(c)  is  not  ripe  for 
consideration.  Similarly,  whether  Mr.  Leonard’s  statement  and/or  oral  testimony  given  at  the  2007  House 
Committee  on  Homeland  Security  Hearings  is  relevant  on  the  merits  to  cross-examine  OCA  witnesses  is 
not  ripe  for  consideration.  The  Court  defers  ruling  on  these  issues  until  such  time  as  they  are  ripe.  As  set 
forth  below,  Mr.  Leonard’s  statement  and  oral  testimony,  if  relevant,  are  admissible  under  MRE  803(8)  as 
a  hearsay  exception. 
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5.  The  testimony  of  Mr.  Cassius  Hall  and  Mr.  Charles  Ganiel,  as  proffered  by  the  Defense,  does  not 
address  general  over-classification.  The  Court  will  make  determinations  regarding  the  scope  of  Mr. 
Galbraith’s  testimony  if  and  when  he  testifies. 

6.  Evidence  of  general  over-classification  bearing  no  particularized  nexus  to  the  classified  information  at 
issue  is  not  otherwise  relevant  as  substantive  evidence  on  the  merits.  Even  if  relevant,  the  probative  value 
of  evidence  of  such  general  over-classification  is  substantially  outweighed  by  the  danger  of  confusing  the 
issues  at  trial  IAW  MRE  403. 

Conclusions  of  Law  -  Evidence  of  Over-Classification  on  Sentencing: 

RCM  IOOI(cXIXA)  allows  the  Defense  to  present  matters  in  extenuation  serving  to  explain  the 
circumstances  surrounding  the  commission  of  the  offense,  including  those  reasons  for  committing  the 
offense  which  do  not  constitute  legal  justification  or  excuse.  At  this  point,  there  is  no  evidence  before  the 
Court  that  the  accused  was  aware  of  any  general  over-classification  problem  or  that  such  awareness 
influenced  his  intent  or  motive.  The  Court  defers  ruling  until  the  matter  is  ripe  for  adjudication  during 
sentencing. 

DEFENSE  MOTION  FOR  JUDICIAL  NOTICE  OF  H.R.  553  AND  CONGRESSIONAL 
HEARINGS  DISCUSSING  CLASSIFICATION: 

1.  On  16  November  20 12,  the  Defense  filed  a  motion,  pursuant  to  Military  Rules  of  Evidence  (MRE) 

201, 201  A,  and  803(8)  for  the  Court  to  take  judicial  notice  of  H.R.  553,  the  “Reducing  Over- 
Classification  Act,”  and  transcripts  of  the  House  Committee  meetings  on  the  Espionage  Act  (16 
December  2010)  and  Over-Classification  (22  March,  26  April,  and  26  June  2007).  Defense  argues  this 
information  is  relevant  on  the  merits  to  rebut  evidence  that  the  accused  knew  or  should  have  known  that  a 
document  could  cause  injury  to  the  United  States  or  benefit  a  foreign  nation  based  solely  on  the 
document’s  classification.  The  Defense  further  posits  that  this  information  is  relevant  to  sentencing  in 
that  evidence  that  the  classification  system  was  broken  and  its  condition  had  negative  consequences  for 
the  nation  would  tend  to  shift  some  of  the  culpability  from  the  accused  to  the  system  itself,  thus  tending  to 
lower  his  punishment. 

2.  On  30  November  2012,  the  Government  filed  a  response  opposing  the  Defense  motion.  The 
Government  argues  that  the  Defense  motion  should  be  denied  because  the  law  and  the  statements  and 
testimony  in  the  Congressional  record  are  irrelevant  The  Government  requests  the  Court  to  find  the 
House  Committee  meeting  testimony  and  statements  to  be  inadmissible  hearsay  not  qualifying  for 
admission  pursuant  to  MRE  803(8).  The  Government  further  avers  that,  as  a  general  proposition,  it  is 
appropriate  for  a  Court  to  take  judicial  notice  of  the  law  insofar  as  it  exists,  is  relevant,  and  that  a 
Congressional  record  presents  an  accurate  account  of  testimony.  Finally,  the  Government  avers  that 
judicial  notice  is  not  appropriate  for  the  truth  of  the  matter  asserted. 

3.  After  considering  the  filings  and  evidence  presented  by  the  parties  and  argument  of  counsel,  and  the 
ruling  of  the  Court  with  respect  to  the  Government  Motion  to  Preclude  Over-Classification,  the  Court 
finds  and  concludes  as  follows: 

Findings  of  Fact: 

PL  1 11-258.  the  “Reducing  Over-Classification  Act” 

1 .  On  7  October  20 1 0,  President  Obama  signed  H.R.  553,  the  “Reducing  Over-Classification  Act”  into 
law.  On  that  date,  the  Act  became  Public  Law  1 1 1-258  (PL  1 1 1-258). 
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2.  The  “Reducing  Over-Classification  Act”  requires  the  Secretary  of  Homeland  Security  to  develop  a 
program  to  prevent  the  over-classification  of  homeland  security  information.  While  the  main  thrust  of  the 
legislation  is  directed  at  the  Department  of  Homeland  Security,  the  legislation  also  contains  several  other 
provisions  relating  to  “accurate  classification”  of  information  that  each  “Executive  agency”  that  handles 
classified  information  is  required  to  follow.  See,  e.g.,  P.L.  1 1 1-258,  section  7  (“The  head  of  each 
Executive  agency,  in  accordance  with  Executive  Order  13526,  shall  require  annual  training  for  each 
employee  who  has  original  classification  authority.”) 

3.  Section  2  of  P.L.  1 1 1-258  also  contains  several  Congressional  findings.  Among  these  findings  are: 

(1 )  The  National  Commission  on  Terrorist  Attacks  Upon  the  United  States  (commonly  known  as 
the  “9/1 1  Commission”)  concluded  that  security  requirements  nurture  over-classification  and 
excessive  compartmentalization  of  information  among  agencies. 

(2)  The  9/1 1  Commission  and  others  have  observed  that  the  over-classification  of  information 
interferes  with  accurate,  actionable,  and  timely  information  sharing,  increases  the  cost  of 
information  security;  and  needlessly  limits  stakeholder  and  public  access  to  information. 

(3)  Over-classification  of  information  causes  considerable  confusion  regarding  what  information 
may  be  shared  with  whom,  and  negatively  affects  the  dissemination  of  information  within  the 
Federal  Government  and  with  State,  local,  and  tribal  entities,  and  with  the  private  sector. 

16  December  2010  House  Judiciary  Committee  -  Testimony  of  Mr.  Thomas  Blanton 

1 .  On  1 6  December  20 1 0,  the  U.S.  House  of  Representatives  Committee  on  the  Judiciary  held  a  hearing 
entitled  “Espionage  Act  and  the  Legal  and  Constitutional  Issues  Raised  by  Wikileaks.”  The  hearing 
featured  seven  witnesses,  one  of  whom  was  Mr.  Thomas  Blanton,  Director,  National  Security  Archive, 
George  Washington  University. 

2.  In  his  testimony,  Mr.  Blanton  stated,  among  other  things,  that  the  “government  always  overacts  to 
leaks,”  that  the  “government’s  national  security  classification  system  is  broken,”  and  “we  are  well  into  a 
syndrome  that  one  senior  government  official  called  'Wikimania’  where  Wikimyths  are  common  and 
there  is  far  more  heat  than  light  -  heat  that  will  eventually  produce  more  leaks,  more  crackdowns,  less 
accountable  government,  and  diminished  security.”  Mr.  Blanton’s  testimony  and  his  statement  repeat 
statements  made  by  Governor  Thomas  Kean,  Secretary  of  Defense  Robert  Gates,  the  editors  of  Le  Monde 
and  The  Guardian,  Secretary  of  Defense  Donald  Rumsfeld’s  deputy  for  counterintelligence  and  security, 
and  Harvard  Law  Professor  Jack  Goldsmith. 

3.  Mr.  Blanton’s  oral  and  written  testimony  was  published  in  the  hearing  transcript  verbatim,  without 
modification  by  the  Chairman  of  the  committee. 

House  Homeland  Security  Subcommittee  Hearings  on  Over-Classification 

1 .  On  22  March,  26  April,  and  28  June,  2007,  the  U.S.  House  of  Representatives  Homeland  Security 
Subcommittee  on  Intelligence,  Information  Sharing,  and  Terrorism  Risk  Assessment  held  a  three-part 
hearing  on  “Over-Classification  and  Pseudo-Classification.” 

2.  The  Hearing  included  statements  from  the  following  subcommittee  members:  The  Honorable  Jane 
Harman,  The  Honorable  David  G.  Reichert,  The  Honorable  Bennie  G.  Thompson,  The  Honorable  Charles 
W.  Dent,  The  Honorable  Christopher  P.  Carney,  and  die  Honorable  James  R.  Langevin. 
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3.  As  part  of  these  hearings,  a  number  of  agency  and  private  witnesses  with  knowledge  of  classification 
activities  were  invited  to  provide  oral  and  written  testimony.  Specifically,  the  hearings  featured  testimony 
from: 

a.  Mr.  Scott  Armstrong,  Founder,  Information  Trust  (22  March  2007) 

b.  Ms.  Meredith  Fuchs,  General  Counsel,  The  National  Security  Archive,  George  Washington 
University  (22  March  2007) 

c.  Mr.  J.  William  Leonard,  Director  Information  Security  Oversight  Office,  National  Archives  and 
Record  Administration  (NARA)  (22  March  2007) 

d.  Mr.  Michael  P.  Downing,  Assistant  Commanding  Officer,  Counter-Terrorism/Criminal  Intelligence 
Bureau,  Los  Angeles  Police  Department  (22  March  2007) 

e.  Chief  Cathy  Lanier,  Metropolitan  Police  Department,  Washington,  DC  (22  March  2007) 

f.  Ambassador  Thomas  E.  McNamara,  Program  Manager,  Information  Sharing  Environment,  Office  of 
the  Director  of  National  Intelligence  (26  April  2007) 

g.  Dr.  Carter  Morris,  Director,  Information  Sharing  and  Knowledge  Management,  Office  of 
Intelligence  and  Analysis,  U.S.  Department  of  Homeland  Security  (26  April  2007) 

h.  Mr.  Wayne  M.  Murphy,  Assistant  Director,  Directorate  of  Intelligence,  Federal  Bureau  of 
Investigation  (26  April  2007) 

i.  Mr.  Mark  Zadra,  Assistant  Commissioner,  Florida  Department  of  Law  Enforcement  (26  April  2007) 

j.  Mr.  Mark  Agrast,  Senior  Fellow,  Center  for  American  Progress  (28  June  2007) 

k.  Mr.  Scott  Armstrong,  Founder,  Information  Trust  (28  June  2007) 

l.  Mr.  J.  William  Leonard  Director  Information  Security  Oversight  Office,  National  Archives  and 
Records  Administration  (28  June  2007) 

m.  Ms.  Suzanne  E.  Spaulding,  Principal,  Bingham  Consulting  Group,  LLC  (28  June  2007) 

4.  The  consolidated  hearing  record  from  all  three  dates  contains  the  verbatim  oral  and  written  testimony 
of  all  subcommittee  members  and  witnesses,  without  modification  by  the  Chairman  of  the  committee. 

The  Law:  The  Court  incorporates  the  law  as  stated  earlier  in  the  Government  Motion  to  Preclude 
Evidence  of  Over-Classification  and  adds  the  following: 

Judicial  Notice:  Adjudicatory  Facts 

1 .  MRE  201  governs  judicial  notice  of  adjudicative  facts.  The  judicially  noticed  fact  must  be  one  not 
subject  to  reasonable  dispute  in  that  it  is  either  (1)  generally  known  universally,  locally,  or  in  the  area 
pertinent  to  the  event  or  (2)  capable  of  accurate  and  ready  determination  by  resort  to  sources  whose 
accuracy  cannot  be  reasonably  questioned.  U.S.  v.  Needham ,  23  M.J.  383  (C.M.A.  1987);  U.S.  v.  Brown , 
33  M.J.  706(A.C.M.R.  1991). 

2.  MRE  201(c)  requires  the  military  judge  to  take  judicial  notice  of  adjudicative  facts  if  requested  by  a 
party  and  supplied  with  the  necessary  information. 
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3.  When  a  military  judge  takes  judicial  notice  of  adjudicative  facts,  the  fact  finder  is  instructed  that  they 
may,  but  are  not  required  to,  accept  as  conclusive  any  matter  judicially  noticed. 

4.  Judicial  notice  of  adjudicative  facts  puts  “a  stamp  of  judicial  authority”  on  the  evidence  and  effectively 
destroys  the  other  party’s  right  to  reasonably  dispute  the  evidence.  U.S.  v.  Richardson,  33  MJ.  127 
(C.M.A.  1991).  As  such,  judicial  notice  is  not  appropriate  for  inferences  a  party  hopes  the  fact  finder  will 
draw  from  the  fact(s)  judicially  noticed.  Legal  arguments  and  conclusions  are  not  adjudicative  facts 
subject  to  judicial  notice.  U.S.  v.  Anderson ,  22  MJ.  885  (A.F.C.M.R.  1985)  (appropriate  to  take  judicial 
notice  of  the  existence  of  a  treatment  program  at  a  confinement  facility  but  not  appropriate  to  take  judicial 
notice  of  the  quality  of  the  program). 

5.  MRE  201  governs  judicial  notice  of  adjudicative  facts,  not  legislative  facts.  An  adjudicative  fact  is  a 
fact  that  normally  goes  to  a  jury  in  a  jury  case  and  relates  to  the  parties,  their  activities,  and  their 
businesses.  Legislative  facts  do  not  concern  the  immediate  parties  and  are  relied  upon  by  courts  when 
they  develop  a  particular  law  or  policy.  U.S.  v.  Gould,  536  F.2d  216  (8th  Cir.  1976). 

Judicial  Notice:  Domestic  Law 


MRE  201  A(a)  provides  that  a  “military  judge  may  take  judicial  notice  of  domestic  law.”  This  provision 
further  provides,  however,  that  “[i]nsofar  as  a  domestic  law  is  a  fact  that  is  of  consequence  to  the 
determination  of  the  action,”  then  the  procedural  requirements  of  MRE  201  (except  for  section  201(g)) 
apply. 

Hearsay:  Public  Records  and  Reports 

MRE  803(8)  provides  that  “records,  reports,  statements,  or  data  compilations,  in  any  form,  of  public 
office  or  agencies”  are  not  excluded  under  the  hearsay  rule  if  the  records  or  reports  set  forth: 

(A)  the  activities  of  the  office  or  the  agency,  or  (B)  matters  observed  pursuant  to  duty  imposed  by 
law  as  to  which  there  was  a  duty  to  report,  excluding,  however,  matters  observed  by  police 
officers  and  other  personnel  working  in  a  law  enforcement  capacity,  or  (C)  against  the 
government,  factual  findings  resulting  from  an  investigation  made  pursuant  to  authority  granted 
by  law,  unless  the  sources  of  information  or  other  circumstances  indicate  lack  of  trustworthiness. 

Conclusions  of  Law  -  Admissibility/Rdevance: 

PL  111-258 


1.  Admissibility:  PL  1 1 1-258  is  a  domestic  law  that  the  Court  may  take  judicial  notice  of  1AW  MRE 
201  A.  The  Government  posits  that  the  “findings”  (Section  2)  in  this  law  are  “legislative  facts”  rather 
than  “adjudicatory  facts”  and,  therefore,  are  not  appropriate  for  judicial  notice.  This  is  certainly  the  case 
with  certain  legislative  materials  that  express  merely  personal  opinions  or  legal  theories.  In  this  case, 
however,  the  findings  in  the  law  are  taken  from  conclusions  in  the  9/1 1  Commission  report,  rather  than 
mere  expressions  of  Congressional  opinion.  Furthermore,  the  findings  also  stand  independently  for  the 
fact  that  Congress  believed  over-classification  was  a  potential  issue  and  passed  this  legislation  -  which 
contains  not  just  findings  but  specific  statutory  initiatives  -  to  address  that  issue.  See,  e.g.,  City  of 
Charleston  v.  A  Fisherman ’s  Best  Inc.,  310  F.3d  155,  172  (4th  Cir.  2002)  (taking  judicial  notice  of  a 
Motional  Marine  and  Fisheries  Service  final  rule  that  summarized  Congressional  intent  for  the  1996 
reauthorization  of  the  Magnuson-Sevens  Act).  Accordingly,  the  Court  is  within  its  discretion  to  take 
judicial  notice  of  the  findings  in  Section  2  of  PL  1 1 1-258  to  the  degree  they  are  relevant.  Such  judicial 
notice  would  be  the  adjudicative  fact  that  Congress  made  the  findings,  not  that  the  findings  are 
adjudicative  fact. 


2.  Relevance:  PL  1 1 1-258  was  signed  into  law  on  7  October  2010,  after  the  dates  of  the  charged  offenses 
but  prior  to  the  dates  of  the  original  classification  reviews  of  the  information  charged  by  the  OCAs.  In  its 
ruling  regarding  the  Government  Motion  to  Preclude  Over-Classification,  the  Court  deferred  ruling  on 
whether  evidence  of  general  over-classification  in  PL  1 11-258  is  relevant  to  impeach  OCA  witnesses 
IAW  MRE  608(c)  and  whether  evidence  of  general  over-classification  is  relevant  during  sentencing. 

Thus,  subject  to  a  demonstration  of  relevance,  the  Court  will  take  judicial  notice  of  the  existence  of  PL 
1 1 1-258,  to  include  the  Congressional  findings  in  Section  2,  the  date  of  introduction  of  H.R.  255  and  the 
date  the  law  was  enacted.  The  Court  will  not  take  judicial  notice  of  the  truth  of  the  matter  asserted  in  PL 
1 1 1-258  as  adjudicative  facts. 

Testimony  of  Mr.  Thomas  Blanton 

1.  Admissibility:  The  testimony  of  Mr.  Thomas  Blanton  is  not  admissible  under  MRE  803(8X  A).  While 
Mr.  Blanton’s  testimony  is  part  of  an  official  report  -  in  this  case  a  Congressional  hearing  record  -  it  does 
not  meet  the  other  criteria  of  MRE  803(8)(A).  Specifically,  his  testimony  is  not:  (1)  a  report  of  the 
activities  of  the  office  or  agency  (i.e..  Congress);  (2)  a  matter  observed  by  duty  of  law  where  there  was  a 
duty  to  report;  or  (3)  factual  finding  against  the  government  made  pursuant  to  an  investigation  pursuant  to 
authority  under  the  law.  Rather,  Mr.  Blanton’s  statement  contains  his  personal  opinions  reprinted 
verbatim  in  a  hearing  record.  It  is  hearsay  within  hearsay.  To  the  extent  Mr.  Blanton  repeats  statements 
made  by  Governor  Thomas  Kean,  Secretary  of  Defense  Robert  Gates,  the  editors  of  Le  Monde  and  The 
Guardian,  Secretary  of  Defense  Donald  Rumsfeld’s  deputy  for  counterintelligence  and  security,  and 
Harvard  Law  Professor  Jack  Goldsmith,  such  statements  are  triple  hearsay. 

2.  Relevance:  Even  if  admissible,  Mr.  Blanton’s  prepared  statement  and  oral  testimony  occurred  after 
the  dates  of  the  communications  alleged  in  the  charged  offenses.  Mr.  Blanton’s  statement  and  oral 
testimony  are  not  relevant  on  the  merits  or  during  sentencing. 

Admissibility  -  2007  House  Committee  on  Homeland  Security  Hearing  Transcripts 

1 .  Statements  by  Subcommittee  Members  -  The  statements  by  subcommittee  members  are  not 
admissible  under  MRE  803(8).  They  do  not  document  the  activities  of  Congress.  They  do  not  set  forth 
matters  observed  pursuant  to  duty  imposed  by  law  as  to  which  matters  there  was  a  duty  to  report,  nor  do 
they  represent  factual  findings  resulting  from  investigation  under  authority  granted  by  law.  These 
statements  represent  the  personal  opinions  of  individual  subcommittee  members. 

2.  Testimony  of  Mr.  Armstrong.  Ms.  Fuchs.  Mr.  Agrast,  and  Ms.  Spaulding.  The  oral  statements  and 
prepared  testimony  of  Mr.  Armstrong  (22  March  and  28  June  2007),  Ms.  Fuchs,  Mr.  Agrast,  and  Ms. 
Spaulding  are  not  admissible  under  MRE  803(8XA).  The  Defense  states  that  the  transcripts  “document 
the  activities  of  Congress”  and  therefore  fall  under  MRE  803(8XA).  The  Congressional  record  of 
testimony  by  these  witnesses,  however,  does  not  document  “activities”  of  Congress.  Rather,  it  merely 
reprints  verbatim  their  personal  beliefs  and  opinions. 

3.  Testimony  of  Mr.  Downing.  The  oral  testimony  and  prepared  statement  of  Mr.  Downing  is  not 
admissible  under  MRE  803(8XA).  While  it  has  been  reprinted  in  an  official  Congressional  transcript,  this 
does  not  cure  the  fact  that  the  testimony  itself  is  not  a  record  or  report  of  the  activities  conducted  by  the 
Los  Angeles  Police  Department  (LAPD).  Instead,  it  is  a  testimonial  statement  that  details  the  general 
counter-intelligence  activities  of  the  LAPD  and  makes  certain  recommendations  regarding 
declassification  of  information  and  further  dissemination  of  those  documents  to  state  and  local  law 
enforcement  authorities. 
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4.  Testimony  of  Chief  Lanier.  The  testimony  of  Chief  Lanier  is  not  admissible  under  MRE  803(8XA). 
Like  the  testimony  of  Mr.  Downing,  it  is  not  a  record  or  report  of  the  activities  conducted  by  the 
Washington,  D.C.,  Metropolitan  Police  Department  (MPD).  Instead,  it  is  a  testimonial  statement  that 
details  the  MPD’s  counter-intelligence  operations,  and  calls  for  specific  changes  to  allow  further 
dissemination  of  classified  documents  to  local  law  enforcement  agencies. 

5.  Testimony  of  Mr  Zadra.  The  testimony  of  Mr.  Zadra  is  not  admissible  under  MRE  803(8XA).  It  is 
not  an  official  record  or  compilation  of  activities  of  the  Florida  Department  of  Law  Enforcement. 

Rather,  it  largely  reflects  Mr.  Zadra’ s  personal  opinion  regarding  the  Controlled  Unclassified  Information 
(CUI)  framework  used  by  federal  agencies. 

6.  Testimony  of  Ambassador  McNamara.  Dr.  Morris,  and  Mr.  Murphy.  The  testimony  of  Ambassador 
McNamara,  Dr.  Morris,  and  Mr.  Murphy  is  not  admissible  under  MRE  803(8XA).  The  testimony  is  not  a 
compilation  of  the  records  or  activities  of  the  agencies  that  the  witnesses  represent.  Rather,  each  set  of 
testimony  consists  mainly  of  a  summary  of  completed  agency  action  to  deal  with  problems  involving 
CUI.  The  testimony  is  also  irrelevant.  The  specifications  against  the  accused  concern  classified 
information,  not  CUI.  Accordingly,  the  argument  in  the  testimony  -  that  CUI  is  sometimes  mismarked  - 
does  not  help  disprove  any  element  of  the  specifications  charged. 

7.  Testimony  of  Mr.  Leonard  (22  March  2007V  The  22  March  2007  testimony  of  Mr.  Leonard  is 
admissible  under  MRE  803(8XA)  if  relevant.  It  can  be  distinguished  from  the  other  testimony  by  two  key 
attributes. 

a.  First,  unlike  other  witnesses,  Mr.  Leonard  serves  as  Director  of  the  Information  Security 
Oversight  Office  (ISOO)  within  NARA  that  was  established  by  Executive  Order  to  provide  policy 
oversight  to  the  entire  national  classification  system.1  Pursuant  to  this  authority,  ISOO  engages  in 
outreach  and  information  collection  activities  from  agencies  within  the  Executive  Branch  that  classify 
information.  Some  of  the  information  is  also  used  to  conducts  audits  and,  in  turn,  suggest  follow-up 
recommendations  for  agency  classification  systems. 

b.  Second,  Mr.  Leonard’s  testimony  provides  a  formal  recounting  of  the  official  activities  of  his 
office,  as  opposed  to  personal  statements  or  beliefs.  For  example,  the  key  assertion  cited  by  the  Defense, 
that  trained  government  classifiers  only  made  “clearly”  correct  classification  decisions  64  percent  of  the 
time  was  based  on  an  official  audit.  (“In  an  audit  of  agency  classification  activity  conducted  by  my  office 
approximately  one  year  ago,  we  discovered  that  even  trained  classifiers,  with  ready  access  to  the  latest 
access  to  the  latest  classification  and  declassification  guides,  and  trained  in  their  use,  got  it  right  only  64 
percent  of  the  time  in  making  determinations  as  to  the  appropriateness  of  classification.”)  The  fact  that 
the  testimony  is  published  as  an  official  Congressional  hearing  record  is  immaterial,  as  it  would  be 
independently  admissible  as  an  ISOO  report  or  record  under  MRE  803(8XA)  or  (C). 

8.  All  of  the  statements  of  subcommittee  members  and  the  prepared  statements  and  oral  testimony  of  the 
testifying  witnesses  except  those  of  Mr.  Leonard  are  hearsay  and  not  admissible  under  MRE  803(8).  See 
Pearcev.  The  E.F.  Hutton  Group,  Inc.,  et  al,  653  F.  Supp.  810  812-815  (D.D.C.  1987).  The  Court 
declines  to  take  judicial  notice  of  the  statements  and  testimony.  Upon  a  showing  of  relevance,  the  Court 
will  take  judicial  notice  of  the  existence  of  Mr.  Leonard’s  testimony  in  the  Congressional  record.  The 
Court  will  not  take  judicial  notice  of  the  substance  of  Mr.  Leonard’s  testimony  as  adjudicative  facts. 

Relevance  -  2007  House  Committee  on  Homeland  Security  Hearing  Transcripts 


1  See  Executive  Order  12958,  “Classified  National  Security  Information,”  §  5.2. 
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1 .  The  2007  House  Committee  on  Homeland  Security  Hearings  testimony  was  delivered  and  published  in 
a  Congressional  record  prior  to  the  date  of  communications  in  the  specifications  charging  violations  of  1 8 
U.S.C.  §§  793(e)  and  1030(a)(1). 

2.  With  the  exception  of  Mr.  Leonard’s  22  March  2007  statement  and  testimony  noted  below,  the  2007 
House  Committee  on  Homeland  Security  Hearings  are  not  relevant  as  substantive  evidence  of  general 
over-classification  on  the  merits  or  for  sentencing.  The  Hearing  is  entitled  “The  Over-Classification  and 
Pseudo-Classification  Part  I,  II,  and  III.”  Almost  all  of  the  statements  and  oral  testimony  primarily 
address  challenges  in  communications  involving  classified  or  pseudo-classified  information  among 
federal  agencies  and  state  and  local  law  enforcement  agencies.  Pseudo-classification  is  not  relevant  to  the 
charges  at  issue  in  this  case,  neither  is  communication  involving  classified  and  pseudo-classified 
information  among  federal,  state,  and  local  intelligence  agencies.  In  addition,  the  hearings  took  place 
from  March  -  June  2007,  almost  three  years  prior  to  the  charged  communications  at  issue  in  this  case. 
Even  if  admissible  on  the  merits  or  in  sentencing  as  substantive  evidence  of  general  over-classification, 
the  probative  value  of  the  2007  House  Committee  on  Homeland  Security  Hearings,  with  the  exception  of 
Mr.  Leonard’s  statement  and  testimony,  is  substantially  outweighed  by  the  danger  of  confusion  of  the 
issues  under  MRE  403. 

3.  Mr.  Leonard’s  22  March  2007  statement  and  testimony  is  admissible  under  MRE  803(8)  as  a  hearsay 
exception.  Whether  it  is  relevant  on  the  merits  to  cross-examine  the  OCA  witnesses  is  not  ripe  for 
consideration.  The  Court  defers  ruling  on  this  issue  and  relevance  for  sentencing  until  the  issues  are  ripe 
at  trial. 

RULING: 

Over-classification  Evidence:  The  Government  Motion  to  Exclude  Over-Classification  Evidence  on  the 
Merits  and  Sentencing  is  GRANTED  IN  PART  as  set  forth  above. 

1 .  Evidence  of  general  over-classification  is  not  relevant  as  substantive  evidence  on  the  merits  portion  of 
the  trial.  Even  if  relevant,  the  probative  value  of  evidence  of  general  over-classification  is  substantially 
outweighed  by  the  prejudice  of  confusing  the  issues  under  MRE  403. 

2.  The  Court  defers  ruling  on  whether  PL  1 1 1  -258  “Reducing  Over-Classification  Act”  and  the  oral 
testimony  and  statement  by  Mr.  Leonard  is  relevant  for  the  limited  purpose  of  cross-examining  the  OCAs 
under  MRE  608(c)  and  for  sentencing  until  such  time  as  the  issues  are  ripe. 

Judicial  Notice:  The  Defense  motion  to  take  judicial  notice  of  PL  111  -258,  “the  Reducing  Over- 
Classification  Act”  and  Congressional  Hearings  Discussing  Classification  is  GRANTED  IN  PART. 

1 .  The  Court  will  take  judicial  notice  of  the  existence  of  PL  111  -258,  and  the  existence  of  the  22  March 
2007  testimony  of  Mr.  William  Leonard  upon  a  showing  of  relevance  as  set  forth  above.  The  Court  will 
not  take  judicial  notice  of  the  truth  of  the  matter  asserted  as  adjudicative  facts. 

2.  The  Court  will  not  take  judicial  notice  of  the  16  December  2010  testimony  of  Mr.  Thomas  Blanton 
before  the  House  Judiciary  Committee  or  the  statements  by  subcommittee  members  and  the  prepared 
statements  and  oral  testimony  of  witnesses  who  testified  before  the  2007  House  Committee  on  Homeland 
Security  Hearings  on  Over-Classification  and  Pseudo-Classification  other  than  Mr.  Leonard’s  22  March 
2007  statement  and  testimony. 
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So  ORDERED  this  3 1st  day  of  January  2013. 


DENISE  R.  LIND 
COL,  JA 

Chief  Judge,  1”  Judicial  Circuit 
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UNITED  STATES  OF  AMERICA 


) 

) 

v.  )  Government  Request 

)  for  Leave  until  14  February  2013 

Manning,  Bradley  E.  )  to  Submit  its  Proposed 

PFC,  U.S.  Army,  )  Providence  Inquiry 

HHC,  U.S.  Army  Garrison,  )  Questions 

Joint  Base  Myer-Henderson  Hall  ) 

Fort  Myer,  Virginia  22211  )  5  February  2013 

The  United  States  respectfully  requests  leave  of  the  Court  until  14  February  2013  to  submit 
its  proposed  providence  inquiry  questions.  After  the  updated  court  calendar  dated  9  January  2013, 
the  defense  had  three  weeks  to  prepare  plea  documents.  See  Appellate  Exhibit  466.  Together  their 
filings  totaled  eighty  pages  in  need  of  review  -  including  a  thirty-five  page  proposed  providence 
inquiry  and  a  thirty-four  page  fact-intensive  providence  statement  by  the  accused.  See  Defense 
Notice  of  Plea  and  Forum,  Guilty  Plea  Inquiry,  Providence  Statement,  and  Attachment  to  PFC 
Manning’s  Providence  Statement  submitted  to  the  Court  via  electronic  mail  by  Mr.  David  Coombs 
on  30  January  2013. 

The  United  States  requests  additional  time  to  process  and  respond  to  this  information  - 
especially  considering  there  appears  to  be  legal  issues  involved  with  the  defense’s  proposal.  This 
request  will  not  necessitate  a  delay  in  the  proceedings.  A  14  February  suspense  date  will  still  permit 
the  Court  eleven  days  to  review  the  parties’  submitted  material  in  advance  of  the  39(a)  session 
scheduled  to  begin  26  February  2013.  There  will  be  no  prejudice  to  the  defense. 


MAJ,  JA 
Trial  Counsel 


I  certify  that  I  served  or  caused  to  be  served  a  true  copy  of  the  above  on  Mr.  David  Coombs,  Civilian 
Defense  Counsel,  via  electronic  mail  on  5  February  2013. 


ASHDEN  FEIN 
MAJ,  JA 
Trial  Counsel 
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Fein,  Ashden  MAJ  USARMY  MDW  (US) 

From:  David  Coombs  [coombs@armycourtmartialdefense.com] 

Sent:  Tuesday,  February  05,  2013  4:16  PM 

To:  Lind,  Denise  R  COL  USARMY  (US) 

Cc:  Hurley,  Thomas  F  MAJ  USARMY  (US);  Tooman,  Joshua  J  CPT  USARMY  (US);  Morrow, 

JoDean  (Joe)  III  CPT  USARMY  USAMDW  (US);  Overgaard,  Angel  M  CPT  USARMY  (US); 
Whyte,  J  Hunter  CPT  USARMY  (US);  von  Elten,  Alexander  S  (Alec)  CPT  USARMY  (US); 
Ford,  Arthur  D  Jr  CW2  USARMY  (US);  Williams,  Patricia  Ann  (Trisha  Williams-Butler)  CIV 
USARMY  USAMDW  (US);  Jefferson,  Dashawn  MSG  USARMY  (US);  Moore,  Katrina  R  MSG 
USARMY  (US);  Raffel,  Michael  J  SFC  USARMY  (US);  Fein,  Ashden  MAJ  USARMY  MDW 
(US) 

Subject:  RE:  Government  Filing  (UNCLASSIFIED) 


Ma'am, 

The  Defense  objects  to  an  extension  of  time  for  the  Government  to  prepare  its  filing. 
Originally,  the  Court  wanted  both  parties  to  submit  their  questions  by  31  January  2013.  The 
Government  did  not  object  to  this  request  by  the  Court.  At  that  time,  the  Defense  proposed 
that  it  take  the  lead  on  drafting  the  providence  inquiry  questions  and  give  the  Government  an 
additional  week  to  submit  its  proposed  inquiry  based  upon  its  own  effort  and  that  of  the 
Defense.  The  Government  supported  the  Defense’s  proposal  and  the  Court  approved  of  this 
proposal. 

The  Government  has  failed  to  justify  any  need  for  additional  time.  The  length  of  the 
materials  submitted  by  the  Defense  is  1)  entirely  appropriate  and  2)  something  that  the 
Government  should  have  anticipated  given  the  number  of  specifications  being  pled  to  by  PFC 
Manning. 

I  have  already  made  flight  and  hotel  arrangements  to  travel  to  Fort  Leavenworth  to  prepare 
the  providence  inquiry  with  PFC  Manning  on  7  and  8  February.  I  have  also  had  to  coordinate 
with  the  JRCF  to  accommodate  a  two-day  visit.  My  plan  was  to  cover  the  questions  that  I 
proposed  on  7  February  and  the  questions  the  Government  proposed  on  8  February.  It  would  be 
difficult  to  reschedule  this  trip  at  this  late  date  due  to  other  commitments. 

The  Government  has  another  two  duty  days  to  complete  its  filing.  The  Defense  requests  that 
the  Court  hold  the  Government  to  the  agreed  upon  deadline. 

v/r 

David 

David  E.  Coombs,  Esq. 

Law  Office  of  David  E.  Coombs 

II  South  Angell  Street,  #317 
Providence,  RI  02906 

Toll  Free:  1-800-588-4156 
Local:  (508)  689-4616 
Fax:  (508)  689-9282 
coombsiSa  rmvcourtmartialdefense.com 

www . armycourtmartialdef ense . com 


♦♦♦Confidentiality  Notice:  This  transmission,  including  attachments,  may  contain  confidential 
attorney-client  information  and  is  intended  for  the  person(s)  or  company  named.  If  you  are 
not  the  intended  recipient,  please  notify  the  sender  and  delete  all  copies.  Unauthorized 
disclosure,  copying  or  use  of  this  information  may  be  unlawful  and  is  prohibited.*** 
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- Original  Message - 

From:  Lind,  Denise  R  COL  USARMY  (US)  rmailtoidenise.r.lind.milfilmail.mill 
Sent:  Tuesday,  February  05,  2013  3:56  PM 
To:  Fein,  Ashden  MAD  USARMY  MDW  (US) 

Cc:  Hurley,  Thomas  F  MAD  USARMY  (US);  David  Coombs;  Tooman,  Doshua  D  CPT  USARMY  (US);  Morrow, 
DoDean  (Doe)  III  CPT  USARMY  USAMDW  (US);  Overgaard,  Angel  M  CPT  USARMY  (US);  Whyte,  D  Hunter 
CPT  USARMY  (US);  von  Elten,  Alexander  S  (Alec)  CPT  USARMY  (US);  Ford,  Arthur  D  Dr  CW2  USARMY 
(US);  Williams,  Patricia  Ann  (Trisha  Williams-Butler)  CIV  USARMY  USAMDW  (US);  Defferson, 
Dashawn  MSG  USARMY  (US);  Moore,  Katrina  R  MSG  USARMY  (US);  Raffel,  Michael  D  SFC  USARMY  (US) 
Subject:  RE:  Government  Filing  (UNCLASSIFIED) 

Classification:  UNCLASSIFIED 
Caveats:  NONE 

Defense, 

Any  objection? 


D 


DENISE  R.  LIND 
COL,  DA 

Chief  Dudge,  1st  Dudicial  Circuit 


- Original  Message - 

From:  Fein,  Ashden  MAD  USARMY  MDW  (US) 

Sent:  Tuesday,  February  05-,  2013  3:53  PM 
To:  Lind,  Denise  R  COL  USARMY  (US) 

Cc:  Hurley,  Thomas  F  MAD  USARMY  (US);  David  Coombs;  Tooman,  Doshua  D  CPT  USARMY  (US);  Morrow, 
DoDean  (Doe)  III  CPT  USARMY  USAMDW  (US);  Overgaard,  Angel  M  CPT  USARMY  (US);  Whyte,  D  Hunter 
CPT  USARMY  (US);  von  Elten,  Alexander  S  (Alec)  CPT  USARMY  (US);  Ford,  Arthur  D  Dr  CW2  USARMY 
(US);  Williams,  Patricia  Ann  (Trisha  Williams-Butler)  CIV  USARMY  USAMDW  (US);  Defferson, 
Dashawn  MSG  USARMY  (US);  Moore,  Katrina  R  MSG  USARMY  (US);  Raffel,  Michael  D  SFC  USARMY  (US) 
Subject:  Government  Filing 


Ma'am, 


Attached  is  a  government  motion  for  leave  to  file  the  government's  proposed  providence 
inquiry  questions  and  any  other  objections  based  on  legal  issues  by  14  February  2013. 

v/r 

MAD  Fein 

Classification:  UNCLASSIFIED 
Caveats:  NONE 
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UNITED  STATES  OF  AMERICA 


) 

) 

)  RULING:  Government  Motion  for 
)  for  Leave  nntil  14  February  2013 
)  to  Submit  its  Proposed  Providence 
)  Inquiry  Questions 
) 

) 

)  5  February  2013 


v. 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hail 
Fort  Myer,  Virginia  22211 


The  Court  has  considered  the  Government’s  5  February  2013  motion  for  leave  of  the  Court 
until  14  February  2013  to  submit  its  proposed  providence  inquiry  questions  and  the  Defense 
objections  submitted  to  the  Court  via  email  on  5  February  2013.  Although  not  in  the  title  of  the 
motion,  the  Government  avers  that  there  are  legal  issues  involved  with  the  Defense  proposals. 

RULING:  The  Government  motion  for  leave  until  14  February  201 3  is  GRANTED  IN  PART  as 
set  forth  below. 

1 .  The  Government  will  submit  proposed  providence  inquiry  questions  NLT  7  February  2013. 

2.  Any  Government  filing  addressing  legal  issues  raised  by  the  accused’s  proposed  providence 
inquiry  and  plea  will  be  submitted  NLT  14  February  2013. 

3.  Any  Defense  response  to  legal  issues  raised  by  the  Government  will  be  submitted  NLT  21 
February  2013. 


DENISE  R.  LI 
COL,  JA 


Chief  Judge,  Injudicial  Circuit 
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IN  THE  UNITED  STATES  ARMY 
FIRST  JUDICIAL  CIRCUIT 


UNITED  STATES 
v. 


MANNING,  Bradley  E„  PFC 
U.S.  Army, 

Headquarters  and  Headquarters  Company,  U.S. 
Army  Garrison,  Joint  Base  Myer-Henderson  Hall, 
Fort  Myer,  VA  22211 


) 

)  DEFENSE  RESPONSE  TO 

)  GOVERNMENT  MOTION  FOR 
)  IN  CAMERA  PROCEEDING 

)  UNDER  MRE  505(i)(2)  AND 

)  DEFENSE  MOTION  FOR 

)  APPROPRIATE  RELIEF  TO 

)  PRECLUDE  EVIDENCE  OF 

)  RECEIPT  BY  ENEMY  DURING 

)  MERITS 

) 

)  DATED:  8  February  2013 


RELIEF  SOUGHT 


1.  The  Defense  respectfully  requests  that  this  Court  preclude  the  Government  from  raising  or 
eliciting  any  discussion,  reference,  or  argument,  to  include  the  introduction  of  any  documentary 
or  testimonial  evidence,  relating  to  receipt  of  any  of  the  charged  information  by  al  Qaeda,  al 
Qaeda  in  the  Arabian  Peninsula,  the  enemy  listed  in  Bates  Number  00410660  through  00410664, 
or  any  other  enemy  from  the  merits  portion  of  the  trial.  The  Defense  does  not  dispute  whether 
receipt  by  al  Qaeda,  al  Qaeda  in  the  Arabian  Peninsula,  the  enemy  listed  in  Bates  Number 
00410660  through  00410664,  or  any  other  enemy  is  relevant  on  sentencing.  In  the  alternative, 
should  the  Court  determine  receipt  by  the  enemy  is  relevant  during  the  merits  portion  of  the  trial, 
the  Defense  requests  the  opportunity  to  interview  Mr.  John  Doe  in  order  to  adequately  respond  to 
the  Government’s  requested  relief  in  its  motion.  The  Defense  requests  oral  argument. 


BURDEN  OF  PERSUASION  AND  BURDEN  OF  PROOF 


2.  The  burden  of  proof  on  any  factual  issue  the  resolution  of  which  is  necessary  to  decide  a 
motion  shall  be  by  preponderance  of  the  evidence.  See  Manual  for  Courts-Martial,  United 
States,  Rule  for  Courts-Martial  (RCM)  905(c)(1)  (2012).  The  burden  of  persuasion  on  any 
factual  issue  the  resolution  of  which  is  necessary  to  decide  a  motion  shall  be  on  the  Defense  as 
the  moving  party.  See  RCM  905(c)(2).  Whether  the  Court  rules  on  the  admissibility  of  evidence 
before  it  arises  at  trial  is  a  decision  in  the  discretion  of  the  military  judge.  See  RCM  906(b)(l  3). 


FACTS 


3.  PFC  Manning  is  charged  with  one  specification  of  aiding  the  enemy,  one  specification  of 
disorders  and  neglects  to  the  prejudice  of  good  order  and  discipline  and  service  discrediting, 
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eight  specifications  of  violations  of  1 8  U.S.C.  §  793(e),  five  specifications  of  violations  of  1 8 
U.S.C.  §  641,  two  specifications  of  violations  of  18  U.S.C.  §  1030,  and  five  specifications  of 
violating  a  lawful  general  regulation,  in  violation  of  Article  104,  134,  and  92,  Uniform  Code  of 
Military  Justice  (UCMJ).  See  Enclosure  1. 


WITNESSES/EVIDENCE 


4.  The  Defense  does  not  intend  to  produce  any  witnesses  for  this  motion.  The  Defense  requests 
that  the  Court  consider  the  following  enclosures  to  this  Motion  in  making  its  ruling. 

1 .  Charge  Sheet  (enclosed  in  record) 

2.  Draft  Instructions,  26  November  2012  (Appellate  Exhibit  410) 

3.  Ruling:  Defense  Motion  to  Dismiss  Specification  1  of  Charge  II  for  Failure  to  State  an 
Offense,  25  April  2012  (Appellate  Exhibit  80) 

4.  Ruling:  Defense  Motion  to  Dismiss  for  Failure  to  State  an  Offense,  26  April  2012 
(Appellate  Exhibit  81) 

5.  Ruling:  Government  Motion  to  Preclude  Reference  to  Actual  Harm  or  Damage  on 
Merits,  19  July  2012  (Appellate  Exhibit  221) 

6.  Ruling:  Government  Motion  to  Preclude  Motive  Evidence  on  Merits,  1 6  January  2013 
(Appellate  Exhibit  470) 

7.  Ruling:  Government  Motion  to  Preclude  Over-Classification  Evidence  on  Merits  and 
Sentencing  and  Defense  Motion  for  Judicial  Notice  of  H.R.  553  and  Congressional 
Hearings  Discussing  Classification,  31  January  2013 

8.  Manual  for  Courts-Martial,  United  States,  Article  104,  UCMJ,  c(5)(a)  and  c(6)(a)  (2012) 


LEGAL  AUTHORITY  AND  ARGUMENT 


5.  The  Court  should  preclude  the  Government  from  raising  or  eliciting  any  discussion, 
reference,  or  argument,  to  include  the  introduction  of  any  documentary  or  testimonial  evidence, 
relating  to  receipt  by  al  Qaeda,  al  Qaeda  in  the  Arabian  Peninsula,  the  enemy  listed  in  Bates 
Number  00410660  through  00410664,  or  any  other  enemy  during  the  merits  portion  of  the  trial. 
Actual  receipt  by  al  Qaeda,  al  Qaeda  in  the  Arabian  Peninsula,  the  enemy  listed  in  Bates  Number 
00410660  through  00410664,  or  any  other  enemy  is  not  relevant  to  any  of  the  charged  offenses. 
Even  if  remotely  relevant,  the  probative  value  of  receipt  by  the  enemy  is  substantially 
outweighed  by  the  danger  of  unfair  prejudice,  confusion  of  the  issues,  or  misleading  the 
members,  or  by  considerations  of  undue  delay,  waste  of  time,  or  needless  presentation  of 
cumulative  evidence.  See  MRE  403. 


I.  ACTUAL  RECIEPT  BY  THE  ENEMY  IS  NOT  RELEVANT  TO  A  MATTER  AT  ISSUE 

6.  MRE  401  provides  that  evidence  is  relevant  if  it  has  “any  tendency  to  make  the  existence  of 
any  fact  that  is  of  consequence  to  the  determination  of  the  action  more  probable  or  less  probable 
than  it  would  be  without  the  evidence.”  See  also  MRE  401,  analysis  (“relevant  evidence  must 
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involve  a  fact  ‘which  is  of  consequence  to  the  determination  of  the  action”’).  The  military  judge 
has  the  initial  responsibility  to  determine  whether  evidence  is  relevant  under  MRE  401 .  U.S.  v. 
White,  69  M.J.  236  (C.A.A.F.  2010). 

7.  MRE  402  provides  that  “all  relevant  evidence  is  admissible,  except  as  otherwise  provided  by 
the  Constitution  of  the  United  States  as  applied  to  members  of  the  armed  forces,  the  code,  these 
rules,  this  Manual,  or  any  Act  of  Congress  applicable  to  members  of  the  armed  forces.  Evidence 
which  is  not  relevant  is  not  admissible.” 

8.  Relevant  evidence  is  necessary  when  it  is  not  cumulative  and  when  it  would  contribute  to  a 
party’s  presentation  of  the  case  in  some  positive  way  in  a  matter  at  issue. 

9.  MRE  403  provides  that  relevant  evidence  “may  be  excluded  if  its  probative  value  is 
substantially  outweighed  by  the  danger  of  unfair  prejudice,  confusion  of  the  issues,  or  misleading 
the  members,  or  by  considerations  of  undue  delay,  waste  of  time,  or  needless  presentation  of 
cumulative  evidence.” 

10.  The  Specification  of  Charge  I  requires  the  Government  to  prove  that  the  accused  knowingly 
gave  intelligence  information  to  al  Qaeda,  al  Qaeda  in  the  Arabian  Peninsula  and  an  entity 
specified  in  Bates  Number  00410660  through  00410664  through  the  indirect  means  of 
WikiLeaks,  that  al  Qaeda,  al  Qaeda  in  the  Arabian  Peninsula,  and  the  entity  specified  in  Bates 
Number  00410660  through  00410664  was  an  enemy  and  that  this  intelligence  information  was 
true,  at  least  in  part. 

1 1 .  Specification  1  of  Charge  II  requires  the  Government  to  prove  the  accused  wrongfully  and 
wantonly  caused  to  be  published  on  the  internet  intelligence  belonging  to  the  United  States 
government,  having  knowledge  that  intelligence  published  on  the  internet  is  accessible  to  the 
enemy. 

12.  Actual  receipt  by  al  Qaeda,  al  Qaeda  in  the  Arabian  Peninsula,  or  the  entity  listed  in  Bates 
Number  00410660  through  00410664  is  not  an  element  of  any  of  the  charged  offenses,  nor  is  it 
probative  of  whether  the  accused  had  actual  knowledge  that  he  was  giving  intelligence  to  an 
enemy  when  he  provided  the  charged  information  to  WikiLeaks.  Furthermore,  it  is  not  probative 
of  the  accused’s  state  of  mind  at  the  time  of  the  commission  of  the  alleged  offenses. 

13.  With  respect  to  Specification  1  of  Charge  2,  this  offense  punishes  the  wrongful  and  “wanton 
publication  of  intelligence  on  the  internet  not  giving  intelligence  to  the  enemy.”  See  AE  80  at  4. 
Actual  receipt  by  the  enemy  of  intelligence  belonging  to  the  United  States  does  not  have  a 
tendency  to  prove  that  the  accused  wrongfully  and  wantonly  published  information  on  the 
internet  with  knowledge  that  the  information  is  accessible  to  the  enemy.  As  the  Government  has 
repeatedly  argued  in  the  past,  “After-the-fact  evidence  is  irrelevant  to  prior  events.  . . .  After- 
the-fact  evidence  is  irrelevant  to  a  person’s  intent  and  state  of  mind  at  an  earlier  time.  . . .  [A]n 
after-the-fact  assessment  is  irrelevant  because  the  facts  are  examined  as  they  appeared  to  the 
accused  at  the  time  of  the  charged  criminal  act.”  See  Appellate  Exhibit  158  at  2-7.  The  relevant 
inquiry,  then,  is  whether  PFC  Manning  knew  at  the  time  of  the  alleged  act  that  the  information 
that  he  allegedly  caused  to  be  published  on  the  internet  was  accessible  to  the  enemy.  The  fact 
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that  the  information  was,  or  was  not,  actually  accessed  by  the  enemy  has  no  bearing  on  the 
charged  offense.  PFC  Manning  could  be  found  guilty  of  Specification  1  of  Charge  2  with 
absolutely  no  evidence  that  an  enemy  actually  ever  saw  the  information  in  question. 

14.  Similar  logic  applies  to  the  Specification  of  Charge  I,  the  Article  104  offense.  In  the 
specification  of  Charge  I,  PFC  Manning  is  charged  with  Giving  Intelligence  to  the  Enemy  in 
violation  of  Article  104(2).  The  Specification  alleges  that  between  on  or  about  1  November 
2009  and  on  or  about  27  May  2010,  PFC  Manning,  without  proper  authority,  knowingly  gave 
intelligence  to  the  enemy  through  indirect  means. 

15.  Article  104(2)  makes  it  a  crime  for  “any  person  who,  without  proper  authority,  knowingly 
harbors  or  protects  or  gives  intelligence  to  or  communicates  or  corresponds  with  or  holds  any 
intercourse  with  the  enemy,  either  directly  or  indirectly.”  Article  104b(4)  provides  the  following 
elements  for  the  offense  of  Giving  Intelligence  to  the  Enemy: 

(a)  that  the  accused,  without  proper  authority,  knowingly  gave  intelligence  information 
to  the  enemy,  and; 

(b)  that  the  intelligence  information  was  true  or  implied  the  truth,  at  least  in  part. 

16.  “Giving  intelligence  to  the  enemy”  is  a  subset  of  “communicating”  or  “corresponding”  with 
the  enemy  under  Article  104(2): 

“Giving  intelligence  to  the  enemy  is  a  particular  case  of  corresponding  with 
the  enemy  made  more  serious  by  the  fact  the  communication  contains 
intelligence  that  may  be  useful  to  the  enemy  for  any  of  the  many  reasons  that 
make  information  valuable  to  belligerents.  This  intelligence  may  be 
conveyed  by  direct  or  indirect  means.”  See  Article  104,  c(5)(a). 

The  explanation  to  Article  104  expressly  states  that  “no  response  or  receipt  by  the  enemy  is 
required.  The  offense  is  complete  the  moment  the  communication,  correspondence,  or 
intercourse  issues  from  the  accused.”  See  Article  104,  c(6)(a)  (emphasis  added). 

17.  A  previous  version  of  the  Manual  for  Courts  Martial  contained  slightly  different  verbiage, 
but  the  same  underlying  message:  that  the  offense  of  communicating  with  the  enemy  (of  which 
giving  intelligence  to  the  enemy  is  a  subset)  is  complete  regardless  of  whether  the  enemy 
actually  receives  the  communication.  In  U.S.  v.  Olson  ,  20  C.M.R.  461  (U.S.  Army  Bd.  of 
Review  1955)the  court  cited  this  previous  version  of  the  Manual: 

Correspondence  does  not  necessarily  import  a  mutual  exchange  of 
communication.  The  law  requires  absolute  nonintercourse,  and  any 
unauthorized  communication,  no  matter  what  may  be  its  tenor  or  intent,  is 
here  denounced.  The  prohibition  lies  against  any  method  of  communication 
whatsoever,  and  the  offense  is  complete  the  moment  the  communication 
issues  from  the  accused,  whether  it  reaches  its  destination  or  not.  The  words 
‘directly  or  indirectly’  apply  to  this  offense.  It  is  essential  to  prove  that  the 
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offense  was  knowingly  committed.”  (emphasis  added)  (citations  omitted). 

Id.  at  467-468.  Thus,  whether  or  not  an  enemy  of  the  United  States  or  al  Qaeda,  al  Qaeda  in  the 
Arabian  Peninsula,  or  the  entity  listed  in  Bates  Number  00410660  through  00410664  actually 
received  the  charged  information  is  not  relevant  to  any  element  of  Article  104.  Actual  receipt  by 
the  enemy  of  the  intelligence  is  not  required  to  establish  that  the  accused  knowingly  gave 
intelligence  to  the  enemy.  The  offense  is  complete  once  the  accused  dispatched  the  information 
to  a  third  party  or  intermediary  or  in  some  other  indirect  way,  with  actual  knowledge  that  by  so 
he  was  actually  giving  intelligence  to  the  enemy  through  this  indirect  means. 

18.  Further,  receipt  of  the  intelligence  by  the  enemy  is  not  relevant  to  the  accused’s  knowledge 
at  the  time  he  disclosed  the  information  to  WikiLeaks.  As  the  Government  has  argued  in  the 
past,  and  as  the  Court  has  accepted,  the  focus  is  on  PFC  Manning’s  state  of  mind  at  the  time  he  is 
alleged  to  have  given  intelligence  to  the  enemy.  That  the  enemy  may  have  received  such 
intelligence  information  has  no  bearing  on  PFC  Manning’s  state  of  mind  at  the  time  of  the 
alleged  offense.  In  other  words,  even  if  an  enemy  of  the  United  States  actually  received  the 
charged  information,  actual  receipt  by  the  enemy  does  not  focus  on  the  key  moment  of  time  for 
the  charged  offenses:  the  actual  knowledge  of  the  accused  when  he  provided  the  charged 
information  to  WikiLeaks. 

19.  A  secondary  basis  for  excluding  evidence  of  actual  receipt  by  the  enemy  is  MRE  403.  By 
allowing  evidence  of  actual  receipt  by  the  enemy  when  the  relevant  inquiry  is  whether  the 
accused  had  actual  knowledge  that  by  giving  intelligence  to  WikiLeaks,  he  was  actually  giving 
intelligence  to  the  enemy  through  indirect  means,  the  court-martial  will  be  sidetracked  and 
unnecessarily  delayed  by  the  focus  of  the  trial  shifting  to  whether  or  not  the  enemy  actually 
received  the  charged  information  and  how  the  Government  may  be  or  may  not  be  able  to  prove 
actual  receipt  by  the  enemy. 

20.  In  its  effort  to  prove  actual  receipt  by  the  enemy,  the  Government  intends  to  call  at  least  the 
following  six  witnesses:  Mr.  Michael  Longwell,  SSA  Alexander  Otte,  Mr.  Kim  Rosecrans,  Ms. 
Kimberly  Shupp,  Mr.  Jeffery  Szczepanski,  and  Mr.  John  Doe.  The  Government  requests  that  for 
at  least  one  of  the  six  witnesses,  Mr.  Doe,  that  the  Court  permit  him  to  testify  in  a  closed  session 
at  a  secure  off-site  location  in  the  Military  District  of  Washington,  rather  than  the  Fort  Meade 
courthouse.  Mr.  Doe’s  and  the  other  five  witnesses’  testimony  would  cause  undue  delay, 
necessitating  off-site  travel  for  dozens  of  trial  participants  (including  the  accused),  and  multiple 
closed  sessions  to  establish  something  that  is  not  an  element  of  the  charged  offenses.  Moreover, 
references  to  receipt  of  the  information  by  the  enemy  serves  only  to  prejudice  the  fact-finder  into 
making  a  determination  on  an  improper  basis.  As  such,  the  Court  should  preclude  the 
Government  from  raising  or  eliciting  any  discussion,  reference,  or  argument,  to  include  the 
introduction  of  any  documentary  or  testimonial  evidence,  relating  to  receipt  by  al  Qaeda,  al 
Qaeda  in  the  Arabian  Peninsula,  the  enemy  listed  in  Bates  Number  00410660  through  00410664, 
or  any  other  enemy  from  the  merits  portion  of  the  trial. 


II.  THE  DEFENSE  SHOULD  BE  ENTITLED  TO  INTERVIEW  MR.  JOHN  DOE  PRIOR  TO 
RESPONDING  TO  THE  GOVERNMENT’S  MOTION 
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21 .  If  the  Court  determines  that  Mr.  John  Doe  and  the  other  five  witnesses  are  relevant  on  the 
merits,  the  Defense  requests  that  the  Court  require  the  Government  to  provide  access  to  Mr.  Doe 
in  order  for  the  Defense  to  adequately  respond  to  the  Government’s  motion. 

22.  The  Government  did  not  indicate  in  its  motion  when  it  first  determined  that  it  would  call  Mr. 
Doe  as  a  witness.  However,  it  is  clear  that  the  Government  was  planning  on  calling  him  at  least 
as  of  21  November  2012  when  it  declassified  information  related  to  Usama  bin  Laden.  See 
Government  Motion  for  in  camera  Proceeding  Under  MRE  505(i)(2)  [hereinafter  Government 
Motion],  dated  3 1  January  2013  at  2.  In  spite  of  this  fact,  the  Government  chose  to  wait  to  notify 
the  Court  and  Defense  until  3 1  January  20 1 3  of  the  addition  of  Mr.  Doe. 

23.  Although  the  Government  can  certainly  amend  its  witness  list  when  necessary,  the  failure  to 
provide  timely  notice  of  Mr.  Doe  is  problematic.  The  Government’s  delay  in  providing  notice  of 
Mr.  Doe  raises  a  new  issue  for  litigation  that  was  not  considered  when  the  Court  and  parties  were 
discussing  the  court  calendar  -  the  relevance  of  actual  receipt  by  the  enemy  of  the  charged 
information  and  the  need  for  Mr.  Doe  to  testify  in  disguise  and  at  an  off-site  location.  During  the 
discussion  of  the  calendar  at  our  last  session,  the  Court  repeatedly  asked  if  either  party  had  any 
other  issues  that  needed  to  be  considered.  The  failure  of  the  Government  to  raise  the  issue  of  Mr. 
Doe  is  yet  another  example  of  a  lack  of  due  diligence  on  the  Government’s  part. 

24.  Due  to  the  Government’s  lack  of  diligence,  the  parties  are  now  forced  to  deal  with  an  issue 
that  could  impact  the  Defense’s  ability  to  comply  fully  with  its  505(h)  notice  requirements.  If 
provided  with  the  ability  to  interview  Mr.  Doe  in  a  secure  setting,  the  defense  will  be  able 
determine  if  there  is  any  information  from  Mr.  Doe  that  is  “relevant  and  necessary  to  an  element 
of  the  offense  or  a  legally  cognizable  defense  and  is  otherwise  admissible  in  evidence.”  See 
MRE  505(i)(4)(B). 

25.  The  Government  has  not  given  the  Defense  any  contact  information  for  Mr.  Doe.  Instead, 
the  Government  seems  to  believe  that  due  to  the  claim  of  privilege  by  the  Secretary  of  Defense 
and  the  Acting  Director  for  the  Central  Intelligence  Agency  that  the  Defense  is  not  entitled  to 
conduct  an  interview  of  Mr.  Doe  prior  to  his  testimony.  None  of  the  cases  cited  by  the 
Government  support  such  a  proposition.  Prior  to  this  Court  determining  if  it  should  restrict 
discovery  and  cross-examination  of  Mr.  Doe,  the  Court  should  provide  the  Defense  with  its 
Article  46,  UCMJ  right  to  interview  Mr.  Doe.  See  United  States  v.  Irwin,  30  M.J.  87,  94 
(C.M.A.  1990)(holding  that  United  States  had  no  authority  to  deny  pretrial  interview  of  a 
witness,  even  in  a  situation  where  the  United  States  determined  the  questions  were  irrelevant, 
harassing,  or  amount  to  a  “fishing  expedition.”). 

26.  The  Court’s  existing  Protective  Order  would  prohibit  the  Defense  from  revealing  any  of  the 
information  that  Government  seeks  to  protect  without  proper  authorization.  Without  having  the 
opportunity  to  interview  Mr.  Doe,  the  Defense  will  not  be  able  to  adequately  respond  to  the 
proposed  alternatives  by  the  Government.  It  may  very  well  be  that  the  rank,  branch  of  service, 
service,  unit  specific  training,  actual  years  of  service,  actual  years  of  active  duty  status  during 
service,  specialized  qualifications,  other  background  information,  or  other  details  about  the  Bin 


6 


* 

w 


Laden  raid  would  be  relevant  and  necessary  under  MRE  505(i)(4)(B).  However,  prior  to  being 
able  to  articulate  that  relevance,  the  Defense  needs  access  to  Mr.  Doe. 

27.  The  requirement  for  the  Defense  to  interview  Mr.  Doe  may  result  in  this  motion  not  being 
litigated  at  the  next  hearing  and  may  also  result  in  a  subsequent  MRE  505(h)  filing.  However, 
any  needed  delay  will  not  impact  the  trial  date  of  3  June  2013.  Additionally,  by  speaking  with 
Mr.  Doe,  the  Defense  can  determine  whether  a  stipulation  of  expected  testimony  or  a  stipulation 
of  fact  would  be  appropriate.  A  matter  is  not  at  issue  when  it  is  stipulated  as  fact  (discussion  to 
RCM  703(b)(1)). 


CONCLUSION 


28.  The  Defense  respectfully  requests  that  this  Court  preclude  the  Government  from  raising  or 
eliciting  any  discussion,  reference,  or  argument,  to  include  the  introduction  of  any  documentary 
or  testimonial  evidence,  relating  to  receipt  of  any  of  the  charged  information  by  al  Qaeda,  al 
Qaeda  in  the  Arabian  Peninsula,  the  enemy  listed  in  Bates  Number  00410660  through  00410664, 
or  any  other  enemy  from  the  merits  portion  of  the  trial.  In  the  alternative,  should  the  Court 
determine  receipt  by  the  enemy  is  relevant  during  the  merits  portion  of  the  trial,  the  Defense 
requests  the  opportunity  to  interview  Mr.  John  Doe  in  order  to  adequately  respond  to  the 
Government’s  requested  relief  in  its  motion. 


Respectfully  submitted, 


Civilian  Defense  Counsel 
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UNITED  STATES  OF  AMERICA 


) 

) 

)  Prosecution’s  Proposed  Plan: 

)  Storage  of  Appellate  Exhibits 

)  Not  Accompanying  the  Record  of  Trial 

) 

)  CORRECTED  COPY 


v. 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


) 

) 

) 


20  February  2013 


On  5  October  2012,  the  Court  ordered  the  United  States  to  develop  a  plan  to  store  any 
Appellate  Exhibits  not  accompanying  the  Record  of  Trial  (“ROT”)  in  one  place  under  one 
custodian  with  a  procedure  for  systematic  reviews  by  the  United  States  to  ensure  accountability 
of  such  documents  through  any  appellate  review.  Since  then,  the  United  States  has  been 
diligently  working  with  each  of  the  applicable  government  organizations  and  the  Office  of  the 
Clerk  of  the  Court  for  the  United  States  Army  Court  of  Criminal  Appeals  (“Office  of  the  Clerk 
of  the  Court”)  to  develop  such  a  plan.  With  that  being  said,  all  such  government  organizations 
and  the  Office  of  the  Clerk  of  the  Court  agree  to  the  storage  plan  as  outlined  herein. 


I:  FACTS 


The  ROT  in  the  above-captioned  court-martial  will  consist  of  both  classified  and 
unclassified  Appellate  Exhibits.  Several  of  those  Appellate  Exhibits,  both  classified  and 
unclassified,  are  motions  for  limited  disclosure  of  classified  information  under  Military  Rule  of 
Evidence  (MRE)  505(g)(2).  The  classified  documents  for  which  limited  disclosure  was  sought 
were  enclosed  to  those  motions.  The  Court  subsequently  conducted  in  camera  and  ex  parte 
reviews  of  those  classified  documents  and  issued  several  Orders  governing  the  disclosure  of  such 
documents. 

For  a  majority  of  those  documents,  the  Court  conducted  an  in  camera  and  ex  parte  review 
in  chambers  (hereinafter,  those  documents  reviewed  in  chambers  are  referred  to  as  “Documents 
In-Chambers”).  For  a  smaller  portion  of  those  documents,  the  Court  traveled  to  multiple 
locations  within  Virginia,  Maryland,  and  the  District  of  Columbia  to  conduct  an  in  camera  and 
ex  parte  review  based  on  the  information’s  classification  level,  which  includes  ‘Top  Secret”  and 
“Sensitive  Compartmented  Information,”  and  strict  control  measures  (hereinafter,  those 
documents  reviewed  at  other  locations  are  referred  to  as  “Documents  Off-Site”).  The 
prosecution  estimates  that  “Documents  Off-Site”  total  no  more  than  2,000  pages. 


II:  LAW 


A  separate  record  shall  be  kept  for  each  general  court-martial  proceeding.  See  Rules  for 
Courts-Martial  (RCM)  1 103(a);  UCMJ  art.  54(a)  (2012).  The  prosecution,  under  the  direction  of 
the  military  judge,  shall  prepare  the  ROT  as  prescribed  in  RCM  1103  and  RCM  1305.  See  RCM 
1 103(b);  Army  Regulation  (AR)  27-10,  para.  5-41(a).  Following  initial  action,  the  ROT  for 
general  court-martial  proceedings  shall  be  forwarded  to  the  Office  of  the  Clerk  of  the  Court.  See 
AR  27-10,  para.  5-46(a). 


FOR  OFFICIAL  USE  ONLY  APPELLATE  EXHIBIT  Hgfr 


PAGE  REFERENCED: _ 

PAGE  OF  PAGES 


C  0 

FOR  OFFICIAL  USE  ONLY 


If  classified  information  is  withheld  from  the  defense  under  Military  Rule  of  Evidence 
505,  “the  entire  unaltered  text  of  the  relevant  documents  as  well  as  the  Government’s  motion  and 
any  materials  submitted  in  support  thereof  shall  be  sealed  and  attached  to  the  record  of  trial  as  an 
appellate  exhibit.”  MRE  505(g)(4);  RCM  1 103A;  see  also  United  States  v.  Kyle,  32  MJ.  724, 
726  (A.F.C.M.R.  1991)  (ruling  that  “a  military  judge  must  make  a  record  of  every  significant  in 
camera  activity  (other  than  his  legal  research)  adequate  to  assure  that  his  decisions  are 
reviewable  on  appeal”).  Sealed  exhibits  may  only  be  examined  under  limited  circumstances,  one 
of  which  includes  for  appellate  review.  See  RCM  1 103A(b)(4).  MRE  505  states  that  “[s]uch 
material  shall  be  made  available  to  reviewing  authorities  in  closed  proceedings  for  the  purpose  of 
reviewing  the  determination  of  the  military  judge.”  MRE  505(g)(4);  see  also  United  States  v. 
Rivers,  49  MJ.  434, 437  (C.A.A.F.  1998)  (ruling  that  the  appellate  court  correctly  reviewed 
sealed  documents  withheld  from  the  accused  at  trial  under  MRE  506  in  camera  and  did  not  abuse 
its  discretion  by  withholding  those  sealed  documents  from  appellate  defense  counsel). 

in:  PROPOSED  STORAGE  PLAN 

The  United  States  proposes  that  all  Appellate  Exhibits,  except  for  “Documents  Off-Site,” 
accompany  the  ROT  when  forwarded  to  the  Office  of  the  Cleric  of  the  Court.  See  AR  27-10, 
para.  5 -46(a).  The  United  States  proposes  that  the  Office  of  the  Clerk  of  the  Court  be 
responsible  for  storing  those  Appellate  Exhibits  accompanying  the  ROT.  See  id;  see  also  United 
States  Army  Court  of  Criminal  Appeals,  Internal  Rules  of  Practice  and  Procedure,  Rules  30.1 
and  30.5  (2009). 

The  United  States  proposes  that  the  ROT  consist  of  two  placeholders:  (1)  a  placeholder 
in  the  unclassified  ROT;  and  (2)  a  placeholder  in  the  classified  ROT,  if  needed.  It  is  proposed 
that  an  unclassified  placeholder  be  included  in  the  unclassified  ROT  for  all  classified  Appellate 
Exhibits.  The  unclassified  placeholder  will  include  an  unclassified  description  of  where  the 
classified  ROT  is  located.  See  Enclosure  1 .  It  is  proposed  that  a  classified  placeholder  be 
included  in  the  classified  ROT  for  only  those  Exhibits  whose  storage  is  governed  by  this 
proposed  storage  plan  (i.e.,  “Documents  Off-Site”).  The  classified  placeholder  will  include 
where  the  particular  Exhibit  is  being  stored  and  the  level  of  classification,  to  include  any  read-on 
requirements,  of  the  particular  Exhibit.  See  Enclosure  2. 

The  United  States  proposes  that  “Documents  Off-Site”  not  accompany  the  ROT  based 
upon  the  particular  classification  level  or  strict  control  measures  of  the  information  contained 
therein.  This  proposed  plan  only  applies  to  the  storage  of  “Documents  Off-Site.”  The  United 
States  proposes  the  following  plan,  consistent  with  the  Court’s  Order  dated  5  October  2012  and 
as  memorialized  in  the  enclosed  draft  Order,  for  the  storage  of  “Documents  Off-Site:” 

1 .  The  United  States  proposes  that  the  Exhibits  not  accompanying  the  ROT,  specifically 
“Documents  Off-Site,”  be  stored  in  a  dedicated  two-drawer  safe  located  in  the  Litigation 
Division  of  the  Central  Intelligence  Agency.  The  office  which  will  store  the  safe  is  a  Sensitive 
Compartmented  Information  Facility.  The  safe  will  have  one  combination  for  both  drawers  and 
will  only  store  “Documents  Off-Site.”  The  United  States  proposes  that  “Documents  Off-Site”  be 
separated  by  Exhibit  number  and  sealed  by  the  military  judge  separately.  It  is  proposed  that  the 
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sealing  order  include  the  contact  information  for  the  applicable  equity  holder  whose  information 
is  contained  within  the  given  Exhibit.  See  Enclosure  4. 

2.  The  United  States  proposes  that  the  safe  combination  be  stored  by  the  following  controlled 
billets:  (1)  the  Deputy  Chief  in  the  Litigation  Division  of  the  Central  Intelligence  Agency;  (2) 
the  Special  Assistant  in  the  Litigation  Division  of  the  Central  Intelligence  Agency;  and  (3)  the 
Area  Security  Officer  within  the  Office  of  the  General  Counsel  of  the  Central  Intelligence 
Agency. 

3.  In  addition  to  those  billets  set  forth  in  paragraph  2,  the  United  States  proposes  that  the 
following  controlled  billets  have  access  to  the  contents  of  the  safe,  pending  obtaining  the  proper 
security  clearance  and  read-on  requirements  detailed  in  paragraph  4:  (1)  Chief  of  Justice,  the 
Office  of  the  Staff  Judge  Advocate  (“OSJA”),  Military  District  of  Washington  (“MDW”);  (2) 
senior  paralegal,  OSJA,  MDW;  (3)  the  Clerk  of  the  Court,  United  States  Army  Court  of  Criminal 
Appeals  (ACCA);  (4)  the  Deputy  Clerk  of  the  Court,  ACCA;  and  (5)  the  military  judges  of 
ACCA  detailed  to  this  case,  should  this  case  appear  before  the  appellate  court  (the  “appellate 
court  judges”),  to  include  a  delegated  commissioner  assisting  the  appellate  court.  Additionally, 
the  lead  trial  counsel  in  the  above-captioned  court-martial,  MAJ  Ashden  Fein,  will  be  given  such 
access  for  continuity  purposes. 

4.  The  United  States  proposes  that  MDW,  the  Office  of  the  Clerk  of  the  Court,  and  the  Central 
Intelligence  Agency  be  responsible  for  ensuring  persons  occupying  those  billets  set  forth  in 
paragraphs  2-3  have  and  maintain  proper  security  clearances,  and  are  properly  read-on.  The 
requisite  security  clearance  is  TS-SCI  and  the  necessary  read-on  requirements  are  SI,  TK,  G,  and 
HCS.  Some  of  the  sealed  Appellate  Exhibits  contain  Alternative  Compensatory  Control 
Measures  (ACCM)  and  Special  Access  Programs  (SAP)  material  that  will  require  additional 
read-on  requirements,  if  and  when  those  exhibits  are  unsealed. 

5.  The  United  States  proposes  that  persons  occupying  the  above  billets  at  MDW  and  the  Office 
of  the  Clerk  of  the  Court  be  required  to  conduct  a  periodic  review  of  the  envelopes  containing 
the  sealed  Exhibits  for  the  sole  purpose  of  confirming  their  continued  proper  storage.  The 
United  States  proposes  that  persons  conducting  this  review  account  for  each  Exhibit  and 
memorialize  their  review  with  the  enclosed  memorandum  for  record,  which  will  then  become 
part  of  the  ROT,  and  by  marking  his/her  initials  with  the  date  of  his/her  review  on  the  envelope 
of  each  sealed  Exhibit  whose  proper  storage  was  confirmed.  See  Enclosure  5.  Persons 
conducting  this  periodic  review  will  not  unseal  the  envelopes.  Before  the  ROT  is  forwarded  to 
the  Office  of  the  Clerk  of  the  Court,  MDW  will  be  primarily  responsible  for  conducting  this 
review.  After  the  ROT  is  forwarded  to  the  Office  of  the  Clerk  of  the  Court,  the  Office  of  the 
Clerk  of  the  Court  will  be  primarily  responsible  for  conducting  this  review.  The  United  States 
proposes  that  the  Clerk  of  the  Court  may  delegate  this  responsibility  to  MDW,  and  if  delegated 
MDW  will  be  responsible.  This  review  will  be  conducted  at  the  Central  Intelligence  Agency  and 
will  occur,  at  a  minimum,  once  every  three  months. 

6.  Should  the  appellate  court  judges  request  access  to  any  such  Exhibits  under  RCM 

1 103A(bX4),  the  United  States  proposes  that  the  Office  of  the  Clerk  of  the  Court  notify  the 
applicable  government  organization^),  and  provide  a  by-name  list,  including  clearance  status,  of 
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those  who  will  be  reviewing  the  records.  Only  properly  cleared  appellate  court  judges  may 
review  the  records,  and  any  such  review  may  only  take  place  at  the  Central  Intelligence  Agency. 
The  United  States  proposes  that  no  member  of  Government  Appellate  Division  or  Defense 
Appellate  Division  have  access  to  any  such  Exhibits  under  this  storage  plan.  The  United  States 
proposes  that  the  Office  of  the  Clerk  of  the  Court  be  responsible  for  ensuring  the  appellate  court 
judges  have  and  maintain  proper  security  clearances,  and  are  properly  read-on. 

7.  The  documents  are  being  stored  solely  for  the  appellate  record.  Once  the  appellate  process,  if 
any,  concludes,  the  United  States  proposes  that  the  Office  of  the  Clerk  of  the  Court  notify  the 
Office  of  the  General  Counsel  for  each  government  organization  and  coordinate  with  those 
organizations  to  ensure  such  material  is  properly  discarded. 

8.  The  United  States  proposes  that  this  storage  plan,  if  adopted  by  the  Court,  be  marked  “For 
Official  Use  Only”  based  on  the  sensitive  involvement  of  certain  government  organizations. 
Although  not  classified,  the  United  States  requests  the  Court  not  publically  identify  the  Central 
Intelligence  Agency  as  the  organization  who  will  store  these  records. 


5  Ends 

1.  Sample  Unclassified  Placeholder 

2.  Sample  Classified  Placeholder 

3.  Draft  Order 


MAJ,  JA 
Trial  Counsel 


4.  Sample  Classified  Information  Sealing  Order  for  “Documents  Off-Site” 

5.  Sample  Memorandum  for  Record 


I  certify  that  I  served  or  caused  to  be  served  a  true  copy  of  the  above  on  Mr.  David 
Coombs,  Civilian  Defense  Counsel  via  electronic  mail,  on  20  February  2013. 


MAJ,  JA 
Trial  Counsel 
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UNITED  STATES  OF  AMERICA 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


) 

) 

) 

) 

) 

) 

) 

) 

) 


Prosecution’s  Proposed  Plan: 
Storage  of  Appellate  Exhibits 
Not  Accompanying  the  Record  of  Trial 

Enclosure  1 


8  February  2013 


Sample  Unclassified  Placeholder 


Enclosure  1  to 
Appellate  Exhibit  2; 
Sealed  by  Court  Order 
on  1  March  2013 


Original  document  is  maintained  in  the 
classified  Record  of  Trial  at: 

Office  of  the  Clerk  of  the  Court 
United  States  Army  Court  of  Criminal  Appeals 
9275  Gunston  Road 
Fort  Belvoir,  Virginia  22060 
Telephone:  (703)  693-1331 


UNITED  STATES  OF  AMERICA 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


) 

) 

) 

) 

) 

) 

) 

) 

) 


Prosecution’s  Proposed  Plan: 
Storage  of  Appellate  Exhibits 
Not  Accompanying  the  Record  of  Trial 

Enclosure  2 


8  February  2013 
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UNCLASSIFIED 
Sample  Classified  Placeholder 


Enclosure  1  to 
Appellate  Exhibit  3; 

Sealed  by  Court  Order 
on  1  March  2013 
Classification  Level:  Top  Secret 
Read-On  Requirements:  SI/TK/G/HCS 
Original  document  is  maintained  at  the 

Central  Intelligence  Agency 
Litigation  Division,  Office  of  the  General  Counsel 
930  Dolley  Madison 
McLean,  Virginia  22101 
Telephone:  (703)  555-0000 


UNCLASSIFIED 


UNITED  STATES  OF  AMERICA 


v. 

Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


) 

) 

) 

) 

) 

) 

) 

) 

) 


Prosecution’s  Proposed  Plan: 
Storage  of  Appellate  Exhibits 
Not  Accompanying  the  Record  of  Trial 

Enclosure  3 


8  February  2013 
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IN  THE  UNITED  STATES  ARMY 
FIRST  JUDICIAL  CIRCUIT 


UNITED  STATES  OF  AMERICA 


) 

) 

)  ORDER:  STORAGE  OF 

)  APPELLATE  EXHIBITS  NOT 

)  ACCOMPANYING  THE 

)  THE  RECORD  OF  TRIAL 

) 

)  DATED: _ 

) 


v. 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


On  5  October  2012,  the  Court  ordered  the  Government  to  develop  a  plan  to  store  any 
Appellate  Exhibits  not  accompanying  the  Record  of  Trial  (“ROT”)  in  one  place  under  one 
custodian  with  a  procedure  for  systematic  reviews  by  the  Government  to  ensure  accountability  of 
such  documents  through  any  appellate  review.  On  8  February  2013,  the  Government  submitted 
its  proposed  plan  and  notified  the  Court  that  all  applicable  government  organizations  and  the 
Office  of  the  Clerk  of  the  Court  agree  to  the  storage  plan  as  stated. 

Findings  of  Fact: 

1 .  The  ROT  in  the  above-captioned  court-martial  will  consist  of  both  classified  and  unclassified 
Appellate  Exhibits.  Several  of  those  Appellate  Exhibits,  both  classified  and  unclassified,  are 
motions  for  limited  disclosure  of  classified  information  under  Military  Rule  of  Evidence  (MRE) 
505(g)(2).  The  classified  documents  for  which  limited  disclosure  was  sought  were  enclosed  to 
those  motions.  The  Court  subsequently  conducted  in  camera  and  ex  parte  reviews  of  those 
classified  documents  and  issued  several  Orders  governing  the  disclosure  of  such  documents. 

2.  For  a  majority  of  those  documents,  the  Court  conducted  an  in  camera  and  ex  parte  review  in 
chambers  (hereinafter,  those  documents  reviewed  in  chambers  are  referred  to  as  “Documents  In- 
Chambers”).  For  a  smaller  portion  of  those  documents,  the  Court  traveled  to  multiple  locations 
within  Virginia,  Maryland,  and  the  District  of  Columbia  to  conduct  an  in  camera  and  ex  parte 
review  based  on  the  information’s  classification  level,  which  includes  “Top  Secret”  (TS)  and 
“Sensitive  Compartmented  Information”  (SCI),  and  strict  control  measures  (hereinafter,  those 
documents  reviewed  at  other  government  facilities  are  referred  to  as  “Documents  Off-Site”). 

The  prosecution  estimates  that  “Documents  Off-Site”  total  no  more  than  2,000  pages. 


The  Law: 


1.  A  separate  record  shall  be  kept  for  each  general  court-martial  proceeding.  See  Rules  for 
Courts-Martial  (RCM)  1 103(a);  UCMJ  art.  54(a)  (2012).  The  prosecution,  under  the  direction  of 
the  military  judge,  shall  prepare  the  ROT  as  prescribed  in  RCM  1 103  and  RCM  1305.  See  RCM 
1 103(b);  Army  Regulation  (AR)  27-10,  para.  5-41(a).  Following  initial  action,  the  ROT  for 
general  court-martial  proceedings  shall  be  forwarded  to  the  Office  of  the  Clerk  of  the  Court.  See 
AR  27-10,  para.  5-46(a). 
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2.  If  classified  information  is  withheld  from  the  defense  under  Military  Rule  of  Evidence  505, 
“the  entire  unaltered  text  of  the  relevant  documents  as  well  as  the  Government’s  motion  and  any 
materials  submitted  in  support  thereof  shall  be  sealed  and  attached  to  the  record  of  trial  as  an 
appellate  exhibit.”  MRE  505(g)(4);  RCM  1 103  A;  see  also  United  States  v.  Kyle,  32  M.J.  724, 
726  (A.F.C.M.R.  1991)  (ruling  that  “a  military  judge  must  make  a  record  of  every  significant  in 
camera  activity  (other  than  his  legal  research)  adequate  to  assure  that  his  decisions  are 
reviewable  on  appeal”).  Sealed  exhibits  may  only  be  examined  under  limited  circumstances,  one 
of  which  includes  for  appellate  review.  See  RCM  1003A(b)(4).  MRE  505  states  that  “[s]uch 
material  shall  be  made  available  to  reviewing  authorities  in  closed  proceedings  for  the  purpose  of 
reviewing  the  determination  of  the  military  judge.”  MRE  505(g)(4);  see  also  United  States  v. 
Rivers,  49  M.J.  434, 437  (C.A.A.F.  1998)  (ruling  that  the  appellate  court  correctly  reviewed 
sealed  documents  withheld  from  the  accused  at  trial  under  MRE  506  in  camera  and  did  not  abuse 
its  discretion  by  withholding  those  sealed  documents  from  appellate  defense  counsel). 

ORDER: 

1 .  All  Appellate  Exhibits,  except  for  “Documents  Off-Site,”  shall  accompany  the  ROT  when 
forwarded  to  the  Office  of  the  Clerk  of  the  Court.  See  AR  27-10,  para.  5-46(a).  The  Office  of 
the  Clerk  of  the  Court  shall  be  responsible  for  storing  those  Appellate  Exhibits  accompanying  the 
ROT.  See  id;  see  also  United  States  Army  Court  of  Criminal  Appeals,  Internal  Rules  of  Practice 
and  Procedure,  Rules  30.1  and  30.5. 

2.  The  ROT  shall  consist  of  two  placeholders:  (1)  a  placeholder  in  the  unclassified  ROT;  and 
(2)  a  placeholder  in  the  classified  ROT,  if  needed.  An  unclassified  placeholder  shall  be  included 
in  the  unclassified  ROT  for  all  classified  Exhibits.  The  unclassified  placeholder  shall  include  an 
unclassified  description  of  where  the  classified  ROT  is  located.  A  classified  placeholder  shall  be 
included  in  the  classified  ROT  for  only  those  Appellate  Exhibits  whose  storage  is  governed  by 
this  Order  (i.e.,  “Documents  Off-Site”).  The  classified  placeholder  shall  include  where  the 
particular  Appellate  Exhibit  is  being  stored  and  the  level  of  classification,  to  include  any  read-on 
requirements,  of  the  particular  Appellate  Exhibit.  Sample  classified  and  unclassified 
placeholders  are  enclosed  to  the  Government’s  proposed  storage  plan. 

3.  “Documents  Off-Site”  shall  not  accompany  the  ROT  based  upon  the  particular  classification 
level  or  strict  control  measures  of  the  information  contained  therein. 

4.  “Documents  Off-Site”  shall  be  stored  in  a  dedicated  two-drawer  safe  located  in  the  Litigation 
Division  of  the  Central  Intelligence  Agency.  The  office  which  will  store  the  safe  is  a  Sensitive 
Compartmented  Information  Facility.  The  safe  will  have  one  combination  for  both  drawers  and 
will  only  store  “Documents  Off-Site.”  “Documents  Off-Site”  will  be  separated  by  Exhibit 
number  and  sealed  separately.  Each  separate  sealing  order  will  include  the  contact  information 
for  the  applicable  equity  holder  whose  information  is  contained  within  the  given  Appellate 
Exhibit.  A  sample  Sealing  Order  is  enclosed  to  the  Government’s  proposed  storage  plan. 
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4.  The  safe  combination  shall  be  stored  by  the  following  controlled  billets:  (1)  the  Deputy  Chief 
in  the  Litigation  Division  of  the  Central  Intelligence  Agency;  (2)  the  Special  Assistant  in  the 
Litigation  Division  of  the  Central  Intelligence  Agency;  and  (3)  the  Area  Security  Officer  within 
the  Office  of  the  General  Counsel  of  the  Central  Intelligence  Agency. 

5.  In  addition  to  those  billets  set  forth  in  paragraph  4,  the  following  controlled  billets  shall  have 
access  to  the  contents  of  the  safe,  pending  obtaining  the  proper  security  clearance  and  read-on 
requirements  detailed  in  paragraph  6:  (1)  Chief  of  Justice,  the  Office  of  the  Staff  Judge 
Advocate  (“OSJA”),  Military  District  of  Washington  (“MDW”);  (2)  senior  paralegal,  OSJA, 
MDW;  (3)  the  Clerk  of  the  Court,  United  States  Army  Court  of  Criminal  Appeals  (ACCA);  (4) 
the  Deputy  Clerk  of  the  Court,  ACCA;  and  (5)  the  military  judges  of  ACCA  detailed  to  this  case, 
should  this  case  appear  before  the  appellate  court  (the  “appellate  court  judges”),  to  include  a 
delegated  commissioner  assisting  the  appellate  court.  Additionally,  the  lead  trial  counsel  in  the 
above-captioned  court-martial,  MAJ  Ashden  Fein,  shall  be  given  such  access  for  continuity 
purposes. 

6.  MDW,  the  Office  of  the  Clerk  of  the  Court,  and  the  Central  Intelligence  Agency  shall  be 
responsible  for  ensuring  persons  occupying  those  billets  set  forth  in  paragraphs  4-5  have  and 
maintain  proper  security  clearances,  and  are  properly  read-on.  The  requisite  security  clearance  is 
TS-SCI  and  the  necessary  read-on  requirements  are  SI,  TK,  G,  and  HCS.  Some  of  the  sealed 
Appellate  Exhibits  contain  Alternative  Compensatory  Control  Measures  (ACCM)  and  Special 
Access  Programs  (SAP)  material  that  will  require  additional  read-on  requirements,  if  and  when 
those  exhibits  are  unsealed. 

7.  Persons  occupying  the  above  billets  at  MDW  and  the  Office  of  the  Clerk  of  the  Court  shall  be 
responsible  for  conducting  a  periodic  review  of  the  envelopes  containing  the  sealed  Appellate 
Exhibits  for  the  sole  purpose  of  confirming  their  continued  proper  storage.  Persons  conducting 
this  review  shall  account  for  each  Exhibit  and  memorialize  their  review  with  the  memorandum 
for  record  enclosed  to  the  Government’s  proposed  storage  plan,  which  shall  then  become  part  of 
the  ROT,  and  by  marking  his/her  initials  with  the  date  of  his/her  review  on  the  envelope  of  each 
sealed  Exhibit  whose  proper  storage  was  confirmed.  Persons  conducting  this  periodic  review 
shall  not  unseal  the  envelopes.  Before  the  ROT  is  forwarded  to  the  Office  of  the  Clerk  of  the 
Court,  MDW  shall  be  primarily  responsible  for  conducting  this  review.  After  the  ROT  is 
forwarded  to  the  Office  of  the  Clerk  of  the  Court,  the  Office  of  the  Clerk  of  the  Court  shall  be 
primarily  responsible  for  conducting  this  review.  The  Clerk  of  the  Court  may  delegate  this 
responsibility  to  MDW,  and  if  delegated  MDW  will  be  responsible.  This  review  shall  be 
conducted  at  the  Central  Intelligence  Agency  and  shall  occur,  at  a  minimum,  once  every  three 

months. 

8.  Should  the  appellate  court  judges  request  access  to  any  such  Exhibits  under  RCM 

1 103A(b)(4),  the  Office  of  the  Clerk  of  the  Court  shall  notify  the  applicable  government 
organization(s),  and  provide  a  by-name  list,  including  clearance  status,  of  those  who  will  be 
reviewing  the  records.  Only  properly  cleared  appellate  court  judges  may  review  the  records,  and 
any  such  review  may  only  take  place  at  the  Central  Intelligence  Agency.  No  member  of 
Government  Appellate  Division  or  Defense  Appellate  Division  shall  have  access  to  any  such 
Exhibits  under  this  storage  plan.  The  Office  of  the  Clerk  of  the  Court  is  responsible  for  ensuring 
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the  appellate  court  judges  have  and  maintain  proper  security  clearances,  and  are  properly  read- 
on. 


9.  The  Exhibits  are  being  stored  solely  for  the  appellate  record.  Once  the  appellate  process,  if 
any,  concludes,  the  Office  of  the  Clerk  of  the  Court  shall  notify  the  Office  of  the  General 
Counsel  for  each  government  organization  and  coordinate  with  those  organizations  to  ensure 
such  material  is  properly  discarded. 

So  ORDERED  this _ day  of  February  2013. 


DENISE  R.  LIND 
COL,  JA 

Chief  Judge,  1st  Judicial  Circuit 
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UNITED  STATES  OF  AMERICA 

) 

V. 

)  Prosecution’s  Proposed  Plan: 

)  Storage  of  Appellate  Exhibits 

)  Not  Accompanying  the  Record  of  Trial 

Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 

Fort  Myer,  Virginia  22211 

) 

)  Enclosure  4 

) 

)  8  February  2013 

) 

8  February  2013 


Sample  Classified  Information  Sealing  Order 


IN  THE  UNITED  STATES  ARMY 
FIRST  JUDICIAL  CIRCUIT 


UNITED  STATES 


) 

) 

) 

) 

) 

) 


v. 


CLASSIFIED  INFORMATION 
SEAL  ORDER 


MANNING,  Bradley  E.,  PFC 
HHC,  U.S.  Army  Garrison 
Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


1  March  2013 


1 .  A  portion  of  AE  LXXI 171)  (Enclosure  1)  contains  classified  information  as  defined  in  MRE 
505(b).  The  enclosure  is  classified  at  the  TOP  SECRET  level  and  has  the  following  read-on 
requirements:  TK/G/HCS.  The  Department  of  State.  (202)  555-0000.  is  the  equity  holder  of  the 
classified  information  contained  within  this  enclosure.  This  portion  of  the  exhibit  will  be  sealed 
in  the  record  of  trial  in  accordance  with  RCM  1 103  A,  RCM  1 104(b)(1)(D),  and  MRE  505. 

2.  The  Court  Security  Officer  shall  cause  a  proper  security  classification  to  be  assigned  to  the 
record  of  trial,  to  each  classified  exhibit,  and  to  each  page  of  the  record  of  trial  in  which 
classified  information  appears,  in  accordance  with  RCM  1 103(h).  The  Court  Security  Officer 
will  ensure  that  the  sealed  exhibits  are  properly  marked,  including  an  annotation  on  each,  that  the 
material  was  sealed  by  order  of  the  military  judge  prior  to  insertion  into  the  original  record  of 
trial.  Trial  counsel  will  clearly  identify  in  the  record  of  trial  where  classified  exhibits  and  pages 
in  the  record  of  trial  will  be  maintained. 

3.  This  portion  of  the  exhibit  contains  classified  national  security  information.  This  classified 
information  shall  be  handled  in  a  manner  consistent  with  Executive  Order  13526.  An 
individual's  access  to  the  classified  information  in  this  exhibit  is  subject  to  the  following:  having 
the  appropriate  security  clearance;  signing  an  approved  nondisclosure  agreement;  having  a  need- 
to-know  die  information;  and  acknowledging  the  Judicial  Protective  Order  for  Classified 
Information,  dated  16  March  2012. 

4.  Sealed  exhibits  will  not  be  opened  or  examined  except  for  the  following: 

a.  Prior  to  authentication  of  the  record  by  the  military  judge,  sealed  materials  may  be 
examined  upon  order  from  the  military  judge  based  on  good  cause. 

b.  After  authentication  and  prior  to  disposition  of  the  record  of  trial  pursuant  to  RCM  1111, 
sealed  materials  may  be  examined  upon  order  issued  from  the  military  judge  upon  a  showing  of 
good  cause  at  a  post-trial  Article  39(a)  session  directed  by  the  Convening  Authority. 

c.  Reviewing  and  appellate  authorities  meeting  the  criteria  in  paragraph  3  may  examine 
sealed  matters  when  those  authorities  determine  that  such  action  is  reasonably  necessary  to  a 
proper  fulfillment  of  their  responsibilities  under  the  Uniform  Code  of  Military  Justice,  the 
Manual  for  Courts-Martial,  governing  directives,  instructions,  regulations,  and  applicable  rules 
of  professional  responsibility. 


Sample  Classified  Information  Sealing  Order 


5.  No  person  authorized  to  examine  sealed  exhibits  shall  photocopy,  photograph,  duplicate,  or 
disclose  the  contents  of  the  sealed  exhibit  in  the  absence  from  an  order  by  a  military  judge,  the 
Judge  Advocate  General  or  designee,  or  an  appellate  court,  or  other  court  of  competent 
jurisdiction. 

ORDERED,  this  the  Jst  day  of  March  2013. 


DENISE  R.  LIND 
COL,  JA 

Chief  Judge,  1  st  Judicial  Circuit 
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UNITED  STATES  OF  AMERICA 

) 

V. 

)  Prosecution’s  Proposed  Plan: 

)  Storage  of  Appellate  Exhibits 

)  Not  Accompanying  the  Record  of  Trial 

Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 

Fort  Myer,  Virginia  22211 

) 

)  Enclosure  5 

) 

)  8  February  2013 

) 

Sample  Memorandum  for  Record 


ANJA-CL  10  December  2013 

MEMORANDUM  FOR  RECORD 

SUBJECT:  Periodic  Accounting  of  Envelopes  Containing  Sealed  Appellate  Exhibits  Not 
Accompanying  the  Record  of  Trial  -  United  States  v.  PFC  Bradley  E.  Manning 


1 .  On  the  above  date  and  pursuant  to  the  Order  relating  to  the  Storage  of  Appellate  Exhibits  Not 
Accompanying  the  Record  of  Trial  dated  1  March  2013.  the  undersigned  accounted  for  the  envelopes 
containing  the  following  sealed  Appellate  Exhibits  for  the  sole  purpose  of  confirming  their  continued 
proper  storage  (initial,  if  accounted  for): 

a.  ( _ )  Appellate  Exhibit  K) 

b.  ( _ )  Enclosure  5  to  Appellate  Exhibit  JT 


zz.  ( _ )  Enclosure  4  to  Appellate  Exhibit  445 

2.  The  undersigned  initialed  and  dated  the  envelope  containing  each  of  the  above  sealed 
Appellate  Exhibits  whose  proper  storage  was  confirmed. 

3.  If  any  of  the  envelopes  containing  the  above  sealed  Appellate  Exhibits  are  not  accounted  for, 
the  undersigned  will  notify  the  Clerk  of  the  Court  for  the  United  States  Army  Court  of  Criminal 
Appeals  and  the  Chief  of  Justice,  Office  of  the  Staff  Judge  Advocate,  Military  District  of 
Washington. 

4.  The  undersigned  will  ensure  this  Memorandum  for  Record  is  included  in  the  Record  of  Trial 
which  is  being  stored  with  the  Office  of  the  Cleric  of  the  Court  for  the  United  States  Army  Court 
of  Criminal  Appeals. 


_ (signature  provided) 

Print  Name:  John  Doe 


Job  Title:  Chief  of  Justice.  OSJA.  MDW 


r 
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UNITED  STATES  OF  AMERICA  ) 

) 

v.  )  Prosecution  Notification  of 

)  Security  Clearances  for 

Manning,  Bradley  E.  )  Defense  Witnesses 

PFC,  U.S.  Army,  ) 

HHC,  U.S.  Army  Garrison,  )  14  February  2013 

Joint  Base  Myer-Henderson  Hall  ) 

Fort  Myer,  Virginia  22211  ) 


On  15  October  2012,  the  defense  requested  that  the  United  States  produce  several 
individuals,  to  include  Ambassador  Peter  Galbraith,  Colonel  Morris  D.  Davis,  USAF  Retired, 
and  Professor  Yochai  Benkler,  as  witnesses  in  the  above-captioned  court-martial.  See  Appellate 
Exhibit  (AE)  344.  On  26  October  2012,  the  defense  requested  approval  to  share  classified 
information  with  the  above  individuals.  See  AE  372.  On  23  November  2012,  the  defense  moved 
to  compel  production  of  the  above  individuals.  See  AE  408.  The  Court  subsequently  ordered  the 
production  of  the  three  witnesses. 

The  current  Scheduling  Order  requires  the  United  States  to  provide  notice  as  to  whether 
defense  witnesses  would  be  given  a  security  clearance  necessary  to  view  any  classified 
information  requested  by  the  defense  by  14  February  2013  and  to  complete  any  security 
clearance  checks  by  22  April  2013.  See  AE  466.  Pursuant  to  this  Scheduling  Order,  the  United 
States  provides  the  following  notice: 

a.  Ambassador  Galbraith.  The  United  States  Army  approved  Ambassador  Galbraith 
applying  for  a  security  clearance.  Processing  his  security  clearance  is  underway  and,  pending 
any  unforeseen  results  from  his  background  check,  the  United  States  expects  this  process  to  be 
completed  by  the  Court  suspense  of  22  April  2013.  The  United  States  is  also  working  with  the 
government  organization(s)  with  equities  in  the  classified  information  to  grant  Ambassador 
Galbraith  access  to  view  the  classified  information  and  expects  this  approval,  assuming  a 
clearance  is  granted,  by  the  Court  suspense  of  22  April  2013. 

b.  Col  Davis,  USAF  Retired.  The  United  States  Army  approved  Col  Davis,  USAF 
Retired,  applying  for  a  security  clearance.  Processing  his  security  clearance  is  underway  and, 
pending  any  unforeseen  results  from  his  background  check,  the  United  States  expects  this 
process  to  be  completed  by  the  Court  suspense  of  22  April  2013.  The  United  States  is  also 
working  with  the  government  organization(s)  with  equities  in  the  classified  information  to  grant 
Col  Davis,  USAF  Retired,  access  to  view  the  classified  information  and  expects  this  approval, 
assuming  a  clearance  is  granted,  by  the  Court  suspense  of  22  April  2013. 

c.  Professor  Benkler.  The  United  States  Army  disapproved  Professor  Benkler  as  he  is 
not  eligible  for  a  security  clearance.  However,  the  United  States  is  working  with  the  government 
organization(s)  with  equities  in  the  classified  information  to  grant  Professor  Benkler  limited 
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access  to  view  the  classified  information  for  the  purposes  of  this  court-martial,  and  expects  this 
approval  by  the  Court  suspense  of  22  April  2013. 


ASHDEN  FEIN 
MAJ,  JA 
Trial  Counsel 


I  certify  that  I  served  or  caused  to  be  served  a  true  copy  of  the  above  on  Mr.  David 
Coombs,  Civilian  Defense  Counsel  via  electronic  mail,  on  14  February  2013. 


MAJ,  JA 
Trial  Counsel 
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UNITED  STATES  OF  AMERICA 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


v. 


) 

) 

) 

) 

) 

) 

) 

) 

) 


Government  Response  to 
Defense  Motion 
for  Appropriate  Relief 


14  February  2013 


RELIEF  SOUGHT 


The  United  States  respectfully  requests  that  the  Court  deny  the  relief  requested  in  the 
Defense  Response  to  Government  Motion  for  in  camera  Proceeding  Under  MRE  505(i)(2)  and 
Defense  Motion  for  Appropriate  Relief  to  Preclude  Evidence  of  Receipt  by  Enemy  During 
Merits  dated  8  February  2013  (hereinafter  “Defense  Motion”).  The  United  States  requests  that 
the  Court  deny  the  Defense  request  to  preclude  the  prosecution  from  raising  or  eliciting  any 
evidence  of  the  enemy’s  receipt  of  intelligence.  The  United  States  also  requests  the  Court  deny 
the  Defense  request  to  interview  Mr.  John  Doe  prior  to  the  Court’s  consideration  of  the 
Government  Motion  and  issuance  of  any  findings  pursuant  to  the  in  camera  proceeding. 


BURDEN  OF  PERSUASION 


The  burden  of  proof  on  any  factual  issue  the  resolution  of  which  is  necessary  to  decide  a 
motion  shall  be  by  preponderance  of  the  evidence.  Rule  for  Courts-Martial  (hereinafter  “RCM”) 
905(c)(1).  The  burden  of  persuasion  on  any  factual  issue  the  resolution  of  which  is  necessary  to 
decide  a  motion  shall  be  on  the  moving  party.  RCM  905(c)(2). 


FACTS 


The  accused  is  charged  with  giving  intelligence  to  the  enemy,  in  violation  of  Article  104, 
Uniform  Code  of  Military  Justice  (hereinafter  “Article  104”).  The  accused  is  also  charged  with 
eight  specifications  alleging  misconduct  in  violation  of  18  U.S.C.  §  793(e),  five  specifications 
alleging  misconduct  in  violation  of  18  U.S.C.  §  641,  two  specifications  alleging  misconduct  in 
violation  of  18  U.S.C.  §  1030(a)(1),  five  specifications  alleging  misconduct  in  violation  of 
Article  92  of  the  UCMJ,  and  one  specification  alleging  misconduct  prejudicial  to  good  order  and 
discipline  and  service  discrediting.  See  Charge  Sheet. 


WITNESSES/EVIDENCE 


The  United  States  does  not  request  any  witnesses  or  evidence  be  produced  for  this 
motion.  The  United  States  requests  that  the  Court  consider  its  Motion  for  in  camera  Proceeding 
Under  MRE  505(i)(2)  (“hereinafter  Government  Motion”)  and  referenced  Appellate  Exhibits. 
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LEGAL  AUTHORITY  AND  ARGUMENT 
I.  RECEIPT  OF  INTELLIGENCE  IS  RELEVANT 

The  Defense  requests  that  the  Court  preclude  the  Government  from  raising  or  eliciting 
any  discussion,  reference,  or  argument,  to  include  the  introduction  of  any  documentary  or 
testimonial  evidence,  relating  to  receipt  of  any  of  the  charged  information  by  al  Qaeda,  al  Qaeda 
in  the  Arabian  Peninsula,  the  enemy  listed  in  Bates  Number  00410660  through  00410664,  or  any 
other  enemy  from  the  merits  portion  of  the  trial.  The  Court  should  deny  this  Defense  request 
because  the  evidence  is  relevant  and  not  unfairly  prejudicial. 

Relevant  evidence  is  evidence  having  any  tendency  to  make  the  existence  of  any  fact  that 
is  of  consequence  to  the  determination  of  the  action  more  or  less  probable  than  it  would  be 
without  the  evidence.  MRE  401 .  Relevant  evidence  is  necessary  when  it  is  not  cumulative  and 
when  it  would  contribute  to  a  party’s  presentation  of  the  case  in  some  positive  way  in  a  matter  at 
issue.  The  military  judge  has  the  initial  responsibility  to  determine  whether  evidence  is  relevant 
under  MRE  401.  United  States  v.  White,  69  M.J.  236  (C.A.A.F.  2010). 

A.  Receipt  of  Intelligence  by  the  Enemy  is  a  Definitional  Requirement  of  Intelligence 

Elements  of  charged  offenses  are  relevant  and  defined  by  the  specification.  See  RCM 
307(c)(3)  (defining  a  specification  as  a  plain,  concise,  and  definite  statement  of  the  essential  facts 
constituting  the  offense  charged).  The  accused  is  charged  with  knowingly  giving  intelligence  to 
the  enemy  by  indirect  means  in  violation  of  Article  104.  See  Charge  Sheet.  Article  104(2) 
provides  the  following  elements  for  Giving  Intelligence  to  the  Enemy: 

(a)  that  the  accused,  without  proper  authority,  knowingly  gave  intelligence 
information  to  the  enemy;  and 

(b)  that  the  intelligence  information  was  true  or  implied  the  truth,  at  least 
in  part. 

See  Appellate  Exhibit  LXXXI  at  1-2.  “Intelligence”  means  any  helpful  information  given  to  and 
received  by  the  enemy,  which  is  true,  at  least  in  part.  Appellate  Exhibit  CDX  at  1;  U.S. 
Department  of  the  Army,  Pam.  27-9,  Military  Judges'  Benchbook  3-28-4(d)  (1  January  2010) 
(hereinafter  “Benchbook”).  The  foundational  treatise,  Military  Law  and  Precedents,  supports 
this  definitional  requirement  of  intelligence,  stating,  “Of  the  specific  instances  of  a  direct 
violation  of  [giving  intelligence  to  the  enemy] . . .  [i]t  is  necessary  that  the  enemy  shall  have 
been  actually  informed.”  William  Winthrop,  Military  Law  and  Precedents  634  (2d  ed.  1920 
reprint)  (hereinafter  “Winthrop”)  (emphasis  in  original).  Therefore,  receipt  of  intelligence  by  the 
enemy  is  relevant  as  a  definitional  requirement  of  the  element  of  intelligence. 

B.  Giving  Intelligence  to  the  Enemy  Is  a  Separate  and  Distinct  Crime  from  Communicating  with 
the  Enemy 
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The  Defense  notes  that  no  response  or  receipt  by  the  enemy  is  required  to  prove  a  charge 
of  communicating  with  the  enemy;  however,  the  accused  is  charged  with  giving  intelligence  to 
the  enemy,  not  communicating  with  the  enemy.  See  Charge  Sheet.  Communicating  with  the 
enemy  entails  “participating  in  discussions”  or  “consulting”  with  the  enemy.  United  States  v. 
Batchelor,  19  C.M.R.  452, 474  (A.B.R.  1955).  Communicating  with  the  enemy  violates  the 
absolute  rule  of  non-intercourse  and  includes  “correspondence  of  a  comparatively  harmless 
character.”  Winthrop  at  633.  Giving  intelligence  to  the  enemy,  however,  requires  both  that  the 
intelligence  be  received  by  the  enemy  and  true,  at  least  in  part.  See  id  at  634.  Indeed, 
communications  with  the  enemy  that  are  neither  true  nor  received  by  the  enemy  fail  to  amount  to 
giving  intelligence  to  the  enemy.  Id.  at  633-34  (“And  so  of  the  communicating  to  the  enemy  of 
supposed  facts,  which  however  are  not  true  and  do  not  therefore  amount  to  the  giving  of 
intelligence.  ...  If  therefore  the  intelligence  fails  to  reach  [the  enemy],  [the  offense  of  giving 
intelligence  to  the  enemy]  is  not  completed  though  the  offence  of  holding  correspondence  may 
be.”).  Thus,  giving  intelligence  to  the  enemy  is  distinct  and  separate  from  communicating  with 
the  enemy  and  not  a  subset  of  communicating  or  corresponding  with  the  enemy  because 
“Congress  has  defined  aiding  the  enemy  as  giving  intelligence  to  the  enemy  or  communicating 
with  the  enemy.”  United  States  v.  Anderson,  68  M.J.  378,  386  (C.A.A.F.  2010)  (emphasis  in 
original)  (citing  United  States  v.  Dickerson,  20  C.M.R.  154,  166  (C.M.A.  1955)  (“As  we  read 
Article  104,  none  of  the  acts  enumerated  is  conditioned  upon,  or  restricted  by,  another.  Rather, 
the  Article  prohibits  separate  and  distinct  acts,  each  of  which  is  sufficient  by  itself  to  constitute 
the  offense.”));  Winthrop  at  633-34;  see  also  United  States  v.  Olson,  20  C.M.R.  461,  466  (A.B.R. 
1955)  (creating  two  statutory  categories  of  aiding  the  aiding  enemy). 1 2  Accordingly,  the  element 
of  intelligence  requires  a  demonstration  that  the  intelligence  was  actually  received  by  the  enemy 
and  therefore  must  not  be  precluded. 

C.  Receipt  of  Intelligence  by  the  Enemy  Is  Facially  Relevant 

Moreover,  even  were  intelligence  not  defined  to  require  actual  receipt,  receipt  tends  to 
prove  the  act  of  giving.  The  act  of  giving  logically  cannot  be  completed  until  receipt  occurs; 
otherwise,  the  act  would  constitute  attempted  giving.  Receipt  is  therefore  probative  in  two  ways. 
First,  receipt  is  probative  because  it  is  required  to  complete  the  act  of  giving.  Second,  even  if 
receipt  is  not  required,  the  fact  that  intelligence  was  received  makes  it  more  likely  that  it  was 
given.  The  Defense  avers  that  evidence  of  the  receipt  of  intelligence  constitutes  irrelevant  after- 
the-fact  evidence.  The  Defense  conflates  evidence  resulting  from  an  act  that  is  a  definitional 
requirement  of  an  element  with  after-the-fact  evidence  that  could  not  alter  a  previously  formed 
mens  rea?  Therefore,  the  Defense  request  to  preclude  evidence  of  a  definitional  requirement  of 
the  element  of  intelligence  must  not  be  denied. 


1  Olson  quotes  the  Uniform  Code  of  Military  Justice  (1950),  which  statutorily  constructs  two  categories  of  aiding  the 
enemy  under  Article  104(2):  1 )  harboring  the  enemy,  protecting  the  enemy,  or  giving  intelligence  to  the  enemy,  and 
2)  communicating  with  the  enemy,  corresponding  with  the  enemy,  or  holding  intercourse  with  the  enemy.  See 
Olson,  20  C.M.R.  at  466.  The  first  category  consists  of  providing  a  tangible  form  aid  to  the  enemy  whereas  the 
second  category  describes  actions  that  violate  the  absolute  rule  of  non-intercourse  with  the  enemy;  the  two 
categories  are  considered  to  be  separate.  See  Winthrop,  supra. 

2  The  Defense  acknowledged  this  concept  of  relevance,  noting  that  a  medical  report,  ostensibly  documenting  an 
injury  stemming  from  an  act,  would  be  relevant  to  a  charge  of  grievous  bodily  harm.  See  Audio  Record,  Article 
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D.  Receipt  of  Intelligence  Is  Not  Unfairly  Prejudicial 

Finally,  evidence  of  receipt  of  intelligence  by  the  enemy  is  not  unfairly  prejudicial.  The 
Defense  raises  several  theories  for  the  proposition  that  evidence  of  the  enemy’s  receipt  of 
intelligence  causes  unfair  prejudice.  First,  the  defense  alleges  determining  whether  the  enemy 
actually  received  the  intelligence  would  cause  unnecessary  delay.  Defense  Motion  f  19.  The 
definitional  requirement  of  intelligence  as  defined  by  the  Benchbook  and  Winthrop  requires 
evidence  of  receipt  by  the  enemy.  Providing  evidence  to  prove  a  specification  does  not  cause 
unnecessary  delay  nor  does  it  unfairly  prejudice  the  accused.  Second,  the  Defense  opines  that 
the  prosecution’s  intention  to  call  six  witnesses  and  relocate  and  close  the  Court  will  also  cause 
undue  delay.  Defense  Motion  ^  20.  Instead,  the  United  States  intends  to  call  only  those 
witnesses  absolutely  necessary  to  authenticate  evidence;  each  of  the  six  witnesses  will  testify 
about  a  link  in  the  chain  of  custody  for  the  particular  pieces  of  evidence.  Additionally,  the 
prosecution  has  narrowly  tailored  its  request  by  asking  to  conduct  a  closed  session  at  an 
alternative  location  only  for  a  single  witness  based  on  the  United  States’  interests  in  protecting 
both  witness  safety  and  classified  information.  See  Government  Motion.  Third,  the  Defense 
argues  that  “references  to  receipt  of  the  information  by  the  enemy  serves  [sic]  only  to  prejudice 
the  fact-finder  into  making  a  determination  on  an  improper  basis.”  Defense  Motion  f  20. 
However,  receipt  of  intelligence  by  the  enemy  is  relevant  to  the  specification  alleging  that  the 
accused  aided  the  enemy  by  knowingly  giving  intelligence  to  the  enemy  by  indirect  means. 
Therefore,  evidence  of  receipt  of  intelligence  by  the  enemy  should  not  be  precluded  because  it  is 
not  unfairly  prejudicial. 

II.  Defense’s  Request  to  Interview  Mr.  Doe  Is  Not  Ripe 

In  the  alternative,  the  Defense  requests  an  interview  with  Mr.  Doe  in  order  to  respond  to 
the  Government  Motion.  Article  46  and  RCM  701(e)  do  not  create  a  right  to  interview  a  witness 
for  the  purposes  of  preparing  for  an  in  camera  proceeding  under  MRE  505(i)  where  the 
information  the  Defense  seeks  to  elicit  is  the  same  information  the  United  States  seeks  to  protect. 
See  MRE  505(i),  analysis  at  A22-42;  RCM  701(f).  RCM  701(e)  implements  Article  46’s 
protection  of  equal  opportunity  for  interviewing  witnesses  and  inspecting  evidence.  RCM  701(e) 
(“Each  party  shall  have  adequate  opportunity  to  prepare  its  case  and  equal  opportunity  to 
interview  witnesses  and  inspect  evidence.”).  However,  because  the  classified  information 
privilege  has  been  invoked,  RCM  701(f)  precludes  disclosure  of  such  classified  information.  See 
Appellate  Exhibit  XXXVI  at  9;  RCM  701(f)  (stating  that  RCM  701  does  not  require  disclosure 
of  information  protected  under  the  Military  Rules  of  Evidence);  Government  Motion. 

MRE  505  makes  privileged  classified  information  if  disclosure  would  be  detrimental  to 
national  security.  MRE  505(a).  Moreover,  the  privilege  under  MRE  505  applies  to  “all  stages  of 
the  proceedings.”  Id.  In  the  instant  case,  the  United  States  has  invoked  the  classified 
information  privilege  and  requested  an  in  camera  proceeding.  Government  Motion.  “Prior  to 
the  in  camera  proceeding,  the  Government  shall  provide  the  accused  with  notice  of  the 
information  that  will  be  at  issue.”  MRE  505(i)(4)(A).  Furthermore,  “nothing  within  [MRE  505] 
requires  that  the  defense  be  provided  with  a  copy  of  the  classified  material  in  question  when  the 


39(a)  at  1 1:25:24-1 1:25:37  (26  April  2012).  For  a  charge  of  grievous  bodily  harm,  bodily  harm  is  an  element  and 
evidence  of  that  harm  would  be  relevant.  See  United  States  v.  Bean,  62  M.J.  264,  266  (C.A.A.F.  2005). 
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government  submits  such  information  to  the  military  judge  pursuant  to  MRE  505(i)(3)  in  an 
effort  to  obtain  an  in  camera  proceeding  under  the  Rule.”  MRE  505(i),  analysis  at  A22-42. 

The  Defense  seeks  the  classified  information  before  a  Court  determination  in  contravention  of 
the  process  created  under  MRE  505(i). 

By  its  request  to  interview  Mr.  Doe  prior  to  the  in  camera  proceeding,  the  Defense  seeks 
to  render  moot  the  invocation  of  the  classified  information  privilege.  The  Defense  requests  to 
conduct  an  interview  before  the  Court  determines  the  extent  of  the  protection  required  for  the 
information  for  which  the  classified  information  privilege  was  invoked.  See  Schmidt  v.  Boone , 
59  M.J.  841,  855-56  (A.F.  Ct.  Crim.  App.  2004),  rev’d  on  other  grounds  (stating  that  MRE  505 
empowers  the  military  judge  to  control  the  discovery  process).  Therefore,  the  United  States 
requests  that  the  Court  deny  the  defense  request  to  interview  Mr.  Doe  prior  to  the  Court’s 
consideration  of  the  Government  Motion  and  issuance  of  any  findings  pursuant  to  the  in  camera 
proceeding. 

Given  the  invocation  of  the  classified  information  privilege  and  the  limitations  requested 
therein,  the  Defense  should  not  be  granted  pretrial  access  to  Mr.  Doe.  The  Government  Motion 
presents  adequate  information  to  allow  the  Defense  to  prepare  for  trial  with  respect  to  Mr.  Doe’s 
testimony.  The  proper  forum  to  litigate  the  Defense’s  pretrial  access  to  Mr.  Doe  is  during  the  in 
camera  proceeding  but  after  the  Government  Motion  has  been  adjudicated  or  thereafter. 


CONCLUSION 


For  the  foregoing  reasons,  the  United  States  requests  that  the  Court  deny  the  relief 
requested  in  the  Defense  Motion;  specifically  the  request  to  preclude  the  prosecution  from 
raising  or  eliciting  any  evidence  of  the  enemy’s  receipt  of  intelligence  and  the  request  to 
interview  Mr.  John  Doe  prior  to  the  Court’s  consideration  of  the  Government  Motion  and 
issuance  of  any  findings  pursuant  to  the  in  camera  proceeding. 


ALEXANDER  VON  ELTEN 
CPT,  JA 

Assistant  Trial  Counsel 


I  certify  that  I  served  or  caused  to  be  served  a  true  copy  of  the  above  on  Mr.  David  Coombs, 
Civilian  Defense  Counsel,  via  electronic  mail  on  14  February  2013. 


ALEXA1  iR  VON  ELTEN 
CPT,  JA 

Assistant  Trial  Counsel 
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UNITED  STATES  OF  AMERICA 


) 

) 

) 

) 

) 

) 

) 

) 

) 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


v. 


DEFENSE  RESPONSE  TO 
GOVERNMENT  MOTION 
TO  CLOSE  THE  COURTROOM 
FOR  SPECIFIED  TESTIMONY 
DATED  31  JANUARY  2013 


14  FEBRUARY  2013 


RELIEF  SOUGHT 


1 .  The  Defense  requests  this  Court  deny,  in  part,  the  Government’s  request  for  closure  of  the 
courtroom  for  specified  testimony. 


LEGAL  AUTHORITY 


2.  Rule  for  Courts-Martial  (RCM)  806(2)  establishes  that  court  “shall  be  open  to  the  public 
unless  (1)  there  is  a  substantial  probability  that  an  overriding  interest  will  be  prejudiced  if  the 
proceedings  remain  open;  (2)  closure  is  no  broader  than  necessary  to  protect  the  overriding 
interest;  (3)  reasonable  alternatives  to  closure  were  considered  and  found  inadequate;  and  (4)  the 
military  judge  makes  case-specific  findings  on  the  record  justifying  closure.” 

3.  Under  the  Rule,  the  military  judge  can  order  the  proceedings  closed  if  she  first  finds  a 
substantial  probability  that  an  overriding  interest  will  be  prejudiced  by  keeping  the  proceedings 
open.  RCM  806(b)(2)(l).  In  the  case  of  classified  information,  the  overriding  interest  is  the 
prevention  of  harm  to  the  national  security.  The  Rule  requires  that  the  military  judge  use  the 
Grunden  scalpel  by  ensuring  that  the  “closure  is  no  broader  than  necessary  to  protect  the 
overriding  interest.”  Id.  at  (b)(2X2);  United  States  v.  Grunden,  2M.J.  116(C.M.A.  1977).  RCM 
806(bX2)  requires  the  military  judge  to  place  her  case-specific  finding  justifying  closure  on  the 
record  for  later  review  on  appeal. 


ARGUMENT 


4.  In  order  to  ensure  that  “closure  is  no  broader  than  necessary”  the  military  judge  must  consider 
reasonable  alternative  to  closure.  Only  once  the  military  judge  determines  all  reasonable 
alternatives  to  closure  are  inadequate,  should  the  military  judge  order  the  proceedings  closed. 

5.  The  alternatives  that  are  available  under  Military  Rule  of  Evidence  (MRE)  505(i)  would  be 
viable  alternatives  to  closing  the  courtroom.  However,  they  are  not  the  only  alternatives 
available  to  closing  the  courtroom  in  the  event  that  the  MRE  505(i)  evidentiary  hearing 
determines  that  there  is  no  adequate  redaction,  summary,  or  substitution  for  the  actual  classified 
information  being  presented  to  the  members.  There  are  a  number  of  alternatives  to  testimony  for 
introducing  the  actual  classified  information  at  trial  that  should  be  considered  before  the  military 
judge  decides  to  close  the  courtroom. 


APPELLATE  EXHIBIT 

PAGE  REFERENCED: _ 
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6.  The  Government  has  discussed  some  of  those  possible  alternatives  such  as  the  “Silent 
Witness”  rule,  the  use  of  code  words,  or  the  use  of  special  terms.  However,  alternatives  to 
closure  are  bound  only  by  one’s  imagination.  It  is  the  Defense’s  position  that,  with  respect  to 
many  of  the  witnesses  at  issue,  the  witness’s  opinion  or  testimony  about  a  particular  piece  of 
testimony  would  not  require  closure.  Any  interest  the  Government  may  have  would  be  in 
segregating  a  witness’s  opinion  or  testimony  about  an  issue  from  the  issue  itself.  That  is,  the 
Government  may  have  an  interest  in  ensuring  the  public  does  not  know  that  a  particular  type  of 
damage  is  connected  to  a  certain  piece  of  leaked  information.  Likewise,  the  Government  may 
have  an  interest  in  avoiding  the  association  of  how  an  issue  is  related  to  the  national  security. 
However,  to  the  extent  that  a  disconnect  can  be  established  between  an  issue  or  piece  of 
information  and  a  witness’s  testimony  about  that  issue  or  piece  of  information,  closure  is  not 
necessary.  As  such,  the  Defense  envisions  that  various  hybrids  of  the  Silent  Witness  Rule  could 
be  employed. 

7.  For  example,  say  Witness  A  is  going  to  testify  that  the  release  of  X  information  caused  Y 
damage.  Any  alternative  that  allows  for  the  discussion  of  Y  (the  damage)  without  associating  it 
with  X  information  would  not  require  closure.  It  is  the  Defense’s  position  that  the  articulation  of 
a  type  of  damage  on  the  record  would  only  be  classified  if  it  were  associated  with  a  particular 
fact,  issue  or  piece  of  information. 

8.  In  the  above  example,  Witness  A  could  have  a  prepared  list  of  issues/fects/pieces  of 
information.  Counsel  could  indicate  that  we  are  now  going  to  talk  about  X  and  then  question  the 
witness  about  X.  Witness  A  would  be  free  to  testify  about  X  because  their  testimony  would  only 
be  associated  with  X  for  the  record;  the  public  would  know  the  testimony,  but  have  no  idea  what 
that  testimony  related  to. 

9.  Likewise,  assume  Witness  B  is  going  to  testify  that  Z  piece  of  information  is  related  to  the 
national  security.  An  articulation  that  Z  is  related  to  the  national  security  because  of  E,  F,  and  G 
would  not  be  classified  so  long  as  the  explanation  was  not  associated  with  Z.  Again,  Witness  B 
could  easily  be  provided  with  a  list  of  topics.  All  necessary  parties  would  have  the  list  of  topics 
and  could  easily  direct  Witness  B  to  issue  Z.  In  many  cases.  Witness  B  could  then  talk  freely 
about  that  issue  Z  without  necessitating  closure  of  the  Court. 

10.  Other  variations  on  the  “Silent  Witness”  rule  are  easily  contemplated.  The  Government 
could  type  up  the  classified  testimony  which  they  plan  to  elicit.  The  witness  could  then  adopt 
that  document  as  an  accurate  reflection  of  what  the  witness’s  testimony  would  be  in  a  closed 
hearing.  Then,  the  document  could  be  discussed  in  open  court,  with  both  Government  and 
Defense  counsel  referencing  the  document.  Counsel  could  tab  or  mark  specific  portions  so  that 
the  fact -finder,  court  reporter  and  counsel  all  know  what  a  witness  is  referencing  during  his/her 
testimony.  Then,  the  witness  would  be  free  to  discuss  that  particular  topic. 

11.  The  Defense  contends  that  either  of  the  above  scenarios  is  plausible  with  respect  to  many,  if 
not  all,  of  the  witnesses  the  Government  has  earmarked  for  closure.  No  doubt,  the  Government 
knows  what  issues  or  pieces  of  information  they  plan  to  discuss  with  their  witnesses.  Indeed,  in 
many  cases  they  have  already  made  such  associations  as  part  of  their  505  filings.  Implementing 
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either  procedure  discussed  above  that  creates  a  disconnect  between  the  issue  and  the  witnesses 
testimony  would  allow  for  the  court  to  remain  open. 

12.  The  Government,  in  its  request  for  closure,  has  essentially  stated  that  the  classified 
information  needs  to  be  protected  and  that  the  Court  should  close  the  hearing  because  it  does  not 
see  how  alternatives  could  work.  Closing  the  courtroom  on  the  conchisory  basis  provided  by  the 
Government  alone  would  be  error.  There  must  be  a  consideration  of  either  alternatives  to  the 
information  or  alternative  methods  of  presentation  in  an  open  session  that  would  not  disclose  the 
classified  information.  Only  by  considering  alternatives  can  the  Court  make  findings  about  why 
the  proposed  alternatives  are  either  adequate  or  inadequate  for  use  at  trial.  In  this  instance,  the 
Government  has  demonstrated  that  it  will  elicit  classified  information,  but  it  has  not 
demonstrated  why  alternatives  to  closure  are  not  adequate. 

13.  The  Defense  asserts  that  reasonable  alternatives  such  as  a  hybrid  “Silent  Witness” 
submission,  or  the  use  of  summaries  or  substitutions  would  be  adequate  for  use  at  trial.  This  is 
especially  true  given  the  trier  of  fact  will  be  the  military  judge.  The  Government  has  failed  to 
demonstrate  why  alternative  methods  of  presenting  the  evidence  without  disclosing  its  classified 
substance  are  not  available.  As  such,  while  alternatives  should  be  employed,  the  Government’s 
request  to  close  the  hearings  should  be  denied. 

14.  Additionally,  the  Government  is  dismissive  of  declassification.  In  support  of  their  dismissal 
of  declassification  the  Government  points  to  the  fact  that  the  classified  information  in  this  case  is 
“recent.”  It  was  not  too  long  ago  that  the  Government  made  passing  references  to  information 
that  was  so  damaging  that  they  were  not  sure  they  would  even  be  able  to  use  the  information  at 
trial.  As  time  passed  it  became  clear  that  the  Government  was  referring  to  information  seized 
during  the  raid  on  UBL’s  compound  and,  indeed,  they  expressed  their  intention  to  introduce  such 
evidence  at  trial.  Lo  and  behold,  despite  its  recency,  that  information  has  been  declassified. 
Information  seized  during  the  raid  at  Abbottabad  is  more  recent  than  any  charged  document  in 
this  case,  and  it  has  been  declassified.  Clearly,  a  piece  of  information’s  recency  is  not  a 
dispositive  factor  when  considering  declassification.  As  such,  the  Government  should  be 
required  to  look  more  closely  at  declassification  before  dismissing  it  out  of  hand. 


sommm 


15.  As  indicated  above,  the  Defense  respectfully  requests  the  Court  deny,  in  part,  the 
Government’s  requests  for  judicial  notice. 


CPT,  JA 
Defense  Counsel 
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I  certify  that  I  served  or  caused  to  be  served  a  true  copy  of  the  above  on  MAJ  Ashden 
Fein,  via  electronic  mail,  on  14  February  2013. 


JOSHUA!  T06MAN 
CPT,  JA 
Defense  Counsel 
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20  pages 
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"SECRET” 

ordered  sealed  for  Reason  2 
Military  Judge's  Seal  Order 
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Appellate  Exhibit  491 
15  pages 
classified 
"SECRET” 

ordered  sealed  for  Reason  2 
Military  Judge's  Seal  Order 
dated  20  August  2013 
stored  in  the  classified 
supplement  to  the  original 
Record  of  Trial 


REQUEST  FOR  TRIAL  BEFORE  MILITARY  JUDGE  ALONE 
(Article  1 6,  UCMJ) 


UNITED  STATES 


PFC  Bradley  E.  Manning 


1.  ACCUSED 


I  have  been  informed  that  COL  Denise  R.  Lind  is  the  military  judge  detailed  to  the  court-martial  to  which 
the  charges  and  specifications  pending  against  me  have  been  referred  for  trial.  After  consulting  with  my 
defense  counsel,  I  hereby  request  that  the  court  be  composed  of  the  military  judge  alone.  I  make  this 
request  with  full  knowledge  of  my  right  to  be  tried  by  a  court-martial  composed  of  commissioned  officers 
and,  if  1  so  request,  enlisted  personnel. 


a.  TYPED  NAME  (Last,  First,  Middle  Initial) 

MANNING,  Bradley  E. 


b,  RANK 
PFC 


d.  DATE  SIGNED 

llFztjpa 


2.  DEFENSE  COUNSEL 


Prior  to  signing  of  the  foregoing  request,  I  fully  advised  the  above  accused  of  his  right  to  trial  before  a 
court-martial  composed  of  commissioned  officers  and  of  his/her  right  to  have  such  court  consist  of  at  least 
one-third  enlisted  members  not  of  his  unit,  upon  his  request. 


COOMBS,  David  E. 


n  fit  2°is 


1.  TRIAL  COUNSEL 


Argument  is  (not)  requested. 


c.  SjdN^TURE 

(A— 


20,  fehl3 


2.  MILITARY  JUDGE 


The  foregoing  request  for  trial  before  me  alone  is  hereby:  (X  one)  □□  Approved  □□  Disapproved1 


‘When  request  is  disapproved,  the  basis  for  denial  must  be  put  on  the  record.  See  MCM.  2012,  RCM  903(c). 
DD  Form  722,  OCT  84 
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IN  THE  UNITED  STATES  ARMY 
FIRST  JUDICIAL  CIRCUIT 


UNITED  STATES 


) 


v. 


)  PRETRIAL  PUBLICITY  ORDER 
)  TO:  COURT-MARTIAL 
)  MEMBERS 


MANNING,  Bradley  E.,  PFC 
HHC,  U.S.  Army  Garrison 
Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  2221 1 


) 

) 

) 


)  26  February  2013 


TO:  All  prospective  court  members  for  the  above  captioned  court-martial. 

1 .  This  case  has  been  referred  to  trial  by  general  court-martial,  and  is  scheduled  for  trial  on  3  June  2013 
until  complete.  The  trial  is  expected  to  last  approximately  12  weeks.  You  will  be  contacted  by  the 
Office  of  the  Staff  Judge  Advocate,  U.S.  Army  Military  District  of  Washington,  if  you  are  detailed  to  be  a 
member  for  this  case.  This  order  is  being  provided  to  all  persons  who  are  presently  identifiable  as 
potential  court  members. 

2.  The  Court  finds  that  there  has  been  pretrial  publicity  in  the  above-captioned  court-martial  to  an  extent 
that  the  following  ORDER  is  necessary  and  proper  in  aid  of  its  jurisdiction  and  in  the  interests  of  the  fair 
administration  of  justice  and  due  process  of  law  for  all  parties. 

3.  All  prospective  court  members  are  ordered  as  follows: 

a.  Due  to  prior  publicity,  and  the  probability  for  more  publicity  in  the  news  media  (newspapers, 
magazines,  radio  coverage,  television  coverage,  internet  news  and  editorial  sources,  including  the  “Early 
Bird,”  email  etc.)  about  this  case,  you  are  ORDERED  not  to  listen  to,  look  at,  or  read  any  accounts  of 
any  incident  involving  the  above-named  accused  or  concerning  allegations  of  compromise  of  classified 
information,  or  the  ongoing  issues  involving  the  publication  of  alleged  classified  information  by 
WikiLeaks.  You  may  not  consult  any  source,  written  or  otherwise,  involving  the  alleged  incident. 

Should  anyone  attempt  to  discuss  the  case  with  you,  or  talk  to  you  about  your  potential  or  actual 
participation  as  a  court-martial  member  in  this  case,  other  than  in  open  court,  you  must  immediately 
forbid  them  from  doing  so,  and  then  you  must  report  the  occurrence  to  me  in  court  at  your  first 
opportunity. 

b.  A  trial  by  court-martial  includes  the  right  of  the  accused  to  be  tried  by  a  court  composed  of 
members.  Court  members  fulfill  duties  similar  to  those  of  civilian  jurors.  As  a  prospective  court  member 
of  the  court-martial  that  will  try  this  case,  it  will  be  your  duty  to  determine  the  guilt  or  innocence  of  the 
accused  as  to  the  charges  upon  which  he  is  arraigned.  Under  the  law,  the  accused  is  presumed  to  be 
innocent  of  the  charges  against  him.  Neither  the  fact  that  charges  have  been  preferred  against  the  accused 
nor  the  fact  that  charges  have  been  referred  to  a  court-martial  for  trial  warrants  any  inference  of  guilt. 
Your  determination  of  the  guilt  or  innocence  of  the  accused  must  be  based  solely  upon  the  evidence  and 
my  instructions  in  the  case  as  presented  in  open  court.  So,  you  must  not  read  or  otherwise  expose 
yourself  to  information  about  the  facts  or  issues  in  this  case  from  sources  outside  of  the  court  room.  As  a 
potential  court  member,  you  must  keep  an  open  mind  and  not  form  or  express  any  opinion  on  the  case 
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until  all  the  evidence  and  the  instructions  on  the  applicable  law  are  presented  to  you.  You  must  not 
entertain  or  reach  a  conclusion  as  to  the  guilt  or  innocence  of  the  accused  until  after  all  the  evidence  and 
instructions  have  been  received  in  open  court  and  you  are  in  your  closed  session  deliberations  with  other 
members. 

c.  The  accused  and  the  government  are  each  entitled  to  a  panel  of  court  members  who  approach 
the  case  with  an  open  mind  and  who  are  able  to  keep  that  open  mind  until  they  deliberate  on  the  verdict. 
You  should  be  as  free  as  humanly  possible  from  any  preconceived  ideas  about  the  outcome  of  this  case. 
Therefore,  you  are  ORDERED  that,  from  the  date  of  receipt  of  this  order  until  the  trial  is  concluded  (or 
until  you  are  specifically  advised  by  this  court  that  this  order  no  longer  applies  to  you),  you  will  not 
discuss  the  facts  of  this  case,  or  any  publicity  concerning  this  case,  with  anyone,  military  or  civilian.  You 
may  not  discuss  your  prospective  detailing  to  this  court-martial  with  anyone,  other  than  as  required  to 
inform  your  superiors  of  your  duty  status. 

d.  In  the  event  you  have  already  read,  seen,  or  listened  to  any  media  accounts,  publicity  or  other 
accounts  concerning  this  case,  or  you  inadvertently  do  so  before  the  conclusion  of  this  court-martial,  you 
are  advised  that  you  have  a  legal  duty  to  disclose  that  matter  to  me  when  asked  to  do  so  in  open  court. 
Also,  in  the  event  that  you  have  already  discussed  (or  listened  to  anyone  else  discuss)  any  matter  related 
to  this  case,  or  inadvertently  do  so  before  the  conclusion  of  the  court-martial,  you  have  the  duty  to 
disclose  that  to  me  in  open  court.  You  are  advised  that  it  is  not  an  adverse  reflection  on  you  to  be  excused 
from  duty  as  a  court  member;  however,  as  a  member  of  the  military,  you  are  required  to  follow  the 
instructions  in  this  order  and  not  intentionally  do  anything  contrary  to  the  requirements  of  this  order. 

4.  This  order  is  not  intended  to  limit  or  restrict  any  official  purpose  for  remaining  informed  regarding 
matters  related  to  this  case  or  involving  the  publication  of  alleged  classified  information  by  WikiLeaks.  If 
you  are  presently  assigned  to  a  position  that  requires  your  ongoing  access  to  such  information  and  you 
cannot  reasonably  remove  yourself  from  that  portion  of  your  duties  without  adversely  impacting  you  or 
your  mission,  then  you  shall  obtain  a  memorandum  from  your  supervisor  documenting  your  continued 
requirement  for  access.  Provide  that  memorandum  to  the  Office  of  the  Staff  Judge  Advocate,  U.S.  Army 
Military  District  of  Washington  and  you  are  authorized  continued  access  to  this  information  for  the 
limited  purpose  of  performing  your  official  military  duties. 

5.  Trial  counsel  shall  cause  a  copy  of  this  order  to  be  served  through  the  Office  of  the  Staff  Judge 
Advocate,  Militaiy  District  of  Washington,  on  each  prospective  primary  and  alternate  member  of  the 
court.  If  the  convening  authority  selects  any  additional  primary  or  alternate  member  after  the  date  of  this 
order,  the  trial  counsel  shall  immediately  cause  a  copy  of  this  order  to  be  served  on  the  new  primaiy  or 
alternate  member.  Trial  counsel  shall  obtain  and  maintain  a  written  receipt  for  such  service,  using  the 
form  provided  along  with  this  order,  showing  the  date  and  time  this  order  was  served  on  each  prospective 
member.  A  copy  of  the  service  shall  be  given  to  the  defense.  Trial  counsel  will  attach  the  receipts  for 
service  to  the  record  as  an  appellate  exhibit. 

ORDERED,  this  the  26th  day  of  February  2013. 


DENISE  R.  LIND 
COL,  JA 

Chief  Judge,  1st  Judicial  Circuit 
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MEMORANDUM  THRU  Staff  Judge  Advocate,  U.S.  Army  Military  District  of  Washington, 

2 1 0  A  Street,  Fort  Lesley  J.  McNair,  DC  203 1 9-50 1 3 

FOR  Chief  Judge,  1st  Judicial  Circuit,  U.S.  Army  Legal  Services  Agency  (trial  Judiciary),  9275 
Gunston  Road,  Fort  Belvoir,  VA  22060 

SUBJECT:  Acknowledgement  of  Receipt  of  Court  Order  -  United  States  v.  PFC  Bradley 
Manning 

1 .  At _ hours,  on _ 2013, 1  received  a  copy  of 

the  Court  Order  entitled  “Pretrial  Publicity  Order  to  Court-Martial,  dated _ February  2013. 

2.  I, _ ,  acknowledge  that  I  have  read  and  understood  the 

Pretrial  Publicity  Court  Order. 


Signed:  _ 

Printed  Name: 
Rank: 


IN  THE  UNITED  STATES  ARMY 
FIRST  JUDICIAL  CIRCUIT 


UNITED  STATES  ) 

)  RULING:  SPEEDY  TRIAL 
v.  ) 

) 

MANNING,  Bradley  E.,  PFC  ) 

U.S.Army,  ) 

Headquarters  and  Headquarters  Company,  ) 

U.S.  Army  Garrison,  Joint  Base  Myer-  )  DATED:  26  February  2013 

Henderson  Hall,  Fort  Myer,  VA  22211  ) 


Defense  moved  to  dismiss  all  charges  and  their  specifications  for  violation  of  the  Accused's 
right  to  a  speedy  trial  under  Article  10,  UCMJ,  RCM  707,  and  the  Sixth  Amendment  to  the  Constitution 
of  the  United  States.  The  Court  has  considered  the  filings  by  the  parties,  the  witnesses  and  evidence 
presented,  and  oral  argument.  The  Court  finds  and  rules  as  follows: 

Findings  of  Fact  -  General 

The  Court  adopts  the  stipulated  chronology  submitted  by  the  parties  with  the  modifications  and 
additional  chronology  entries  at  attachment  (1)  to  this  ruling. 

The  Court  further  adopts  the  findings  of  fact  and  conclusions  of  law  from  the  Article  13  Ruling  (AE 
461). 

The  Court  takes  judicial  notice  of  the  appellate  exhibits  and  the  case  schedules  that  have  been  filed:  25 
April  2012  schedule  (AE  LXX);  30  August  2012  schedule  (AE  CCLXXXVI);  18  October  2012 
schedule  (AE  CCCLVIII);  8  November  2012  schedule  (AE  CCCLV);  20  December  2012  schedule  (AE 
CDLIII);  and  9  January  2013  schedule  (AE  CDLXVI).  Each  trial  schedule  was  coordinated  between 
the  Court  and  the  parties  and  implemented  with  the  consent  of  both  parties. 

RCM  707  Timeline 

The  Accused  was  restrained  for  RCM  707  analysis  on  27  May  2010.  Charges  were  referred  to  trial  on 
3  February  2012.  The  Court  received  the  referred  charges  on  3  February  2012.  The  Accused  was 
arraigned  on  23  February  2012.  The  period  of  time  between  28  May  2010  and  23  February  2012  is  637 
days. 

The  parties  stipulate  that  the  following  84  days  count  against  the  RCM  707  120  day  speedy  trial  clock: 

28  May  2010  -  11  July  2010  (45  days) 

1 6  December  2011-23  December  201 1  (8  days) 

3  January  2012-6  January  2012  (4  days) 

9  January  2012-3  February  2012  (26  days) 

23  February  2012  (1  day) 


1  APPELLATE  EXHIBIT 
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Defense  concedes  the  following  220  days  were  properly  excluded: 

1 1  August  2010-3  March  2011  (205  days) 

8  -  22  February  2012  (1 5  days)  -  In  its  motion,  the  Defense  included  the  period  between  4-22  February 
2012  to  count  towards  the  RCM  707  120  day  clock.  At  oral  argument,  Defense  conceded  the  period 
between  the  date  of  the  telephonic  RCM  802  conference  between  the  parties  and  the  Court  to  set  the 
arraignment  (8  Feb  12)  until  the  day  prior  to  arraignment  (22  February  2012)  are  excludable  delay  with 
the  Defense  consent. 

The  remaining  333  days  includes  the  following  disputed  time  periods: 

12  July  -  10  August  2010  (30  days) 

4  March  2011-15  December  2011  (287  days) 

24  December  2011-2  January  2012  (10  days);  7-8  January  2012  (2  days) 

4  February  -  7  February  2012  (4  days) 

RCM  707 -The  Law 

RCM  707(a)  requires  in  relevant  part  that  the  Accused  to  be  brought  to  trial  within  120  days  after  the 
imposition  of  restraint  under  RCM  304(a)(2)-(4)  “Brought  to  trial”  means  the  date  of  arraignment. 

The  date  of  imposition  of  restraint  does  not  count;  however,  the  date  of  arraignment  does  count. 

Before  a  case  is  referred,  requests  for  pretrial  delay,  together  with  supporting  reasons  are  submitted  to 
the  convening  authority  for  decision.  After  referral,  requests  for  delay  are  submitted  to  the  military 
judge  for  resolution.  All  pretrial  delay  approved  by  a  military  judge  or  the  convening  authority  is 
excluded  from  the  120  day  period.  A  convening  authority  may  delegate  to  an  Article  32  investigating 
officer  (IO)  authority  to  grant  excludable  delay.  The  decision  to  grant  or  deny  excludable  delay  is 
within  the  sole  discretion  of  the  convening  authority,  military  judge,  or  Article  32  IO  with  delegated 
authority  to  grant  delay.  The  discussion  to  RCM  707(b)(1)  proposes  examples  of  appropriate  reasons 
to  grant  a  delay  including:  the  need  for  time  to  enable  counsel  to  prepare  for  trial  in  complex  cases; 
time  to  allow  examination  into  the  mental  capacity  of  the  accused;  time  to  complete  other  proceedings 
related  to  the  case,  time  requested  by  the  defense,  time  to  secure  the  availability  of  the  accused, 
witnesses,  or  other  evidence;  time  to  obtain  appropriate  security  clearances  for  access  to  classified 
information  or  time  to  declassify  evidence  or  other  good  cause.  The  discussion  further  provides  that 
pretrial  delays  should  not  be  granted  ex  parte,  and  where  practicable,  the  decision  granting  the  delay, 
together  with  supporting  reasons  and  dates  covering  the  delay  should  be  reduced  to  writing.  Pretrial 
delay  may  be  excluded  after  the  delay  occurs.  United  States  v.  Thompson,  46  M.  J.  472  (C.A.A.F. 

1997). 

Approved  pretrial  delays  by  a  convening  authority.  Article  32  IO  with  delegated  authority,  or  a  military 
judge  are  excluded  from  the  120  day  time  unless  the  person  who  granted  the  delay  abused  his  or  her 
discretion.  U.S.  v.  Lazauskas,  62  M.J.  39, 41  (C.A.A.F.  2005).  The  authority  granting  the  delay  must 
make  an  independent  determination  as  to  whether  there  is  good  cause  for  a  pretrial  delay  and  grant  the 
delay  for  only  so  long  as  necessary  under  the  circumstances.  Thompson,  at  475.  The  issue  is  not  which 
party  is  responsible  for  the  delay  but  whether  the  decision  to  grant  it  was  an  abuse  of  discretion.  There 
must  be  a  causal  connection  between  the  cited  justification  or  unusual  event  and  the  delay.  Normal, 
recurring  events  which  happen  in  almost  every  trial  are  not  excludable.  United  States  v.  Duncan,  34 
M.J.  1232, 1243  (A.C.M.R.  1992),  citing  United  States  v.  Longhofer,  29  M.J.  22,  27  (C.M.A.  1989).  A 
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“blanket”  exclusion  of  time  not  tied  to  a  specific  event  or  events  is  an  abuse  of  discretion.  United 
States  v.  Rowe,  2003  WL  828986  (A.F.  Ct.  Crim.  App.  2003). 

“An  Accused  cannot  be  responsible  for  or  agreeable  to  delay  and  later  demand  dismissal  for  violation 
of  speedy  trial  for  that  same  delay.  United  States  v.  King,  30  M.J.  59  (C.M.A.  1990);  US.  v. 
MCCullough,  60  M.J.  580  (A.Ct.  Crim.  App.  2004). 

The  Rules  of  Practice  Before  Army  Courts-Martial.  15  September  2009,  in  effect  on  23  February  2012 
when  the  Accused  was  arraigned,  provide  that  any  period  of  delay  from  the  military  judge’s  receipt  of 
referred  charges  until  arraignment  is  considered  pretrial  delay  approved  by  the  judge  unless  the  judge 
specifies  to  the  contrary.  Rule  1.1. 

RCM  707  -  Findings  of  Fact  and  Conclusions  of  Law  -  Disputed  Time  Periods 
1 .  12  July  2010  to  10  August  2010  (30  days) 

Findings  of  Fact: 

The  accused  was  placed  in  pretrial  confinement  at  FOB  Hammer,  Iraq  on  29  May  2010  and  transferred 
to  the  Theatre  Field  Confinement  Facility  (TFCF),  Kuwait  on  31  May  2010. 

In  June  2010,  the  Accused  was  growing  increasingly  mentally  unstable  culminating  in  the  30  June  2010 
incident  where  the  Accused  was  placed  in  Maximum  Custody/Administrative  Segregation  1:1  suicide 
watch.  On  4  July  2010,  the  CDR,  Third  Army/ARCENT  ordered  the  Accused  transferred  from  TFCF 
when  an  appropriate  facility  with  adequate  mental  health  resources  would  accept  him. 

On  1 1  July  2010,  the  Defense  requested  an  RCM  706  inquiry  into  the  mental  capacity  or  mental 
responsibility  of  the  Accused  and  a  delay  of  the  Article  32  investigation  then  scheduled  to  be  held  on  14 
July  2010.  On  1 1  July  2010,  the  Article  32  Investigating  Officer  (IO)  denied  the  RCM  706  request.  On 
12  July  2010,  the  Defense  requested  delay  of  the  Article  32  investigation  until  the  RCM  706  board  was 
complete  and  until  the  Accused  could  resolve  issues  relating  to  retaining  civilian  defense  counsel 
(CDC)  and  Defense  expert  witnesses.  On  12  July  2010,  the  Iraq  Special  Court  Martial  Convening 
Authority  (SPCMCA)  granted  the  Defense  request  for  delay  until  16  August  2010. 

From  12-21  July  2010,  Iraq  TC  were  coordinating  the  transfer  of  the  Accused  out  of  the  deployment 
theatre  and  coordinating  up  the  chain  of  command  to  locate  potential  RCM  706  board  members. 
Ultimately,  on  28  July  2010,  before  the  RCM  706  board  could  be  appointed,  jurisdiction  of  the  case 
was  transferred  to  the  Military  District  of  Washington  (MDW)  and  the  Accused  was  transferred  to 
Marine  Corps  Brig  Quantico  (MCBQ). 

On  25  August  2010,  Mr.  Coombs  notified  the  Government  that  the  Accused  retained  him  as  CDC. 

Conclusions  of  Law: 

The  12  July  2010  decision  by  the  Iraq  SPCMCA  to  grant  the  Defense  request  for  delay  until  16  August 
2010  was  not  an  abuse  of  discretion.  The  delay  was  directly  related  to  the  need  to  transfer  the  Accused 
out  of  the  deployed  theatre  to  a  more  established  confinement  facility  where  adequate  mental  health 
assets  were  available.  Defense  further  requested  the  delay  to  allow  the  Accused  time  to  make  decisions 
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about  retaining  civilian  counsel.  His  decision  was  not  made  and  communicated  to  the  Government 
until  25  August  2010.  The  time  is  excludible  delay  under  RCM  707(c). 

2.  24  December  2011  to  2  January  2012;  7  January  2012  to  8  January  2012  (10  days;  2  days) 
Findings  of  Fact: 

1 .  A  military  judge  from  the  U.S.  army  reserves  was  appointed  as  the  IO  to  conduct  the  Article  32 
investigation.  The  Article  32  investigation  was  conducted  from  1 6  December  2011  through  22 
December  2011.  During  that  time,  the  IO  was  on  active  duty  (AD)  orders  from  12  December  to  23 
December  2011  and  from  3  January  to  6  January  2012.  Other  “active  status  duty”  (for  pay)  was 
performed  from  9  January  2012  to  11  January  2012.  In  the  16  November  2011  order  to  restart  the 
Article  32,  the  SPCMCA  gave  the  IO  a  suspense  of  60  days  -  on  or  about  16  January  2012  -  to 
complete  the  Article  32  investigation. 

2.  During  this  period  the  IO  excused  two  periods  of  delay  pursuant  to  RCM  707(c)  at  the  request  of  the 
Government.  The  first  period  of  delay  ran  from  24  December  201 1  through  2  January  2012.  The  IO 
testified  that  he  excluded  the  periods  from  24  December  through  26  December  2011  and  31  December 
201 1  through  2  January  2012  because  they  were  holiday  periods  and  appropriate  personnel  were  not 
available  to  monitor  review  of  classified  information  in  the  case.  However,  the  IO  testified  that  the 
period  of  delay  from  27  to  30  December  2011  was  attributable  to  civilian  work  conflicts  rather  than 
conflicts  with  federal  holidays. 

3.  The  second  period  of  delay  excluded  by  the  IO  was  7  and  8  January  2012.  For  that  period  of  delay, 
the  IO  testified  that  he  did  not  perform  work  because  he  took  his  son  to  a  swim  meet  in  Pennsylvania. 

4.  The  IO  did  not  request  input  from  the  Defense  prior  to  granting  the  delays. 

Conclusions  of  Law: 

1 .  The  periods  of  excluded  delay  occurred  during  holidays  where  offices  containing  classified  evidence 
required  for  review  as  part  of  the  investigation  were  closed  (or  appropriate  personnel  at  those  offices 
necessary  for  review  were  unavailable)  and  are  reasonable  delay  under  RCM  707(c)  and  applicable 
case  law.  These  periods  include  the  delay  from  24  -  26  December  2011  and  the  period  from  3 1 
December  2011  -  2  January  2012.  These  six  days  were  properly  excluded  under  RCM  707(c). 

2.  The  periods  of  delay  from  27  -  30  December  2012  and  7  -  8  January  2012,  however,  do  not  meet  the 
“good  cause”  requirement  and  constitute  an  abuse  of  discretion.  In  both  cases,  the  delays  were  based 
on  purely  personal  circumstances  -  civilian  work  for  the  first  period  and  personal  travel  for  the  second 
period  -  rather  than  inability  to  access  necessary  facilities  or  evidence.  The  IO’s  determinations  were 
not  made  in  a  manner  to  permit  the  Defense  to  timely  oppose  the  grant  of  delay.1  Accordingly,  these 
six  days  were  improperly  excluded  from  the  120-day  speedy  trial  period. 


The  IO  testified  in  an  Article  39a  session  that  he  drafted  a  memorandum  regarding  excludable  delay  at  the  Government’s 
request  and  did  not  consider  the  Defense  position  as  to  whether  or  not  the  time  should  be  excluded.  In  his  excludable 
delay  memorandum  dated  1 1  January  2012,  the  IO  cited  as  his  sole  reason  for  exclusion  of  time  “federal  holidays  or 
weekend  days.” 
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3.  4  February  2012  to  7  February  2012  (4  days) 

Findings  of  Fact: 

This  case  was  referred  on  3  February  2012.  The  Court  received  the  referral  on  3  February  2012.  Also 
on  3  February  2012,  the  Government  sent  the  Court  its  Electronic  Docket  Notification  (EDN) 
requesting  immediate  arraignment  but  no  sooner  than  1 0  days  after  the  Court  sets  arraignment  date  to 
allow  for  implementation  of  the  OPORD  to  coordinate  the  Accused’s  travel,  provide  adequate  security 
for  the  Accused,  the  parties,  and  the  Court,  and  to  finalize  preparation  of  court-house  infrastructure  to 
accommodate  the  public.  On  4  February  2012,  the  Court  sent  an  email  to  the  parties  advising  them  to 
confer  and  select  6,  9,  or  10  February  2012  for  a  telephonic  RCM  802  conference  to  set  an  arraignment 
date.  The  Court  further  advised  the  parties  that  the  Court  was  available  for  arraignment  14-17  or  22-25 
February  2012.  On  4  February  2012,  the  Court  received  an  email  from  Mr.  Coombs  requesting 
arraignment  either  24  or  25  February  2012.  On  6  February  2012,  the  Court  received  the  Defense  EDN 
advising  that  DC  were  not  available  for  arraignment  13-17  February  2012  and  requesting  arraignment 
23  or  24  February  2012.  Also  on  6  February  2012,  the  Court  received  an  email  from  the  Government 
advising  that  the  parties  agreed  to  arraignment  on  23  February  2012  at  1300.  The  Court  docketed  the 
23  February  2012  arraignment  on  6  February  2012. 

Conclusions  of  Law: 

The  period  between  4-7  February  2012  is  excludable  delay  under  RCM  707(c)  by  Rule  1.1  of  The 
Rules  of  Practice  Before  Army  Courts-Martial,  5  September  2009,  in  effect  on  23  February  2012. 
This  period  also  qualifies  as  excludable  delay  with  the  concurrence  of  the  Defense. 

4.  4  March  2011  to  15  December  2011  (287  days)  - 

A.  RCM  706  Board  Requested  Delay  4  March  -  22  April  2011  (50  days) 

Findings  of  Fact: 

On  1 1  August  2010  the  Defense  requested  a  delay  of  the  Article  32  investigation  until  completion  of  the 
sanity  board.  On  12  August  2010  the  SPCMCA  approved  the  request  until  the  RCM  706  board  was 
complete. 

Starting  on  25  August  2010,  the  Defense  requested  a  series  of  delays  of  the  RCM  706  board  that  were 
approved  by  the  Convening  Authority.  The  PCR  was  conducted.  TS-SCI  security  clearances  were 
obtained.  Defense  expert  consultants  were  appointed. 

The  Defense  does  not  contest  the  time  period  between  1 1  August  2010  and  3  March  201 1  as  excludable 
delay. 

The  SPCMCA  ordered  the  RCM  706  board  to  resume  on  3  February  2011  with  a  four  week  suspense 
date. 

On  7  February  2011,  civilian  defense  counsel  emailed  the  board  advising  them  that  the  suspense  date 
was  “aspirational”  and  requesting  the  board  to  take  the  time  necessary  to  conduct  a  thorough  and 
complete  examination  and  that  any  request  for  extension  of  time  would  undoubtedly  be  granted. 
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The  court  agrees  that  a  4-week  suspense  for  a  routine  RCM  706  board  is  aspirational.  The  RCM  706 
board  in  this  case  had  3  members,  was  required  to  have  TS-SCI  clearances,  was  required  to  conduct 
additional  neurological  tests,  and  was  required  to  interview  the  Accused  in  a  SCIF  and  during  a 
weekend  for  the  Accused’s  privacy  and  security. 

Between  9-11  February  2011,  the  RCM  706  board  proposed  a  schedule  of  an  unclassified  interview 
with  the  Accused  on  16  February  2011  followed  by  testing  on  17  February  201 1  and  the  classified 
interview  in  a  SCIF  on  1  March  2011. 

On  21  February  2011,  Civilian  Defense  Counsel  (CDC)  requested  the  Government  to  arrange  for  a 
SCIF  to  be  available  for  Defense  to  interview  the  Accused  before  the  RCM  706  board  interview.  CDC 
requested  14  days  notice  to  purchase  reasonably  priced  airline  tickets. 

On  25  February  2011,  CDC  advised  the  Government  that  the  earliest  the  Defense  would  be  available  to 
meet  with  the  Accused  was  the  week  of  7  March  2011.  This  was  after  the  4  March  2011  RCM  706 
board  suspense  date. 

From  25  February  201 1  until  3  March  2011,  the  Government  coordinated  with  INSCOM  to  make  a 
SCIF  available  to  the  Defense  and  to  the  RCM  706  board.  The  RCM  706  board  wanted  to  interview 
the  accused  on  1 1  March  2011  (a  Friday).  The  Government  arranged  for  interviews  of  the  Accused  at 
the  SCIF  to  be  on  Saturdays  when  there  would  be  few  if  any  workers  in  the  area. 

On  5  March  2011,  CDC  requested  from  the  Government  that  his  meeting  with  the  Accused  take  place 
on  11-12  March  2011  with  alternative  dates  of  25-26  March  2011.  The  Government  advised  CDC  that 
the  Government  had  to  confirm  with  the  security  detail  and  would  know  by  7  March  2011  (a  Monday). 

On  7  March  2011,  CDC  requested  that  the  Defense  interview  with  the  Accused  take  place  25-26  March 
2011.  Meanwhile  the  RCM  706  board  coordinated  their  classified  interview  with  the  Accused  and 
proposed  that  it  take  place  on  26  March  2011.  Both  the  Defense  and  RCM  706  board  interview 
required  an  entire  day. 

On  14  March  2011,  the  Government  proposed  2  April  2011  as  an  alternate  date  for  the  RCM  706  board 
interview.  All  board  members  were  available  to  conduct  the  interview  of  the  Accused  on  9  April  2011. 

The  RCM  706  board  requested  an  extension  on  14  March  2011  with  a  proposed  suspense  of  29  April 
2011,  requesting  3  weeks  to  finalize  their  report  after  the  9  April  2011  interview  with  the  Accused.  The 
SPCMCA  approved  an  extension  but  only  until  16  April  2011.  The  board  advised  the  Government  that 
the  report  could  be  finished  by  16  April  201 1  but  it  would  be  rushed. 

The  RCM  706  board  was  98%  complete  on  15  April  2011,  however,  the  board  felt  it  necessary  to  meet 
and  thoroughly  review  the  results  rather  than  “rush”  the  report  to  conclusion.  On  15  April  2011,  the 
board  again  requested  an  extension  until  22  April  2011.  The  SPCMCA  approved  this  extension.  The 
board  completed  its  report  on  22  April  2011. 

Conclusions  of  Law 

The  SPCMCA  did  not  abuse  his  discretion  in  granting  the  extensions  or  in  excluding  either  the  14 
March  2011  or  the  15  April  2011  requests  by  the  RCM  706  board  for  delay  or  excluding  the  delay 
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under  RCM  707(c).  The  initial  suspense  to  the  board  was  extremely  short.  The  board  had  legitimate 
reasons  to  request  each  extension.  Defense  counsel  advised  the  board  that  the  Defense  was  more 
interested  in  a  thorough  RCM  706  board  than  a  rush  to  complete  the  end  product.  The  RCM  706 
interview  of  the  Accused  was  delayed  to  accommodate  the  Defense  request  to  interview  the  Accused 
before  the  board  did.  The  length  of  each  delay  was  reasonable.  The  period  of  delay  from  4  March 
2011  -22  April  201 1  was  properly  excluded  by  the  SPCMCA. 

B.  Government  Requested  Delays 

Findings  of  Fact: 

Military  authorities  were  not  aware  that  the  Accused  was  allegedly  involved  in  any  disclosures  of 
classified  information  to  WikiLeaks  until  Adrian  Lamo’s  25  May  2010  report.  Thus,  the  CID 
investigation  began  at  that  time  in  a  combat  zone. 

When  the  Iraq  Trial  Counsel  team  preferred  the  original  charges  on  5  July  2010,  the  investigation  was 
in  its  infancy.  The  Accused  was  charged  with  four  specifications  of  violating  a  lawful  general  order  in 
violation  of  Article  92,  UCMJ,  one  specification  in  violation  of  18  U.S.C.  Section  793(e),  three 
specifications  in  violation  of  1 8  U.S.C.  Section  1 030(a)(1)  and  five  specifications  of  violating  1 8 
U.S.C.  Section  1030(a)(2).  These  eight  specifications  were  also  in  violation  of  Article  134,  UCMJ. 

The  Government  was  not  aware  of  the  scope  and  breadth  of  the  alleged  misconduct  by  the  Accused 
when  he  was  originally  charged. 

The  originally  charged  offenses  involved  a  video  of  a  military  operation  filmed  near  Baghdad,  Iraq  on 
or  about  12  July  2007,  more  than  50  classified  DOS  cables,  a  classified  Microsoft  PowerPoint 
presentation,  a  classified  DOS  cable  entitled  “Reykjavik  13”,  and  more  than  150  classified  DOS 
cables. 

In  August  2010,  the  Government  initially  contacted  DOS  regarding  classified  review  of  the  originally 
charged  cables.  In  October  2010,  the  Government  contacted  CENTCOM  regarding  classification 
reviews  of  the  originally  charged  documents.  On  18  October  2010,  the  Government  received  the  OCA 
review  of  the  Apache  video. 

On  26  August  2010,  the  Defense  requested  the  Government  provide  original  classification  reviews  to 
include  (1)  the  classification  level  of  the  information  alleged  to  have  been  disclosed  by  the  Accused 
when  it  was  subject  to  compromise;  (2)  a  determination  whether  another  command  requires  review  of 
the  information;  and  (3)  the  general  description  of  the  impact  of  disclosure  on  affected  operations.  In 
its  subsequent  discovery  requests,  the  Defense  requested  the  CCIU  forensic  reports  and  other  evidence 
the  Government  would  use  at  trial. 

During  Fall  2010,  while  the  PSR  was  ongoing  and  the  RCM  706  board  was  on  hold,  investigative 
agencies  were  continuing  to  investigate  the  case,  WikiLeaks  made  rolling  disclosures  of  classified 
information  allegedly  provided  by  the  Accused,  and  the  Government  was  coordinating  with  DOJ  and 
consulting  Code  30,  OTJAG,  U.S.  Navy  Primer  on  Prosecuting,  Defending,  and  Adjudicating  Cases 
involving  classified  information.  On  or  about  3  November  2010,  CID  conducted  a  second  search  of  the 
Accused’s  aunt’s  house  and  discovered  additional  digital  media:  (1)  hard  disk  drive,  (3)  SD  memory 
cards,  (1)  smart  media  card;  (14)  CD-R  discs,  (2)  CD-RW  discs,  (1)  USB  memory  card.  As  the 
investigation  matured  and  the  Government  became  more  fully  informed  of  the  potential  scope  of  the 
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misconduct  alleged  to  have  been  committed  by  the  Accused,  the  Government  coordinated  with  DOS 
and  other  equity  holders  of  the  information  in  the  current  charge  sheet  to  receive  approval  to  charge 
each  equity  holder’s  classified  information.  After  receiving  all  the  required  approvals,  the  Government 
preferred  the  charges  currently  before  the  Court  on  1  March  2011. 

The  Government  sent  out  the  following  prudential  search,  preservation,  and  review  requests: 

30  September  2010  -  preservation  request  to  2/1 0th  Mountain  Division 

25  May  201 1  -  search  requests  to  OGA1,  DoD,  DoS,  OGA2,  ODNI,  and  ONCIX. 

6  June  201 1  -  search  request  to  DoD 

14  June  2011  -  search  request  to  DIA,  DOS,  OGA2,  and  ODNI 
27-28  June  2011  -  search  request  to  FBI,  DOJ,  and  DISA 
On  or  about  21  July  201 1  -  DoD  tasking  responding  to  search  request  to  DoD 
16  August  201 1  -  search  request  to  DOJ 

6  October  201 1  -  Defense  requested  Locate  and  Preserve  Evidence  request 
6  October  201 1  -  request  to  review  damage  assessments  to  DOS,  FBI,  ODNI,  OGA1  and  OGA2 

The  agencies  receiving  the  prudential  search  requests  (PSR)  were  creating  records  documenting 
damage  from  the  WikiLeaks  releases  and  mitigation  efforts  taken  by  the  agency.  The  Government  sent 
the  PSRs  to  preserve  potential  discoverable  information  created  after  the  accused’s  alleged  misconduct 
rather  than  to  preserve  information  or  evidence  created  at  or  before  the  alleged  misconduct  by  the 
Accused. 

On  30  November  2010,  the  prosecution  submitted  a  written  request  to  DOD  for  a  classification  review 
of  evidence  it  intended  to  use.  On  18  March  2011,  the  Government  submitted  written  requests  to  the 
following  organizations  for  classification  reviews  of  the  records  charged  in  the  1  March  2011  preferred 
charge  sheet:  CENTCOM,  OGA#l,  DOS,  SOUTHCOM,  DISA,  CYBERCOM,  ODNI,  INSCOM,  and 
OGA#2.  The  1 8  March  20 1 1  requests  had  a  suspense  date  of  3 1  March  2011.  The  Government  sent 
follow  up  written  requests  to  each  of  these  entities  as  set  forth  in  the  attached  chronology.  Each  of  the 
follow  up  requests  had  two  week  suspense  dates,  emphasized  urgency,  and  explained  the  rights  of  the 
Accused  to  a  speedy  trial.  Neither  the  prosecution  team  nor  the  SPCMCA  had  tasking  authority  over 
the  Original  Classification  Authority  (OCA)  entities.  2 

A  classification  review  requires  a  manual,  line  by  line,  review  of  a  document  and  its  classification 
markings  to  determine  if  a  document  has  been  properly  classified,  and  is  properly  marked  consistent 
with  a  source  of  classification  or  an  OCA  decision.  Further,  classification  reviews  require  a 
determination  of  each  particular  word  or  phrase,  in  an  effort  to  redact  such  words  and  phrases  to  create 
an  unclassified  document.  Extensive  inter-agency  coordination  is  required  to  complete  classification 
reviews.  One  document  can  have  multiple  sources  of  classification  potentially  from  sources  not  under 
the  authority  of  the  organizational  OCA.  Each  OCA  with  an  equity  in  the  classified  information  must 
review  it.  There  is  no  correlation  between  the  complexity  of  the  review  and  the  number  of  pages  of  the 
final  OCA  review  product. 


2  It  Government  requested  completion  of  the  classification  reviews  multiple  times.  The  government  sent  memoranda  to 
the  OCAs  on  18  March  201 1,  28  July  201 1, 4  August  201 1, 7  September  2011,  and  6  October  2011,  each  time  seeking 
completion  of  the  classification  reviews  with  a  short  suspense.  In  these  memoranda,  the  government  reminded  the 
OCAs  of  their  obligations  under  Article  10,  UCMJ,  and  the  Sixth  Amendment,  and  noted  “Any  delay  by  your  department 
to  comply  with  this  firm  deadline  may  severely  jeopardize  the  prosecution.” 
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The  majority  of  the  evidence  the  Government  intended  to  present  at  trial  was  classified  or  unclassified 
but  sensitive.  The  Government’ s  goal  was  obtain  the  OCA  reviews  and  to  obtain  authority  to  disclose 
the  charged  documents,  classification  reviews,  and  CCIU  forensic  reports  to  the  Defense  to  ensure  that 
the  Defense  had  all  of  the  charged  information  and  all  of  the  evidence  the  Government  intended  to  use 
in  its  case  in  chief  at  trial  before  the  Article  32  investigation.  This  required  contacting  each  of  the 
potentially  multiple  equity  holders  of  the  classified  information  to  receive  approval  to  disclose  the 
information.  The  Government  believed  that  the  OCA  reviews  were  necessary  to  prove  that  the 
information  at  issue  was  classified,  to  ensure  that  the  information  was  properly  handled  at  trial,  and  to 
prove  that  there  was  an  overriding  interest  in  protecting  against  disclosure  of  classified  information  to 
justify  closing  portions  of  the  Article  32  investigation.  The  Government  believed  that  disclosure  of  the 
forensic  reports  to  the  defense  prior  to  the  Article  32  was  necessary  to  show  the  Government  theory  of 
the  case  and  that  if  the  Article  32  occurred  without  the  evidence  linking  the  Accused  to  the  charged 
misconduct  the  Government  would  likely  fail  in  its  burden  of  proof  and  open  itself  to  challenge  that  the 
Article  32  was  defective. 

On  16  December  2010,  the  Secretary  of  the  Army  ordered  a  15-6  investigation.  On  14  February  2011, 
the  SecArmy  15-6  was  completed.  On  or  about  15  March  2011,  the  Government  submitted  a  request  to 
review  it,  received  approval  to  review  it  on  21  March  2011  and  reviewed  it  from  March  -  30  May 
2011.  On  17  June  2011  the  Government  received  authority  to  disclose  the  SecArmy  15-6  investigation 
to  the  Defense  upon  acknowledged  receipt  of  SPCMCA  protective  order.  On  or  about  12  July  2012, 
the  Government  produced  the  investigation  to  the  Defense.  The  AR  380-5  investigation  was  complete 
on  16  June  2010.  The  Government  learned  of  it  in  September  2010  and  received  a  digital  copy.  The 
Government  reviewed  the  investigation  and  disclosed  it  to  the  Defense  on  9  February  2011. 

The  USACID  Computer  Crimes  Investigative  Unit  (CCIU)  generated  an  unclassified  report  and  a 
classified  report,  both  still  ongoing.  CID  collected  50  individual  digital  media  devices,  of  which  initial 
forensic  examinations  revealed  that  23  contained  information  relevant  to  Accused  and  required  further 
examination.  CID  completed  22  final  forensic  reports:  three  unclassified  reports  of  NIPRNET  systems 
(15  September  2010, 20  September  2010,  and  27  July  2011),  one  unclassified  report  of  a  SIPRNET 
system  (22  September  2011),  one  unclassified  report  of  digital  media  (22  September  2011)  and  17 
classified  reports  (22  September  201 1  and  20  October  2011).  Before  releasing  the  final  reports,  CCIU 
produced  10  interim  reports  of  approximate  dates:  7  and  13  July  2010,  6  and  23  August  2010, 21 
January  2011, 2  February  2011,  7  and  28  June  2011,  18  July  2011,  and  22  September  2011.  CID  also 
collected  multiple  sets  of  audit  data  or  “logs”  for  the  computer  networks  from  which  the  data  on  the 
devices  came.  Some  of  the  logs  contain  only  classified  data,  others  contained  both  classified  and 
unclassified  data. 

In  addition  to  the  classified  information,  the  unclassified  CID  reports  contained  unclassified  but 
protected  information  and  classified  information.  This  required  DOJ  to  review  the  report  for  grand  jury 
information  and  information  obtained  by  sealed  search  warrants.  On  or  about  April  201 1 ,  the 
Government  requested  the  Army  G2  review  the  unclassified  CID  file  to  identify  any  potentially 
classified  material.  The  Army  G2  reviewed  the  reports  and  identified  two  major  equity  holders  of 
classified  information.  The  Government  requested  both  equity  holders  to  review  the  relevant  portion  of 
the  CID  file  for  classified  information.  Both  discovered  classified  information.  The  Government  then 
requested  authority  to  disclose  the  information  to  the  Defense  and  to  have  the  documents  properly 
marked  as  classified  material.  The  Iraq  TC  team  received  approvals  to  disclose  200  pages.  The 
information  was  disclosed  to  the  Defense  on  22  October  2010.  The  Government  received  further 
approvals  on  16  June  201 1  contingent  on  the  Defense  executing  an  SPCMCA  protective  order.  The 
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unclassified  CID  reports  were  disclosed  to  the  Defense  between  25  July  2011  and  3  August  2012.  On 
or  about  17  September  201 1  all  organizations  approved  disclosure  of  classified  information  from  the 
original  unclassified  file.  The  Government  received  the  information  on  27  October  201 1  and  disclosed 
it  to  the  Defense  on  17  November  2011.  CID  continues  to  receive  information  and  the  Government 
continues  to  process  it  for  release  to  the  Defense. 

On  12  March  2011,  the  Government  requested  that  CID  conduct  an  administrative  review  of  all 
previously  identified  classified  information  in  the  case  file  to  identify  what  equity  holders  may  have 
classified  information  in  the  case  file.  The  case  file  consisted  of  the  classified  and  unclassified  files 
and  the  forensic  reports.  The  Government  intended  to  receive  approvals  from  the  OCAs  to  disclose 
CID  documents  containing  classified  information  and  derivative  reports,  to  include  the  forensic  reports 
to  the  Defense.  Authority  to  approve  disclosure  of  the  forensic  reports  was  directly  tied  to  approval  to 
disclose  the  underlying  evidence.  The  Government  received  final  approval  from  all  the  equity  holders 
on  28  October  2011.  In  total,  the  CCIU  analyzed  approximately  eight  terabytes  of  digital  media 
containing  classified  information.  Prior  to  producing  the  forensic  images  of  the  memory  drives  of  the 
devices,  the  Government  was  required  to  coordinate  with  every  government  agency  OCA  that  had  data 
on  the  drives.  The  Government  initially  searched  the  drives  with  security  experts  to  identify  the 
agencies  involved  and  the  relevant  OCAs. 

On  the  following  dates  the  Government  submitted  written  requests  to  OCAs  authorized  to  approve 
disclosures  of  the  charged  documents  and  other  classified  evidence  to  the  Defense: 

14March2011:  DoD  and  DA  (approved  30  March  2011  with  final  approval  28  October  2011  for  all 
CCIU  classified  forensic  reports  and  case  file),  DOS  (approved  29  March  2011),  ODNI  (partial 
approval  9  August  2011,  full  approval  of  intelogs  4  October  2011),  OGA 1  (approved  29  March  2011) 
and  OGA2  (approved  28  April  2011). 

21  March  2011:  DISA  (approved  29  March  2011)  and  DIA  (approved  7  April  2011) 

23  June  2011:  updated  request  to  OGA1 

23  June  201 1  and  4  August  201 1 :  updated  requests  to  FBI,  DoD  (final  approval  28  October  2011),  and 
DIA  (approved  throughout  Summer  2011) 

1 1  August  2011:  updated  request  to  OGA1 

On  3  October  2011,  the  Government  received  the  final  forensic  reports  from  CCIU.  On  4  October 
2011,  CCIU  approved  release  of  the  reports  after  review  to  ensure  none  of  the  information  was 
classified  IAW  CID’s  OCA  authority.  Between  3  and  26  October  201 1,  the  Government  processed  the 
330,000  page  report  and  prepared  it  for  production.  On  26  October  2011,  the  Government  requested 
the  Army  G2  for  approval  to  disclose  the  Army  CID  forensic  reports  that  involve  DoD  equities  and 
equities  of  other  agencies  that  have  approved  release.  On  28  October  2011,  the  Government  received 
from  all  relevant  OCA  approvals  to  disclose  all  images  of  digital  data.  On  4  November  201 1  the 
Government  disclosed  that  information  to  the  Defense. 

Apparently,  as  of  15  February  2011,  the  Government  believed  it  would  have  all  the  OCA  reviews  and 
necessary  approvals  to  disclose  the  CCIU  forensic  reports  to  the  Defense  before  15  March  2011  when 
the  Government  emailed  the  Article  32  IO  advising  him  that  the  RCM  706  board  had  a  3  March  201 1 
suspense  date  and  the  Article  32  would  be  ready  to  begin  on  15  March  2011  and  last  3  days. 

Beginning  on  25  April  2011,  the  Government  began  requesting  approximately  monthly  delays  between 

22  April  201 1  and  the  restart  of  the  Article  32  investigation  (25  April  201 1 ,  22  May  201 1 , 27  June 
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2011,  25  July  2011, 25  August  2011, 26  September  2011,  25  October  2011,  and  16  November  2011). 
The  Government  developed  a  process  of  providing  the  SPCMCA  with  a  monthly  request  for  delay 
specifying  the  reasons  for  delay,  the  progress  made  in  the  case  that  month,  and  that  an  update  would  be 
provided  by  the  Government  to  the  SPCMCA  in  30  days.  The  SPCMCA  would  request  the  views  of 
the  Defense,  decide  whether  to  approve  the  requested  delay,  and  subsequently  provide  a  monthly 
accounting  memorandum  documenting  the  period  and  reasons  for  the  excludible  delay. 

Starting  with  a  memorandum  on  26  April  2011,  the  Defense  objected  to  each  delay.  The  26  April  201 1 
memorandum  requested  to  avoid  delay  of  the  Article  32  that  the  SPCMCA: 

1 .  provide  either  a  substitute  for  or  a  summary  of  the  information  for  relevant  classified 
documents; 

2.  allow  the  Defense  to  inspect  any  and  all  unclassified  documents  and  reports  within 
the  Government’s  control  which  are  material  to  the  preparation  of  the  Defense  or  requested  by  a 
Defense  Discovery  Request; 

3.  ensure  the  Defense  has  equal  access  to  CID  and  other  law  enforcement  witnesses  by 
requiring  trial  counsel  to  make  the  witnesses  available. 

The  Defense  memorandum  advised  the  SPCMCA  that  because  of  the  limited  discovery  provided,  it  is 
likely  the  Article  32  will  be  delayed  unless  the  above  information  is  provided  in  a  timely  manner  and 
requested  that  any  delay  be  credited  to  the  Government. 

On  24  May  2011, 29  June  2011,  27  August  2011,  27  September  2011,  and  25  October  2011  the  Defense 
objected  via  email  to  the  second,  third,  fifth,  sixth,  and  seventh  Government  requests  for  excludable 
delay  by  adhering  to  its  position  in  the  26  April  201 1  memorandum.  On  25  July  2011,  the  Defense 
submitted  a  memorandum  in  objection  to  the  Government’s  fourth  request  for  excludable  delay 
reiterating  it’s  objection  in  the  26  April  2011  memorandum  and  renewing  its  9  January  2011  speedy 
trial  demand. 

Below  is  a  summary  of  the  Government  requests  and  monthly  accounting  memoranda: 

25  April  2011  -  First  Request  for  Delay,  22  April  -  25  May  2011:  Under  Executive  Orders 
12958  and  13526  and  Army  Regulations  380-5  and  380-67,  the  United  States  cannot  release 
classified  information  originating  in  a  department  or  agency  to  parties  outside  of  the  executive 
branch  without  the  consent  of  the  OCA  or  their  delegate.  Since  17  June  2010,  the  United  States 
has  been  diligently  working  with  all  the  departments  and  agencies  that  originally  classified  the 
information  and  evidence  sought  to  be  disclosed  to  the  defense  and  the  accused.  Enclosed  are 
redacted  copies  of  the  OCA  Disclosure  Requests  and  OCA  Classification  Review  Requests 
without  their  enclosures,  respectively.  However,  because  of  the  special  circumstances  of  this 
case,  including  the  voluminous  amounts  of  classified  digital  media  containing  multiple  equities 
and  the  subsequent  discovery  of  more  information  helpful  to  both  the  United  States  and  the 
accused,  more  time  is  needed  for  executive  branch  departments  and  agencies  to  obtain  the 
necessary  consent  from  their  OCA  or  authorizing  official.  [Delay  approved  by  SPCMCA  on  29 
April  2011  requiring  trial  counsel  update  NLT  23  May  2011] 
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12  May  2011  Accounting  Memorandum:  Excluded  delay  from  22  April  -  12  May  2011  based 
upon: 

a.  OCA  reviews  of  classified  information 

b.  OCA  consent  to  disclose  classified  information 

c.  Defense  request  for  results  of  OCA  reviews  (26  August  2010) 

d.  Defense  request  for  appropriate  security  clearances  for  the  defense  team  and 

access  for  PFC  Manning  (3  September  2010) 

e.  25  April  201 1  Government  request  for  delay 

22  May  2011  -  Second  Request  for  Delay,  25  May  -  27  June  2011:  The  government  is 
continuing  to  work  with  the  relevant  OCAs  to  obtain  consent  to  disclose  classified  evidence  and 
information  to  the  Defense  along  with  receiving  completed  classification  reviews.  In 
anticipation  of  OCA  consent,  CID  began  making  copies  of  classified  digital  media  and  evidence 
for  disclosure  to  the  defense.  Additionally,  the  prosecution  learned  that  several  exhibits  and 
documents  in  the  unclassified  CID  case  file  require  authorization  to  disclose  apart  from  any 
classified  information.  The  U.S.  Attorney's  Office  for  the  Eastern  District  of  Virginia  is 
working  to  obtain  that  authorization  on  behalf  of  the  prosecution  from  multiple  federal  districts 
within  the  United  States.  [Delay  approved  by  SPCMCA  on  26  May  201 1  requiring  trial  counsel 
update  NLT  25  June  2011] 

17  June  2011  Accounting  Memorandum:  Excluded  delay  from  12  May  - 17  June  201 1  based 
upon: 

a.  OCA  reviews  of  classified  information 

b.  OCA  consent  to  disclose  classified  information 

c.  Defense  request  for  results  of  OCA  reviews  (26  August  2010) 

d.  Defense  request  for  appropriate  security  clearances  for  the  defense  team  and 

access  for  PFC  Manning  (3  September  2010) 

e.  22  May  2011  Government  request  for  delay 

5  July  2011  -  Third  Request  for  Delay,  27  June  -  27  July  2011:  (a)  the  prosecution  is 
continuing  to  work  with  relevant  OCAs  to  obtain  consent  to  disclose  classified  evidence  and 
information  to  the  defense  along  with  receiving  completed  classification  reviews.  This  includes 
the  enclosed  additional  requests  forwarded  by  the  prosecution  on  23  June  2011,  after  forensic 
examiners  discovered  another  document  on  digital  evidence  requiring  OCA  consent  to  disclose 
to  the  defense,  (b)  The  prosecution  submitted  the  unclassified  CID  case  file  to  the  National 
Security  Agency  (NS A)  and  other  government  intelligence  organization  (OGA)  to  have  their 
experts  review  the  file  for  classified  equities.  The  NS  A  identified  approximately  20  sensitive 
documents  requiring  further  review  by  their  subject  matter  experts.  The  OGA  is  continuing 
their  review  of  the  documents,  (c)  The  U.S.  Attorney’s  Office  for  the  Eastern  District  of  Virginia 
is  continuing  to  work  on  obtaining  authorizations  from  the  relevant  district  court  judges  on 
behalf  of  the  prosecution  to  disclose  certain  exhibits  and  documents  to  the  defense.  Most  of  the 
relevant  disclosure  orders  have  been  signed  but  a  few  remain  outstanding,  (d)  Since  the 
previous  request,  the  prosecution  has  received  approval  to  produce  the  Secretary  of  the  Army 
AR  15-6  and  related  documents.  After  the  defense  acknowledges  your  protective  order  dated  22 
June  2011,  the  prosecution  will  immediately  produce  these  documents  and  continue  to  produce 
all  related  documents.  As  the  prosecution  receives  other  approvals  it  will  continue  to  disclose 
evidence  and  information  to  the  defense.  [Delay  approved  by  SPCMCA  on  5  July  201 1 
requiring  trial  counsel  update  NLT  25  July  2011] 
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13  July  2011  Accounting  Memorandum:  Excluded  delay  from  17  June  -  13  July  2011  based 
upon: 

a.  OCA  reviews  of  classified  information 

b.  OCA  consent  to  disclose  classified  information 

c.  Defense  request  for  results  of  OCA  reviews  (26  August  2010) 

d.  Defense  request  for  appropriate  security  clearances  for  the  defense  team  and 

access  for  PFC  Manning  (3  September  2010) 

e.  5  July  2011  Government  request  for  delay 

25  July  2011  -  Fourth  Request  for  Delay,  27  July  -  27  August  2011:  (a)  the  prosecution  is 
continuing  to  work  with  relevant  OCAs  to  obtain  consent  to  disclose  classified  evidence  along 
with  receiving  completed  classification  reviews.  The  classified  CID  forensic  reports  are 
prepared  for  disclosure,  pending  final  approval  by  the  relevant  OCAs  and  final  review  of 
references  to  classified  information  within  the  forensic  reports,  (b)  The  prosecution  submitted 
the  unclassified  CID  case  file  to  the  NS  A  and  OGA  to  have  their  experts  review  the  file  for 
classified  equities.  The  NSA  identified  approximately  20  sensitive  documents  requiring  further 
review  by  their  subject  matter  experts.  The  OGA  identified  six  sensitive  documents  requiring 
further  review,  (c)  The  U.S.  Attorney’s  Office  for  the  Eastern  District  of  Virginia  is  continuing 
to  work  on  obtaining  authorizations  from  the  relevant  district  court  judges  on  behalf  of  the 
prosecution  to  disclose  certain  exhibits  and  documents  to  the  defense.  Most  of  the  relevant 
disclosure  orders  have  been  signed  but  a  few  remain  outstanding,  (d)  Since  the  previous 
request,  the  prosecution  has  produced  the  Secretary  of  the  Army  AR  1 5-6  and  related  documents 
as  well  as  the  complete  record  of  the  MSG  Adkins  reduction  board  -  approximately  10,000 
pages  of  documents  in  total.  The  prosecution  intends  to  produce  portions  of  the  unclassified 
CID  case  file  that  have  been  approved  for  release  by  relevant  stakeholder  agencies  no  later  than 
the  date  of  this  memorandum.  As  the  prosecution  receives  other  approvals  it  will  continue  to 
disclose  evidence  and  information  to  the  defense.  [Delay  approved  by  SPCMCA  on  26  July 
2011  requiring  trial  counsel  update  NLT  25  August  2011] 

10  August  2011  Accounting  Memorandum:  Excluded  delay  from  13  July  -  10  August  2011 
based  upon: 


a.  OCA  reviews  of  classified  information 

b.  OCA  consent  to  disclose  classified  information 

c.  Defense  request  for  results  of  OCA  reviews  (26  August  2010) 

d.  Defense  request  for  appropriate  security  clearances  for  the  defense  team  and 
access  for  PFC  Manning  (3  September  2010) 

e.  25  July  2011  Government  request  for  delay 

25  August  2011  -  Fifth  Request  for  Delay,  27  August  -  27  September  2011:  (a)  the 

prosecution  is  continuing  to  work  with  relevant  OCAs  to  obtain  consent  to  disclose  classified 
evidence  along  with  receiving  completed  classification  reviews,  (b)  CID  is  conducting  a 
secondary  review  of  the  derivative  classification  of  the  forensic  reports.  Recently,  the 
government’s  security  expert  reviewed  the  forensic  reports  and  advised  that  portions  of  the 
reports  should  be  reviewed  based  on  the  Security  Classification  Guides  governing  the 
information.  The  prosecution  intends  to  produce  the  full  reports  once  a  final  determination  of 
the  derivative  classification  is  made  by  CID  Command  and  the  Army  G2  gives  release  consent. 


13 


c  ? 

Three  of  these  reports  are  unclassified  in  their  entirety  and  were  give  to  the  defense  on  25  July 
2011.  (c)  The  prosecution  submitted  the  unclassified  CID  case  file  to  the  NS  A  and  OGA  to 
have  their  experts  review  the  file  for  classified  equities.  The  NS  A  identified  approximately  20 
sensitive  documents  requiring  further  review  by  their  subject  matter  experts.  The  OGA 
identified  six  sensitive  documents  requiring  further  review.  The  OGA  completed  its  additional 
review,  but  the  NSA  review  is  ongoing,  (d)  The  U.S.  Attorney’s  Office  for  the  Eastern  District 
of  Virginia  has  obtained  all  authorizations  from  the  relevant  district  court  judges  on  behalf  of 
the  prosecution  and  the  prosecution  is  currently  obtaining  signed  protective  orders  from 
defense,  as  required  by  district  court  judges,  to  allow  disclosure  of  all  relevant  exhibits  and 
documents  to  the  defense,  (e)  The  prosecution  is  continuing  to  work  with  the  Federal  Bureau  of 
Investigation  (FBI)  and  Diplomatic  Security  Service  (DSS)  to  receive  authorization  to  disclose 
relevant  portions  of  any  case  files.  This  includes  obtaining  copies  of  the  FBI  and  DSS  case 
files,  if  any,  to  conduct  a  search  of  the  files  for  discoverable  information,  (f)  Since  the  previous 
request,  the  prosecution  has  produced  21,442  pages  of  documents  [Bates  numbers  omitted]. 

The  evidence  and  information  disclosed  included  the  vast  majority  of  the  unclassified  CID  file, 
MAJ  Clausen  administrative  reprimand  file,  recordings  of  all  visits  with  PFC  Manning  at 
MCBQ  and  various  other  documents.  As  the  prosecution  receives  other  approvals  it  will 
continue  to  disclose  evidence  and  information  to  the  defense.  [Delay  approved  by  SPCMCA  on 
29  August  201 1  requiring  trial  counsel  update  NLT  23  September  2011] 

15  September  2011  Accounting  Memorandum:  Excluded  delay  from  13  July  -  10  August 
2011  based  upon: 


a.  OCA  reviews  of  classified  information 

b.  OCA  consent  to  disclose  classified  information 

c.  Defense  request  for  results  of  OCA  reviews  (26  August  2010) 

d.  Defense  request  for  appropriate  security  clearances  for  the  defense  team  and 

access  for  PFC  Manning  (3  September  2010) 

e.  25  August  20 1 1  Government  request  for  delay 

26  September  2011  -  Sixth  Request  for  Delay,  27  September  -  27  October  2011:  (a)  the 

prosecution  is  continuing  to  work  with  relevant  OCAs  to  obtain  consent  to  disclose  classified 
evidence  to  the  defense  and  to  receive  completed  classification  reviews.  Since  the  last  request, 
the  prosecution  received  a  classification  review  from  the  OCA  at  U.S.  Cyber  Command. 
Additionally,  the  prosecution  is  working  closely  with  the  DOS  and  SOUTHCOM  and  expects  to 
receive  classification  reviews  for  more  than  80  documents  within  the  next  two  weeks,  (b)  CID 
started  the  necessary  secondary  review  of  the  derivative  classification  of  the  forensic  reports 
and  the  forensic  reports  are  in  the  final  stages  of  review  before  release.  After  CID  completes  its 
review  and  the  Army  G2  gives  consent  to  release,  the  prosecution  intends  to  produce  the  full 
reports  with  their  enclosures  and  attachments  to  the  defense,  (c)  The  prosecution  submitted  the 
unclassified  CID  case  file  to  the  NSA  and  OGA  to  have  their  experts  review  the  file  for 
classified  equities.  Both  the  NSA  and  OGA  have  completed  their  additional  review.  The 
prosecution  is  working  with  the  NSA  to  provide  a  portion-marked  version  of  the  documents 
they  deem  classified,  (d)  The  U.S.  Attorney’s  Office  for  the  Eastern  District  of  Virginia  has 
obtained  all  authorizations  from  the  relevant  district  court  judges  on  behalf  of  the  prosecution. 
The  prosecution  is  continuing  to  obtain  signed  protective  orders  from  defense,  as  required  by 
district  court  judges,  to  allow  disclosure  of  all  relevant  exhibits  and  documents  to  the  defense, 
(e)  The  prosecution  continues  to  work  with  the  FBI  and  DSS  to  receive  authorization  to  disclose 
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relevant  portions  of  any  case  files.  The  prosecution  received  copies  of  the  FBI  and  DSS  case 
files  and  started  to  review  those  files  for  discoverable  information.  Once  the  prosecution 
identifies  discoverable  information,  it  will  work  to  obtain  the  proper  authorization  to  produce 
the  relevant  portion  to  the  defense,  (f)  Since  the  previous  request,  the  prosecution  has  produced 
2,492  pages  documents  [Bates  numbers  omitted].  The  evidence  and  information  disclosed 
included  documentation  from  the  confinement  facilities,  as  well  as  the  majority  of  two 
classified  military  intelligence  investigative  case  files.  As  the  prosecution  receives  other 
approvals  it  will  continue  to  disclose  evidence  and  information  to  the  defense.  [Delay  approved 
by  SPCMCAon  28  September  2011  requiring  trial  counsel  update  NLT  25  October  2011] 

14  October  2011  Accounting  Memorandum:  Excluded  delay  from  15  September  -  14 
October  2011  based  upon: 

a.  OCA  reviews  of  classified  information 

b.  OCA  consent  to  disclose  classified  information 

c.  Defense  request  for  results  of  OCA  reviews  (26  August  2010) 

d.  Defense  request  for  appropriate  security  clearances  for  the  defense  team  and 

access  for  PFC  Manning  (3  September  2010) 

e.  26  September  201 1  Government  request  for  delay 

25  October  2011  -  Seventh  Request  for  Delay,  27  October  -  28  November  2011:  (a)  the 

prosecution  is  continuing  to  work  with  relevant  OCAs  to  obtain  consent  to  disclose  classified 
evidence  to  the  defense  and  to  receive  completed  classification  reviews.  Within  the  last  several 
days,  the  prosecution  received  a  classification  review  of  approximately  1 00  documents  and  a 
video  from  the  OCA  at  CENTCOM.  Additionally,  the  prosecution  is  continuing  to  work  closely 
with  the  DOS,  OGA,  and  SOUTHCOM  and  expects  to  receive  classification  reviews  for  more 
than  80  documents  before  1  November  2011.  (b)  CID  completed  the  necessary  secondary 
review  of  the  derivative  classification  of  the  forensic  reports  and  prosecution  is  currently 
processing  and  packaging  the  forensic  reports,  enclosures,  and  attachments  for  delivery  to  the 
Army  G2  NLT  27  October  201 1 .  These  reports  consist  of  over  40,000  documents  totaling  more 
than  300,000  pages.  The  prosecution  will  release  the  final  forensic  reports  to  the  defense  once 
the  review  by  the  Army  G2  is  complete  and  consent  to  disclose  is  received,  (c)  The 
prosecution  submitted  the  unclassified  CID  case  file  to  the  NSA  and  OGA  to  have  their  experts 
review  the  file  for  classified  equities.  Both  the  NSA  and  OGA  have  completed  their  additional 
review.  Absent  an  unforeseen  administrative  issue,  the  prosecution  will  produce  portion- 
marked  versions  of  the  documents  deemed  classified  by  the  NSA  and  OGA  NLT  27  October 
2011.  (d)  Based  on  discussions  with  multiple  OCAs,  the  prosecution’s  security  expert  is 
developing  an  evidence  classification  guide  (ECG)  to  aid  law  enforcement,  prosecution, 
defense,  and  other  government  officials  in  understanding  what  specific  investigative 
information  is  classified.  Although  this  guide  will  not  be  a  security  classification  guide 
published  by  an  OCA,  this  guide  based  on  derivative  classifications  can  be  used  by  all  parties 
and  potential  witnesses  to  understand  what  information  is  classified  or  not.  In  the  short-term, 
the  guide  will  be  used  by  CID  agents  and  other  government  officials  when  discussing  the  case 
with  the  defense,  (e)  The  prosecution  continues  to  work  with  the  FBI  and  DSS  to  receive 
authorization  to  disclose  relevant  portions  of  any  case  files.  The  prosecution  received  copies  of 
the  FBI  and  DSS  case  files  and  started  to  review  those  files  for  discoverable  information.  Once 
the  prosecution  identifies  discoverable  information,  it  will  work  to  obtain  the  proper 
authorization  to  produce  the  relevant  portion  to  the  defense,  (f)  Since  the  previous  request,  the 


prosecution  has  produced  771  pages  of  documents  [Bates  numbers  omitted].  The  evidence  and 
information  disclosed  consisted  of  additional  documents  from  the  CID  case  file.  As  the 
prosecution  receives  other  approvals  it  will  continue  to  disclose  evidence  and  information  to  the 
defense,  (g)  The  prosecution  scheduled  a  meeting  with  the  defense  for  8-9  November  2011. 

The  purpose  of  the  meeting  is  for  the  prosecution  to  present  its  case,  including  a  discussion  of 
the  evidence  supporting  the  charges  against  the  accused,  and  present  potential  plea  terms.  The 
goal  of  the  meeting  is  to  help  the  defense  focus  their  review  of  the  voluminous  forensic 
evidence  and  to  minimize  future  delays,  (h)  The  prosecution  continues  to  work  with  the  defense 
to  frontload  any  administrative  requirements  for  the  defense  members  and  their  forensic 
computer  experts  to  review  classified  information.  Additionally,  the  prosecution  ordered 
several  items  requested  by  defense  counsel,  including  a  color  printer,  a  GSA-approved  shredder, 
and  large  courier  bags  for  transporting  classified  information.  [Delay  approved  by  SPCMCA  on 
27  October  2011  requiring  trial  counsel  update  NLT  23  November  2011] 

16  November  2011  Accounting  Memorandum:  Excluded  delay  from  15  September  -  14 
October  2011  based  upon: 

a.  OCA  reviews  of  classified  information 

b.  OCA  consent  to  disclose  classified  information 

c.  Defense  request  for  results  of  OCA  reviews  (26  August  2010) 

d.  27  October  2011  Government  request  for  delay 

16  November  2011  -  Request  to  Restart  Article  32  and  Excludable  Delay  28  November - 
16  December  2011:  The  prosecution  is  prepared  to  proceed  and  by  1  December  2011  should 
have  all  approvals  and  classification  reviews  necessary  to  proceed. 

Restart  Request:  (al  OCA  reviews  of  classified  information.  The  prosecution  received 
completed  classification  reviews  for  all  charged  documents,  except  the  final  charged  document 
relevant  to  specification  15  of  Charge  II.  On  14  November  2011,  the  prosecution  received 
written  confirmation  from  an  OCA  delegate  that  the  classification  review  for  the  final  charged 
document  will  be  complete  no  later  than  1  December  201 1 ,  if  it  is  determined  that  such  a 
declaration  is  necessary.  Based  on  this  commitment,  the  prosecution  requests  the  Article  32 
investigation  restart  at  this  time  to  avoid  further  delay,  (b)  OCA  consent  to  disclose  classified 
information.  [In  relevant  part]The  prosecution  recently  produced  approximately  380,000  pages 
of  discovery,  including  (1)  all  charged  documents;  (2)  all  final  forensics  reports;  (3)  the 
complete  unclassified  CID  case  file  (4)  classification  reviews;  and  (5)  two  classified  military 
intelligence  investigative  case  files,  (c)  Defense  request  for  appropriate  security  clearances  for 
the  defense  team  and  access  for  the  accused.  All  members  of  the  defense  team  received  their 
security  clearances  on  or  before  1 3  October  2011.  On  4  November  20 1 1 ,  the  prosecution 
received  the  final  approval  necessary  for  the  defense  team  and  accused  to  access  all  the  charged 
documents. 

Excludable  Delay.  (1)  [Specification  15  document] 

(2)  OPLAN  Bravo  directs  early  planning  for,  and  ensures  coordinated  and 
synchronized  support  of,  all  aspects  of  the  Article  32  proceeding.  In  order,  OPLAN  Bravo 
requires  the  command  to  coordinate  travel,  security,  public  affairs,  infrastructure  support, 
including  Department  of  Army  assets  for  movement  and  interagency  support  for  both  the 
substance  and  administration  of  the  above-referenced  case.  The  mission’s  key  tasks  include 


safely  and  securely  transporting  and  maintaining  custody  of  the  accused,  providing  physical 
security  and  support  at  all  stages  of  the  proceeding,  and  conducting  public  affairs  and  media 
support.  The  command,  including  its  subordinate  units  and  staff  sections,  requires  thirty  days  to 
initiate  OPLAN  BRAVO  to  execute  the  specified  tasks  outlined  in  Enclosure  4,  including 
allowing  adequate  time  for  contracts  to  be  executed.  OPLAN  BRAVO  and  its  associated 
tasks/requirements  do  not  begin  until  you  restart  the  Article  32  investigation.  [Delay  approved 
by  SPCMCA  on  16  November  2011  excluding  delay  from  22  April  -  16  December  2011] 

3  January  2012  Accounting  Memorandum:  Excluded  delay  from  16  November  2011-15 
December  201 1  based  upon: 

a.  OCA  reviews  of  classified  information 

b.  OCA  consent  to  disclose  classified  information 

c.  Defense  request  for  results  of  OCA  reviews  (26  August  2010) 

d.  27  October  2011  Government  request  for  delay 

Conclusions  of  Law: 

The  decision  by  the  Government  to  obtain  all  relevant  OCA  reviews  and  CCIU  reports  and  to  have  both 
approved  for  release  to  the  Defense  was  reasonable  under  the  unique  circumstances  of  this  case. 
Without  the  OCA  reviews  and  CCIU  reports,  the  Government  would  likely  not  be  able  to  prove  its  case 
and  would  be  vulnerable  to  a  challenge  of  a  defective  Article  32  investigation.  The  request  by  the 
Defense  for  the  SPCMCA  to  provide  substitutions  or  summaries  for  the  OCA  reviews  and  the  CCIU 
forensic  reports  is  not  practicable.  The  SPCMCA  could  not  provide  summaries  or  substitutions  without 
coordination  and  approval  of  each  of  the  equity  holders  involved.  The  information  would  have  to  be 
properly  classified  before  summaries/substitutions  could  be  negotiated,  taking  even  more  time.  The 
Government  worked  diligently  to  obtain  approvals  to  disclose  the  evidence  it  intended  to  present  at  the 
Article  32  investigation,  to  obtain  protective  orders  governing  the  use  of  the  classified  and  law 
enforcement  sensitive  discovery,  and  to  prepare  the  discovery  with  appropriate  classification  markings 
prior  to  production. 

The  systematic  approach  developed  and  maintained  by  the  prosecution  team  and  the  SPCMCA  to 
develop  discovery  and  data  tracking  systems  and  monthly  updates  to  track  the  progress  of  the  case  is 
one  that  should  be  encouraged,  particularly  in  a  complex  case  such  as  this  involving  a  large  number  of 
federal  agencies  to  coordinate  with  and  voluminous  information. 

Each  of  the  seven  Government  requested  delays  was  for  specific  reasons  that  had  nexus  to  the  delays 
granted.  Each  delay  was  for  a  maximum  of  30  days  wherein  the  SPCMCA  received  an  update  as  to  the 
status  of  the  case  and  the  outstanding  evidence  and  approvals  necessary  for  the  Article  32  to 
commence.  The  Government  sent  follow  up  requests  to  expedite  the  OCA  reviews  citing  the 
importance  of  the  Accused’s  right  to  a  speedy  trial.  During  each  30  day  period  there  was  progress  in 
the  case.  Both  the  complexity  of  the  case  and  the  highly  classified  nature  of  the  evidence  provided  the 
good  cause  for  the  reasonable  period  of  delay. 

The  final  30  day  delay  to  restart  the  Article  32  for  the  implementation  of  the  pre-planned  OPLAN 
Bravo  was  a  reasonable  delay  to  provide  for  the  extensive  coordination  and  logistics  necessary  for  a 
high  profile  case  such  as  this  one  involving  voluminous  classified  information  and  requiring  heightened 
security  for  all  the  trial  participants. 
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The  SPCMCA  did  not  abuse  his  discretion  in  granting  each  of  the  Government  requested  excludable 
delays  from  22  April  2011-16  December  2011. 

RULING:  With  the  6  days  added  to  the  speedy  trial  clock  and  discounting  properly  excluded  delay, 
the  Accused  was  brought  to  trial  in  90  days,  well  within  the  120  days  required  by  RCM  707.  The 
Defense  motion  to  dismiss  the  charges  for  violation  of  RCM  707  is  DENIED. 

Sixth  Amendment  and  Article  10: 

The  Law: 

Sixth  Amendment  -  The  Sixth  Amendment  speedy  trial  protection  does  not  apply  to  pre-accusation 
delays  when  there  has  been  no  restraint.  United  States  v.  Reed,  41  MJ.  449  (C.A.A.F.  1995).  In  this 
case  the  Accused  has  been  restrained  pursuant  to  UCMJ  charges  since  27  May  2010.  This  date  triggers 
Sixth  Amendment  speedy  trial  protection.  United  States  v.  Marion,  404  U.S.  307  (1971).  The  date  trial 
begins  ends  Sixth  Amendment  analysis.  In  this  case,  trial  is  set  to  begin  on  3  June  2013.  In  addressing 
Sixth  Amendment  speedy  trial  claims,  the  Supreme  Court  set  out  four  factors:  1)  the  length  of  the 
delay;  2)  the  reasons  for  the  delay;  3)  the  assertion  of  the  speedy  trial  right;  and  4)  the  prejudice  to  the 
/  Accused.  Barker  v.  Wingo,  407  US  514  (1972).  When  an  Accused’s  right  to  a  speedy  trial  is  violated, 
the  remedy  is  dismissal  with  prejudice.  RCM  707(d)(1). 

Article  10  -  Article  10,  UCMJ,  is  “more  stringent”  or  “more  exacting”  than  the  Sixth  Amendment,  and 
provides  “greater  protections  for  persons  subject  to  the  UCMJ  than  does  the  Sixth  Amendment  speedy 
trial  right.”  United  States  v.  Cooper,  58  M.J.  54,  60  (C.A.A.F.  2003)(citing  US.  v.  Kossman,  38  M.J. 
258, 259  (C.M.A.  1993))  (“greater  protections”);  see  also  U.S.  v.  Cossio,  64  M.J.  254,  256  (C.A.A.F. 
2007)  (“more  stringent”);  United  States  v.  Mizgala,  61  M.J.  122,  124  (C.A.A.F.  2005)(“more 
exacting”)  (citations  omitted).  The  Government  must  take  immediate  steps  toward  trial.  Immediate 
steps  does  not  mean  constant  motion  but  reasonable  diligence  in  bringing  charges  to  trial  during  the 
Accused’s  pretrial  confinement.  Brief  periods  of  inactivity  are  not  fatal  to  an  otherwise  active,  diligent 
prosecution.  Although  Article  10  is  more  stringent  than  the  Sixth  Amendment,  the  same  four  Barker  v. 
Wingo  factors  used  to  determine  whether  there  has  been  a  Sixth  Amendment  speedy  trial  violation  also 
applies  when  determining  whether  there  has  been  an  Article  10  violation.  If  the  length  of  the  delay  is 
not  facially  unreasonable,  the  remaining  three  Barker  factors  do  not  require  analysis.  United  States  v. 
Schuber,  70  M.J.  181  (C.A.A.F.  2011).  The  Government’s  requirement  to  exercise  reasonable  diligence 
in  bringing  the  charges  to  trial  does  not  terminate  at  arraignment  but  continues  to  the  date  of  trial. 
United  States  v.  Cooper,  58  M.J.  54  (C.A.A.F.  2003).  Government  compliance  with  RCM  707  doesn’t 
prevent  the  Government  from  violating  Article  10.  United  States  v.  Birge,  52  M.J.  209  (C.A.A.F. 
1999). 

Waiver  -  A  plea  of  guilty  waives  any  speedy  trial  issue  as  to  that  offense  except  a  litigated  speedy  trial 
motion  under  Article  10,  UCMJ.  United  States  v.  Mizgala,  61  M.J.  122,  124  (C.A.A.F.  2005). 

Sixth  Amendment/Article  10  -  Article  1 0  is  more  stringent  than  the  6th  Amendment.  Both  are  analyzed 
using  the  Barker  v.  Wingo  factors.  The  Court  will  address  both  the  6th  Amendment  and  Article  10  using 
the  more  strict  Article  10  analysis. 

Findings  of  Fact:  Pre-Referral: 
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The  chronology  at  the  appendix  and  the  findings  of  fact  made  with  respect  to  the  motion  to  dismiss  for 
violation  of  speedy  trial  under  RCM  707  are  applicable  to  the  Sixth  Amendment/ Article  10  analysis. 

The  existence  of  voluminous  amounts  of  classified  materials  impacted  not  only  the  length  of  the 
investigation  and  discovery  process,  but  the  length  of  the  RCM  706  Board. 

Conclusions  of  Law:  Pre-Referral: 

1.  Length  of  the  Delay  The  Accused  was  placed  in  pretrial  restraint  on  27  May  2010.  His  trial  is 
scheduled  to  begin  on  3  June  2013.  Thus,  the  Accused  will  have  been  in  pretrial  confinement  for 
slightly  over  three  years  when  trial  begins.  This  is  a  lengthy  delay  that  triggers  the  Barker  analysis. 

The  length  of  delay  in  this  case  must  consider  the  time  necessary  to  investigate  and  prosecute  a 
uniquely  complex  case  such  as  this  one  involving  rolling  leaks  of  classified  information  by  WikiLeaks, 
multiple  classified  administrative  and  law  enforcement  investigations,  a  voluminous  amount  classified 
information,  and  required  coordination  among  the  Government  and  multiple  agency  equity  holders  to 
charge,  disclose,  and  use  the  classified  information  at  trial. 

2.  Accused’s  Demand  for  Speedy  Trial  On  9  and  13  January  2011  and,  again,  on  25  July  201 1,  the 
Accused  demanded  a  speedy  trial.  Thus,  as  of  9  January  2011,  the  Government  was  on  notice  that  the 
Accused  wanted  a  speedy  trial. 

3.  Prejudice  to  the  Accused  The  Accused  has  been  restrained  since  27  May  2010.  The  prejudice  prong 
of  the  Barker  speedy  trial  analysis  was  designed  (1)  to  prevent  oppressive  pretrial  incarceration  (2)  to 
minimize  anxiety  and  concern  of  the  Accused;  and  (3)  to  limit  the  possibility  that  the  Defense  will  be 
impaired.  The  Defense  argues  that  the  Accused  was  oppressively  incarcerated  in  MCBQ  and  suffered 
increased  anxiety  beyond  the  norm  while  confined  in  TFCF  and  MCBQ.  The  Accused  was  in  mental 
health  treatment  for  anxiety  before  he  went  into  pretrial  confinement.  As  the  Accused’s  mental  health 
deteriorated  in  TFCF,  the  Government  expeditiously  transferred  the  Accused  out  of  theatre  at  the 
request  of  mental  health  professionals.  While  this  Court  held  on  7  January  2013  that  the  Government’s 
maintenance  of  the  Accused  in  prevention  of  injury  (POI)  status  for  certain  periods  of  time  while  at 
MCQB  was  excessive  in  relation  to  the  legitimate  Government  interest  of  preventing  injury,  the  Court 
granted  the  Accused  1 12  days  of  sentence  credit  for  violation  of  Article  13,  UCMJ.  The  Court  also 
notes  that  the  Accused  was  in  MCQB  from  28  July  2010  —  20  April  2011,  the  period  the  RCM  706 
board  proceedings  was  continued  at  the  request  of  the  Defense.  Since  21  April  2011,  the  Accused  has 
been  confined  at  the  Joint  Regional  Confinement  Facility  (JRCF)  at  Fort  Leavenworth,  Kansas  in 
medium  custody.  Other  than  the  length  of  confinement  itself,  the  Court  does  not  find  that  the  accused 
was  in  oppressive  confinement  or  suffered  undue  anxiety  beyond  the  normal  incidents  of  confinement. 
The  Court  finds  no  evidence  that  the  Defense  will  be  impaired  from  the  delay. 

4.  Reasons  for  the  Delay  -  27  May  2010  and  22  April  20 1 1  Between  29  May  2010  and  28  July  2010, 
the  accused  was  confined  in  Kuwait,  a  deployed  theatre.  His  mental  health  was  deteriorating  to  the 
point  where  he  was  placed  on  1 : 1  suicide  watch  on  30  June  2010.  The  Government  was  working  to 
find  a  more  stable  confinement  facility  that  was  not  in  a  deployed  theatre  and  had  adequate  mental 
health  facilities  and  providers  to  treat  the  accused.  On  28  July  2010,  the  Accused  was  transferred  to 
MCBQ  and  jurisdiction  of  the  case  transferred  to  MDW.  The  original  Article  32  hearing  was  scheduled 
for  14  July  2010.  On  1 1  July  2010,  the  Defense  requested  a  delay  in  the  Article  32  hearing  for  an  RCM 
706  evaluation  of  the  Accused.  On  12  July  2010,  the  Defense  requested  a  delay  in  the  Article  32 
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investigation  for  an  RCM  706  board  and  until  the  Accused  made  decisions  on  retaining  civilian  counsel 
and  civilian  experts.  The  Accused  retained  civilian  counsel  on  25  August  2010.  The  SPCMCA 
approved  the  RCM  706  board.  The  Board  President  advised  the  parties  the  board  would  begin  on  27 
August  2010.  On  25  August  2010,  the  Defense  requested  a  delay  in  the  RCM  706  board  until  a 
forensic  psychiatrist  was  appointed  to  the  Defense  team.  On  26  August  2010,  the  Defense  requested  a 
delay  in  the  RCM  706  board  until  procedures  could  be  adopted  to  safeguard  any  classified  information 
that  would  be  disclosed  during  the  board’s  determinations.  On  or  about  2  September  2010,  the  Defense 
requested  TS-SCI  security  clearances  for  each  Defense  member  to  include  experts.  On  17  September 
2010  and  22  September  2010,  the  SPCMCA  ordered  a  Preliminary  Classification  Review  (PCR).  This 
review,  conducted  by  the  Defense  security  expert,  was  completed  on  13  December  2010.  At  that  time, 
the  original  RCM  706  board  members  remained  on  the  board.  The  President  proposed  a  substitute 
third  member  who  had  more  time  to  devote  to  the  Board.  As  a  result  of  the  PCR,  TS-SCI  clearances 
were  processed  for  the  RCM  706  Board  members.  The  clearances  were  approved  31  January  201 1  and 
the  SPCMCA  ordered  the  Board  to  resume  on  3  February  2011.  The  Board  scheduled  tests  and  an 
unclassified  interview  with  the  accused  on  16  and  17  February  201 1  with  a  classified  interview  on  1 
March  2011.  On  21  February  201 1,  the  Defense  advised  the  Government  that  it  wished  to  interview 
the  Accused  before  the  RCM  706  Board  conducted  its  classified  interview.  Coordinating  the  Defense 
interview  prior  the  RCM  706  Board  interview  caused  delay  in  scheduling  the  RCM  706  interview, 
which  ultimately  took  place  on  9  April  2011.  The  Board  completed  its  report  on  22  April  2011.  The 
Court  finds  that  the  Government  acted  diligently  in  the  transfer  of  the  Accused  to  MCBQ  and  the 
processing  of  the  RCM  706  Board.  The  delay  from  resulting  from  the  completion  of  the  RCM  706 
board  from  3  March  201 1  until  22  April  201 1  was  reasonable  in  light  of  the  scheduling  conflicts 
resulting  from  the  Defense  request  to  interview  the  Accused  prior  to  the  classified  interview  with  the 
RCM  706  board. 

While  the  RCM  706  Board  was  awaiting  the  results  of  the  PCR,  the  Government  was  moving  the  case 
forward  in  other  respects.  The  CCIU  investigation  was  uncovering  additional  alleged  misconduct 
involving  classified  information  by  the  Accused  that  was  not  in  the  original  charges.  The  Government 
was  working  with  investigators  to  understand  the  extent  of  the  alleged  misconduct  and  with  other 
agencies,  to  include  DOS,  DOD,  and  OGA1,  to  determine  which  disclosures  of  classified  information 
should  be  charged  and  to  obtain  approvals  to  charge  that  information.  The  Government  requested  OCA 
reviews  of  the  classified  information  in  the  5  July  2010  charges.  On  or  about  3  November  2010, 
additional  digital  media  was  discovered  by  a  search  of  the  Accused’s  Aunt’s  house.  The  evidence 
clearly  shows  that  the  Government  was  acting  diligently  to  move  the  case  forward  from  25  May  2010, 
when  the  Government  learned  of  the  alleged  disclosure  of  classified  information  by  the  Accused  to  22 
April  2011. 

Reasons  for  the  Delay  -  23  April  -  16  December  201 1  -  The  reasons  for  the  delay  for  this  period  are 
set  forth  above  in  the  Government  Delay  portion  of  the  RCM  707  analysis. 

5.  Balancing  the  four  factors  On  balance,  the  reasons  for  the  delay  justify  the  length  of  the  delay.  This 
is  a  complex  case  involving  multiple  government  agencies  and  entities,  and  which  requires  an  almost 
unfathomable  amount  of  coordination  and  man-power.  The  Accused  is  charged  with  stealing  more  than 
700,000  documents  from  classified  databases.  The  conduct  giving  rise  to  the  charges  resulted  in 
reaction  by  over  60  governmental  organizations.  The  classified  information  posted  to  WikiLeaks  was 
not  released  on  a  single  day,  but  continued  for  eighteen  months,  starting  and  restarting  the  criminal 
investigation  and  agency  reactions. 
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In  order  to  prove  the  majority  of  the  specifications,  the  Government  has  to  prove  the  classification  of 
the  charged  documents  at  the  time  of  the  offense,  and  a  classification  review  was  a  necessary  step 
toward  that  end.  Therefore,  the  classification  reviews  were  necessary  for  the  Article  32  investigation 
and  the  Article  32  10  considered  the  classification  reviews  in  order  to  determine  whether  information 
charged  was  properly  classified. 

The  Court  is  not  persuaded  that  the  complexity  of  the  case  hinges  on  the  Government’s  charging 
decisions.  Indeed,  the  breadth  of  the  alleged  misconduct,  and  the  number  of  government  organizations 
affected,  is  what  makes  this  case  complex  and  unprecedented.  Furthermore,  the  nature  of  the  evidence 
and  documents  in  this  case,  classified  information  emanating  from  often  over-lapping  OCAs,  compels  a 
finding  by  this  Court  that  the  delay  was  not  for  an  unreasonable  length  of  time  in  light  of  the  reasons 
for  the  delay. 

The  Government  assiduously  worked  to  bring  this  case  to  trial.  Prior  to  1 1  March  2011,  the 
Government  made  informal  requests  to  each  organization  with  ownership  of  charged  information  for 
classification  reviews  of  that  information.  These  informal  requests  were  perfected  in  written 
memoranda  to  each  of  the  OCAs  on  18  March  2011,  and  approximately  every  30  days  thereafter.  The 
Government  diligently  and  repeatedly  educated  the  OCAs  about  the  Accused’s  speedy  trial  rights  and 
warned  of  the  dangers  of  non-compliance.  The  Government  set  short  suspense  dates  for  the  OCAs  to 
complete  their  classification  reviews,  however  the  Government  had  no  mechanism  to  enforce  these 
suspense  dates.  In  addition,  the  Government  frequently  requested  updates  from  the  OCAs  on  the 
classification  review  process.  The  Government  was  coordinating  among  multiple  federal  agencies  to 
obtain  permission  to  disclose  classification  reviews,  classified  charged  documents,  classified  evidence 
(including  digital  media  and  audit  data  or  “logs”  collected  from  SIPRNET  systems),  and  classified 
damage  assessments  (which  often  contained  synthesized  information,  requiring  significant  interagency 
coordination). 

Both  the  complexity  of  the  case  and  the  highly  classified  nature  of  the  evidence  provided  the  good 
cause  for  the  reasonable  period  of  delay.  There  is  no  evidence  that  the  delay  was  an  effort  to  gain  a 
tactical  advantage  over  the  Accused  or  that  the  Government  could  have  gone  to  trial  earlier  but 
negligently  or  spitefully  refused  to  do  so. 

Post-Referral  -  The  Defense  maintains  that  the  Government  violated  Article  1 0  by  impeding  Defense 
discovery  and  taking  the  following  meritless  positions  throughout  discovery  in  this  case:  (a) 
Maintaining  that  Brady  does  not  require  the  Government  to  turn  over  documents  that  are  relevant  to 
punishment;  (b)  Maintaining  that  RCM  701  does  not  apply  to  classified  discovery;  (c)  Disputing  the 
relevance  of  facially  relevant  items  (such  as  damage  assessments);  (d)  Using  the  RCM  703  standard, 
instead  of  the  appropriate  RCM  701  standard  when  dealing  with  items  within  the  military’s  possession, 
custody  and  control;  (e)  Referring  to  damage  assessments  and  other  documents  as  “alleged”  to 
frustrate  the  Defense’s  access  to  them;  (f)  Maintaining  that  the  DOS  and  ONCIX  had  not  “completed” 
a  damage  assessment;  (g)  Maintaining  that  it  was  “unaware”  of  forensic  results  and  investigative  files; 
(h)  Resisting  production  of  the  DOS  damage  assessment  under  the  “authority”  of  Giles  v.  Maryland, 
386  U.S.  66, 1 17  (1967)  (which  provided  no  legal  support  for  its  position);  (i)  Despite  understanding 
Defense  discovery  requests,  defining  “damage  assessments”  and  “investigations”  to  avoid  producing 
discovery.  After  instructing  the  Defense  that  it  should  not  use  the  term  “damage  assessments”  to  refer 
to  informal  reviews  of  harm  (instead,  to  use  “working  papers”),  then  referring  to  working  papers  as 
“damage  assessments”;  (j)  Insisting  on  a  threshold  of  specificity  for  Brady  requests  that  does  not  exist 
or  some  additional  showing  of  relevance;  (k)  Maintaining  that  the  FBI  investigative  file  was  not 
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material  to  the  preparation  of  the  defense;  (1)  Maintaining  that  anything  that  predated  the  DOS  damage 
assessment  was  not  discoverable  because  it  was  “likely”  cumulative;  (m)  Arguing  with  the  Court  at 
length  about  whether  the  Government  was  obligated  to  turn  over  documents  that  were  obviously 
material  to  the  preparation  of  the  defense  absent  a  “specific  request”;  (n)  Waiting  until  two  days  before 
the  Defense’s  Article  13  filing  before  reviewing  1374  emails  from  Quantico  which  it  had  in  its 
possession  for  over  six  months.  The  Defense  avers  that  the  Government  advanced  each  of  these 
positions  in  an  attempt  to  frustrate  the  Defense’s  access  to  discoverable  information  causing  delay  in 
the  Defense  receiving  discovery  and  delay  in  the  time  taken  to  litigate  the  discovery  issues.  The 
Defense  further  maintains  that  the  Government  violated  Article  1 0  by  causing  the  following  discovery 
delays:  (l)The  Government’s  failure  to  search  its  own  files  in  a  timely  manner;  (2)  The  Government’s 
failure  to  conduct  a  timely  Brady  search  of  the  files  of  non-military  agencies;  (3)  The  Government’s 
failure  to  review  any  discovery  from  DOS  for  nearly  two  years;  (4)  The  Government’s  “discovery”  of 
the  FBI  impact  statement,  DHS  damage  assessment,  and  OGA1  second  damage  assessment.  In  its 
reply  brief,  the  Defense  also  alleges  that  delay  has  been  caused  by  DOS  Touhy  requirements  that  have 
prohibited  the  Defense  from  interviewing  DOS  witnesses. 

Findings  of  Fact:  Post-Referral: 

The  case  was  referred  on  3  February  2012.  Prior  to  referral  the  Defense  filed  the  following  discovery 
requests  (29  October  2010,  1  November  2010,  15  November  2010,  8  December  2010, 10  January  2011, 
19  January  2011, 16  February  2011,  17  February  2011,  13  May  2011,  25  May  2011,  21  September 
2011, 13  October  2011,  15  November  2011, 16  November  2011,  and  20  January  2012).  Some  of  the 
particular  requests  were  specific  (for  example  -  1 5  November  20 1 0  request  (h)  -  The  results  of  SA 
Calder  L.  Robertson  III  and  SA  David  S.  Shaver’s  analysis  of  any  computers  analyzed  in  this  case  as 
well  as  copies  of  any  investigative  notes  or  assessments  by  CCIU.  Additionally,  the  names  of  all 
individuals  from  CCIU  or  any  other  government  agency  that  have  performed  or  are  performing 
computer  analysis  in  this  case.).  Other  particular  requests  were  not  specific  and  overbroad  (For 
example,  8  December  2010  request  (f)  Any  assessment  given,  or  discussions  concerning,  the 
WikiLeaks  disclosures  by  any  member  of  government  to  President  Obama.  Any  e-mail,  report, 
assessment,  directive,  or  discussion  by  President  Obama  to  the  Department  of  Defense,  Department  of 
State,  or  Department  of  Justice.) 

On  16  February  2011,  the  Defense  requested  access  to  all  classified  information  that  the  Government 
intended  to  use  in  this  case  to  include  any  damage  assessment  or  information  review  conducted  by  any 
government  agency  or  at  the  direction  of  any  government  agency.  On  1 3  October  201 1  and  1 
November  2011,  the  Defense  reiterated  its  discovery  request  for  damage  assessments  of  the  alleged 
leaks  from  Government  agencies.  On  16  November  2011,  the  Defense  also  asked  for  damage 
assessments. 

On  20  January  2012,  the  Defense  requested  the  Government  answer  the  following  questions: 

a.  Does  the  Government  possess  any  report,  damage  assessment  or  recommendation  by  the  WikiLeaks 
Task  Force  or  any  other  CIA  member,  Information  Review  Task  Force  (IRTF),  DOJ,  DOS,  ODNI,  DIA, 
ONCIX  concerning  the  alleged  leaks  in  this  case?  If  yes,  please  indicate  why  these  items  have  not 
been  provided  to  the  Defense.  If  no,  please  indicate  why  the  Government  has  failed  to  secure  these 
items. 

b.  Does  the  Government  possess  any  report,  damage  assessment  or  recommendation  as  a  result  of  any 
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joint  investigation  with  the  Federal  Bureau  of  Investigation  (FBI)  or  any  other  governmental  agency 
concerning  the  alleged  leaks  in  this  case?  [Same  “yes/no”  follow  up  as  in  (a)]. 

On  12  April  2011,  the  Government  responded  to  the  1  November  2010  Defense  discovery  request  for 
damage  assessments  that  “The  United  States  is  not  currently  in  possession  of  this  information  and  will 
make  a  determination  whether  to  provide  the  information  when  it  becomes  available.”  On  27  January 
2012,  the  Government  replied  to  the  Defense  discovery  requests  and  the  above  questions.  In  response 
to  the  request  for  all  damage  assessments  conducted  by  OCAs,  the  Government  response  was  “The 
United  States  will  provide  a  response  to  this  request  no  later  than  3  February  2012.”  On  31  January 
2012,  the  Government  replied  to  the  Defense  discovery  requests  for  damage  assessments  by  OCAs  and 
government  agencies  “The  United  States  will  not  provide  the  requested  information.  The  defense  has 
failed  to  provide  an  adequate  basis  for  its  request.  The  defense  is  required  to  renew  its  request  with 
more  specificity  and  an  adequate  basis  for  its  request.” 

On  6  October  2011,  the  Government  submitted  written  requests  to  DOS,  FBI,  ODNI,  OGA1,  and 
OGA2  to  review  any  alleged  damage  assessments.  Most  of  the  damage  assessments  are  classified  and 
many  of  those  damage  assessments,  particularly  those  produced  by  the  Intelligence  Community, 
contained  classified  information  synthesized  from  other  government  organizations,  requiring 
significant  agency  coordination  to  disclose  to  the  Defense.  The  request  to  review  the  DOS  damage 
assessment  was  denied.  The  Government  was  not  authorized  to  review  the  DOS  damage  assessment 
until  17  April  2012. 

On  29  July  201 1,  the  IRTF  completed  its  Final  Report.  On  25  October  2011,  the  Government  requested 
approval  to  disclose  the  classified  IRTF  Final  Report  to  the  defense.  DIA  reviewed  the  report  and 
identified  multiple  government  organizations  with  equities  in  the  report.  The  prosecution  coordinated 
with  the  government  organizations,  along  with  DIA,  for  approval  to  disclose  the  entire  report  to  the 
defense.  The  Government  moved  the  Court  to  approve  a  substitution  on  1 8  May  2012. 

The  Government  learned  of  the  DHS  damage  assessment  on  19  October  2011  and  reviewed  it  on  that 
date.  The  Government  notified  the  Defense,  but  not  the  Court,  of  the  damage  assessment  orally  on  8 
June  2012  and  disclosed  it  to  the  Defense  on  13  June  2012.  On  14  September  2012,  the  Government 
moved  for  limited  disclosure  under  MRE  505(g)(2)  of  a  DHS  document.  The  Court  conducted  an  in 
camera  review  of  the  document  and  approved  the  redaction.  The  Government  provided  the  DHS 
document  to  the  Defense  on  25  October  2012. 

On  12  July  2012,  the  Government  learned  that  the  CIA  created  a  follow  on  damage  assessment  and 
notified  the  Court.  The  Government  reviewed  the  report  13  July  2012. 

The  Government  learned  the  FBI  prepared  an  impact  statement  on  2  November  2011  and  authorized 
the  Government  to  review  it.  The  Government  conducted  a  cursory  review  on  2  November  201 1  and 
reviewed  the  entire  impact  statement  for  discovery  on  18  April  2012.  The  Government  notified  the 
Court  and  the  Defense  of  the  impact  statement  on  3 1  May  2012.  The  Government  did  not  have 
authority  to  disclose  the  impact  statement  to  the  Defense  prior  to  referral.  The  Government  filed  an 
MRE  505(g)  motion  for  limited  disclosure.  The  Court  ruled  on  the  motion  on  19  July  2012.  The 
Government  disclosed  the  redacted  impact  statement  to  the  Defense  on  2  August  2012. 

On  19  April  201 1,  28  July  2011,  and  15  August  201 1,  the  Government  requested  approval  to  disclose 
the  FBI  case  file  and  its  sub-files  relevant  to  the  accused  to  the  Defense.  The  FBI  case  file  is  classified. 
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The  FBI  provided  the  prosecution  with  a  copy  of  the  FBI  file  relating  to  the  accused  on  25  August  2011 
for  the  sole  purpose  of  reviewing  for  exculpatory/impeachment  material.  On  2  January  2012,  the 
Government  requested  a  meeting  with  the  FBI  to  discuss  discovery.  On  or  about  1  February  2012,  the 
Government  completed  its  review  of  the  FBI  file  relating  to  the  Accused.  On  7  February  2012,  the 
Government  began  negotiating  with  DOJ  and  FBI  to  disclose  all  requested  information  to  the  Defense. 
The  FBI  would  not  approve  disclosure  to  the  defense,  absent  a  military  judge  to  issue  a  Protective 
Order.  The  Court  signed  the  Protective  Order  on  16  March  2012.  The  Government  disclosed  the 
approved  FBI  file  to  the  Defense,  and  the  remaining  information  on  12  April  2012,  15  May  2012,  and 
21  May  2012.  On  22  June  2012,  the  Court  granted  the  Defense  Motion  to  Compel  #2  for  the  FBI  files 
minus  grand  jury  testimony.  On  3  August  2012  the  Government  filed  a  Motion  to  Authorize  Limited 
Disclosure  under  MRE  505(g)(2).  On  21  August  2012,  the  Court,  after  conducting  an  ex  parte  review 
of  the  FBI  file,  ordered  the  Government  NLT  14  September  2012  to  identify  numerically  each  proposed 
redaction  by  Bates  number  and  provide  the  Court  with  a  justification  for  each  proposed  redaction  and 
to  identify  whether  each  proposed  redaction  has  been  made  available  to  the  Defense  from  another 
source.  On  14  September  2012,  the  Government  filed  a  supplemental  MRE  505(g)(2)  motion  with  the 
Court.  On  25  October  2012,  the  Government  produced  the  Court  approved  FBI  files  to  the  Defense. 

At  or  near  15  December  2011,  the  Government  advised  the  Article  32  IO  that  the  damage  assessments 
were  classified,  that  the  Government  did  not  have  authority  to  discuss  the  substance  of  the  damage 
reports,  and  that  all  but  the  IRTF  are  not  under  the  control  of  military  authorities. 

The  Government  did  not  have  authority  to  disclose  any  of  the  damage  assessments  to  the  Defense  prior 
to  referral  on  3  February  2012. 

The  Court  set  this  case  for  arraignment  on  23  February  2012.  At  the  arraignment,  the  Defense  filed  a 
Motion  to  Compel  Depositions  (AE  VII),  a  Request  for  a  Bill  of  Particulars  (AE  VI),  and  a  Motion  to 
Compel  Discovery  (AE  VIII)(all  dated  14  February  2012).  The  Court  set  these  motions  on  the  calendar 
for  the  first  substantive  article  39(a)  session  on  15-16  March  2012.  The  Court  also  signed  the 
Protective  Order  for  Classified  Information  on  16  March  2012  (AE  XXXII). 

Prior  to  ruling  on  the  Defense  Motion  to  Compel  Discovery  (23  Mar  12,  AE  XXXVI),  the  Court  was 
unclear  on  the  existence/status  of  the  damage  assessments  at  issue.  At  the  Article  39(a)  session  on  15- 
16  March  2012,  the  Government  responded  that  it  didn’t  have  authority  to  confirm  or  deny  the 
existence  of  the  damage  assessments.  To  clarify  the  record,  the  Court,  via  email,  asked  the 
Government  the  following  questions  and  received  the  following  responses: 

QUESTIONS: 

1.  Is  each  in  the  possession,  custody,  or  control  of  military  authorities? 

Government  Response:  - 

a.  Defense  Intelligence  Agency  (DIA)  and  the  Information  Review  Task  Force  (IRTF)-  Yes,  the 
classified  document  itself  is  in  the  possession  of  military  authorities  (DIA);  however,  the  document 
contains  material  from  other  Agencies  and  Departments  outside  the  control  of  military  authorities.  The 
military  controls  the  document  itself,  but  not  all  the  information  within  its  four  comers. 

b.  Wikileaks  Task  Force  (WTF)-  No. 

c.  Department  of  State  (DOS)  -DOS  has  not  completed  a  damage  assessment. 

d.  Office  of  the  National  Counterintelligence  Executive  (ONCIX)-  ONCIX  has  not  produced 
any  interim  or  final  damage  assessments  in  this  matter. 
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2.  If  no,  what  agency  has  custody  of  each  of  the  damage  assessments? 

Government  Response: 

WTF  -  The  Central  Intelligence  Agency  has  possession,  custody,  and  control. 

3.  Does  the  Prosecution  have  access  to  the  damage  assessments? 

Government  Response: 

a.  DIA  and  IRTF-  The  prosecution  was  given  limited  access  for  the  purpose  of  reviewing  for 
any  discoverable  material.  The  prosecution  only  has  control  of  the  information  within  the  document 
that  is  owned  by  the  Department  of  Defense  (military  authority). 

b.  WTF  -  The  prosecution  was  given  very  limited  access  for  the  purpose  of  reviewing  for 
preparation  of  the  previous  motions  hearing.  The  prosecution  will  have  future  access  to  complete  a  full 
review  for  Brady  material,  as  outlined  below. 

4.  Has  the  Prosecution  examined  each  of  the  damage  assessments  for  Brady  material? 

Government  Response: 

a.  DIA  and  IRTF- Yes. 

b.  WTF -No. 

4a.  If  yes,  is  there  any  favorable  material? 

Government  Response: 

DIA  and  IRTF-  Yes;  however,  the  United  States  has  only  found  classified  information  that  is  "favorable 
to  [the]  accused  that  is  material...  to  punishment."  Cone  v.  Bell,  129  S.Ct.  1769,  1772  (2009);  see  also 
Brady  v.  Maryland,  373  U.S.  83,  87  (1973).  The  United  States  has  not  found  any  favorable  material 
relevant  to  findings. 

4b.  If  no,  why  not? 

Government  Response: 

WTF-  The  prosecution  has  only  conducted  a  cursory  review  of  the  damage  assessment  in  order  to 
understand  what  information  exists  within  the  Agency,  and  has  not  conducted  a  detailed  review  for 
Brady  material.  This  process  is  ongoing  and  the  prosecution  will  produce  all  "evidence  favorable  to 
[thejaccused  that  is  material  to  guilt  or  to  punishment[]"  if  it  exists,  under  the  procedures  outlined  in 
MRE  505,  Cone  v.  Bell,  129  S.Ct.  at  1772;  see  also  Brady  v.  Maryland,  373  U.S.  at  87.  Additionally, 
the  United  States  is  concurrently  working  with  other  Federal  Organizations  which  we  have  a  good  faith 
basis  to  believe  may  possess  damage  assessments  or  impact  statements,  and  will  make  such 
discoverable  information  available  to  the  defense  under  MRE  505. 

Based  on  the  responses  the  Government  gave  to  the  questions  of  the  Court,  on  23  March  2012,  the 
Court  ruled  on  the  Defense  Motion  to  Compel  Discovery,  required  the  Government  to  produce  the 
IRTF,  WTF,  and  DOS  damage  assessments  for  in  camera  review  by  18  May  2012.  The  Court  did  not 
require  an  ONCIX  damage  assessment  be  produced  for  in  camera  review  because  the  response  by  the 
Government  led  the  Court  to  believe  an  ONCIX  damage  assessment  did  not  exist. 

Prior  to  answering  the  Court’s  questions,  the  Government  had  telephonic  and  email  communication 
with  ODNI  (answering  for  ONCIX)  regarding  the  status  of  any  ONCIX  damage  assessment.  “To  date, 
ONCIX  has  not  produced  any  interim  or  final  damage  assessment  in  this  matter.  ONCIX  is  tasked  with 
preparing  a  damage  assessment.  However,  that  draft  damage  assessment  is  currently  a  draft  and  is 
incomplete  and  continues  to  change  as  information  is  compiled  and  analyzed.  Damage  assessments 
can  take  months  or  even  years  to  complete,  and  given  the  sheer  volume  of  disclosures  in  this  case  we 
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do  not  know  when  a  draft  product  will  be  ready  for  coordination,  much  less  dissemination.”  ODNI  did 
not  authorize  the  Government  the  authority  to  provide  the  language  below  the  first  sentence  to  the 
Court  (Government  Interrogatory,  Q  218,  AE  CDV). 

In  its  response  to  the  Defense  Motion  to  Compel  Discovery,  in  an  email  to  the  Court,  and  during  oral 
argument,  the  Government  argued  that  RCM  701  does  not  apply  to  classified  discovery.  This  resulted 
in  the  Defense  filing  a  Motion  to  Dismiss  on  15  March  2012  (AE  XXXI). 

The  Court  denied  the  Motion  to  Dismiss  on  25  April  2012  (AE  LXVIII)  ruling  as  follows: 

1 .  In  trial  by  general  court-martial  in  the  military  justice  system,  charges  are  preferred  against  an 
accused,  the  charges  are  investigated  by  an  Article  32  investigating  officer,  and  forwarded  with 
recommendations  to  the  convening  authority  who  makes  a  decision  whether  to  refer  the  case  to  trial. 
RCM  307, 405, 406, 407,  504,  and  601. 

2.  In  this  case  the  original  charges  were  preferred  on  5  July  2010  and  dismissed  by  the  convening 
authority  on  18  March  2011.  The  current  charges  were  preferred  on  1  March  2011.  The  Article  32 
investigation  was  held  1 6-22  December  2011.  The  convening  authority  referred  the  current  charges  to 
trial  by  general  court-martial  on  3  February  2012. 

3.  Unlike  trials  in  Federal  District  Court,  a  military  judge  is  not  detailed  to  a  court-martial  until  the 
case  is  referred.  This  case  was  referred  on  3  February  2012.  Article  26(a),  UCMJ. 

4.  RCM  701  and  RCM  703  govern  discovery  and  production  of  evidence  after  a  case  has  been  referred 
for  trial  by  the  Convening  Authority  and  a  military  judge  has  been  detailed. 

5.  The  President  promulgated  RCM  701  to  govern  discovery  and  RCM  703  to  govern  evidence 
production  after  referral.  The  rules  work  together  when  production  of  evidence  not  in  the  control  of 
military  authorities  is  relevant  and  necessary  for  discovery.  U.S.  v.  Graner,  69  MJ  104  (C.A.A.F. 

2010).  The  requirements  for  discovery  and  production  of  evidence  are  the  same  for  classified  and 
unclassified  information  under  RCM  701  and  703  unless  the  Government  moves  for  limited  disclosure 
under  MRE  505(g)(2)  or  claims  the  MRE  505  privilege  for  classified  information.  If  the  Government 
voluntarily  discloses  classified  information  to  the  defense,  the  protective  order  and  limited  disclosure 
provisions  of  MRE  505(g)  apply.  If,  after  referral,  the  Government  invokes  the  classified  information 
privilege,  the  procedures  of  MRE  505(f)  and  (i)  apply. 

6.  From  the  8  March  2012  Government  response  to  Defense  Motion  to  Compel  Discovery  and  its 
email  of  22  March  2012,  the  Court  finds  that  the  Government  believed  RCM  701  did  not  govern 
disclosure  of  classified  information  for  discovery  where  no  privilege  has  been  invoked  under  MRE 
505.  This  was  an  incorrect  belief.  The  Court  finds  that  the  Government  properly  understood  its 
obligation  to  search  for  exculpatory  Brady  material,  however,  the  Government  disputed  that  it  was 
obligated  to  disclose  classified  Brady  information  that  was  material  to  punishment  only.  The  Court 
finds  no  evidence  of  prosecutorial  misconduct. 

7.  Although  the  RCM  and  military  case-law  encourage  early  and  open  discovery,  the  Defense  does  not 
have  a  right  to  discovery  under  RCM  70 1  or  Brady  prior  to  referral  on  3  February  2012. 

8.  Most  of  the  information  contained  in  the  damage  assessments  requested  by  the  Defense  is 
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maintained  by  other  government  agencies.  To  obtain  such  information  from  other  Government 
agencies  under  RCM  703(f)(4)(A),  whether  discoverable  under  RCM  701  or  not,  requires  the  Defense 
to  show  relevance  and  necessity.  The  Government  does  not  have  authority  to  compel  production  of 
evidence  from  other  government  agencies  under  RCM  703(f)(4)(A)  until  after  referral. 

9.  As  the  Court  held  in  its  23  March  2012  ruling  re:  Motion  to  Compel  Discovery,  the  fact  that 
information  controlled  by  another  agency  is  discoverable  under  RCM  701  may  make  such  information 
relevant  and  necessary  under  RCM  703  for  discovery. 

10.  The  Government  has  requested  13  departments,  agencies,  and  commands  to  segregate  and  preserve 
records  involving  WikiLeaks  and  requested  information  potentially  discoverable  from  more  than  50 
additional  agencies.  This  is  a  complex  case  involving  voluminous  classified  information  in  the 
custody  of  multiple  government  agencies  who  have  national  security  concerns  with  the  disclosure  of 
this  information.  As  of  12  April  2012,  the  Government  has  produced  2,729  unclassified  documents, 
consisting  of  81,273  pages,  and  41,550  classified  documents  totaling  336,641  pages.  To  secure  this 
release,  the  Government  coordinated  with  multiple  government  agencies  to  issue  protective  orders 
under  MRE  505(g)  and  court  orders  for  release  of  grand  jury  matter. 

11.  It  is  not  unreasonable  for  Government  agencies  possessing  potentially  discoverable  classified 
information  to  await  the  detail  of  a  military  judge  to  litigate  issues  of  relevance,  materiality,  and 
necessity,  and,  subsequently,  to  litigate  issues  arising  under  MRE  505  and  MRE  506  prior  to  releasing 
classified  discovery  to  the  Trial  Counsel  to  disclose  to  the  Defense. 

12.  The  Defense  moved  to  compel  the  discovery  it  desires  on  14  February  2012, 1 1  days  after  referral. 
On  23  March  2012,  the  Court  ordered  the  Government:  to  immediately  begin  the  process  of  producing 
the  damage  assessments  for  in  camera  review  to  assess  whether  they  are  favorable  or  material  to  the 
preparation  of  the  defense  under  RCM  701(a)(6),  RCM  701(a)(2),  and  Brady,  to  immediately  cause  an 
inspection  of  the  14  hard  drives;  to  contact  DOS,  FBI,  DIA,  ONCIX,  and  CIA  to  determine  whether 
any  of  these  agencies  contain  any  forensic  results  or  investigative  files  relevant  to  this  case;  to  advise 
the  court  by  20  April  2012  whether  it  anticipates  any  government  entity  that  is  the  custodian  of 
classified  information  subject  to  the  defense  motion  to  compel  will  seek  limited  disclosure  IAW  MRE 
505(g)(2)  or  claim  a  privilege  IAW  MRE  505(c);  and  by  18  May  2012  to  disclose  any  favorable 
unclassified  information  from  the  3  damage  assessments  to  the  Defense  and  all  classified  information 
from  the  3  damage  reports  to  the  Court  for  in  camera  review. 

13.  The  parties’  proposed  trial  schedules  anticipate  trial  taking  place  between  late  September  and 
November  2012  absent  the  unanticipated  filing  of  additional  motions.  Litigation  of  disputed  discovery 
is  taking  place  well  before  trial.  There  is  no  discovery  or  Brady  violation  in  this  case. 

The  Court  published  its  first  scheduling  order  on  25  April  2012.  As  with  each  subsequent  scheduling 
order,  the  schedule  was  coordinated  with  and  agreed  to  by  the  parties.  The  Court  received  “reply” 
responses  from  the  parties  on  the  eve  of  the  1 5-16  March  2012  Article  39(a)  session.  The  parties 
advised  the  Court  that  they  wanted  to  continue  to  file  “replies”,  thus,  time  was  built  into  the  schedule. 
This  and  each  subsequent  trial  schedule  had  an  approximately  6  week  time  frame  -  two  weeks  for 
filings,  two  weeks  for  responses,  5  days  for  replies,  and  one  week  for  the  Court  to  consider  all  the 
filings.  The  25  April  2012  calendar  scheduled  the  trial  24  September  -  12  October  2012. 

The  Government  has  consistently  maintained  it  would  need  45-60  days  to  process  Defense  MRE 
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505(h)  notices  and  it  would  need  60  days  notice  prior  to  trial  because  of  the  number  of  witnesses  to 
coordinate  schedules. 

The  next  article  39(a)  session  to  litigate  motions  was  6-8  June  2012. 

a.  On  10  May  2012,  the  Government  filed  a  Motion  to  Reconsider  the  Court’s  Ruling  to  compel 
production  of  the  DOS  Damage  Assessment  for  in  camera  review  because  the  damage  assessment  was 
a  draft  (AE  LXXI).  On  1 1  May  2012,  the  Court  granted  the  Government’s  motion  to  reconsider  and 
denied  the  Motion  to  find  that  a  draft  assessment  is  not  discoverable  (AE  LXXXVI).  On  24  May  2012, 
the  Government  wrote  a  letter  to  the  Deputy  General  Counsel,  ODNI,  requesting  access  to  the  most 
recent  version  of  the  ONCIX  damage  assessment  because  the  Court’s  ruling  that  the  DOS  draft  damage 
assessment  was  discoverable  would  also  apply  to  the  ONCIX  draft.  On  30  May  2012,  ODNI 
responded  to  the  Government  that  ODNI  expected  a  coordinated  version  of  the  damage  assessment  to 
be  available  by  13  July  2012  and  that  it  was  their  strong  preference  that  Government  review  take  place 
on  or  after  that  date  to  avoid  the  need  to  review  multiple  versions  of  the  draft.  On  3 1  May  2012,  the 
Government  notified  the  Court  that  there  was  a  draft  ONCIX  damage  assessment  that  would  be  made 
available  NLT  3  August  2012,  the  date  in  the  25  April  2012  scheduling  order  for  the  next  production  of 
compelled  discovery.  The  Government  moved  for  MRE  505(g)  limited  disclosure  of  the  ONCIX 
damage  assessment  which  was  granted  by  the  Court.  The  damage  assessment  was  disclosed  to  the 
Defense  on  23  August  2012. 

b.  On  10  May  2012,  the  Defense  filed  a  Motion  to  Compel  Discovery  #2  and  30  May  2012 
Supplement  to  the  Motion  to  Compel  Discovery  (AE  XCIX)  scheduled  among  the  motions  for 
litigation  6-8  June  2012.  In  the  Supplement  to  the  Motion,  the  Defense  requested  the  Court  produce 
DOS  witnesses  to  testify  about  the  following  subjects  to  clarify  the  record  about  what  DOS  information 
exists  that  may  be  discoverable.  On  4  June  2012,  the  Court  ordered  DOS  witnesses  to  appear  and 
testify  during  the  6-8  June  2012  article  39(a)  session  (AE  CXXII).  On  or  about  8  June  2012,  the 
Government  Moved  the  Court  to  delay  ruling  on  the  Defense  Motion  to  Compel  Discovery  #2  to  search 
for  the  DOS  records  requested  by  the  Defense.  The  Court  granted  the  motion  on  8  June  2012  (AE 
CXLII)  and  ruled  on  the  Defense  Motion  to  Compel  #2  on  22  June  2012  (AE  CXLVII).  The  Court 
granted  the  Defense  motion  in  part  and  ruled  in  favor  of  the  Government  in  part.  The  Court  ordered  the 
Government  to  advise  the  Court  if  any  agency  would  seek  limited  disclosure  under  MRE  505(g)(2)  or 
claim  a  privilege  by  25  July  2012  and  ordered  production  of  discoverable  material  not  involving  MRE 
505  on  3  August  2012.  The  Court  clarified  its  ruling  on  25  June  2012  (AE  CLXXVI). 

c.  On  10  May  2012,  the  Defense  filed  a  Motion  for  Due  Diligence  and  for  a  2-3  month 
continuance  after  receipt  of  completed  discovery  until  the  start  of  trial.  This  motion  was  not  on  the 
case  calendar.  Part  of  the  Defense  motion  was  a  1 7  April  2012  Memorandum  for  Principal  Officials  of 
HQDA  stating  that  “it  was  only  recently  determined  that  no  action  had  been  taken  by  HQDA  pursuant 
to  the  29  July  2011  memorandum  from  DoD  OGC  to  HQDA  requesting  it  to  task  Principal  Officials  to 
search  for,  and  preserve,  any  discoverable  information.  On  25  June  2012,  the  Court  granted  the  motion 
and  ruled  it  would  provide  a  reasonable  continuance  to  the  Defense  upon  receipt  of  compelled 
discovery  to  prepare  their  case.  The  Court  opined  “This  is  a  complex  case  involving  multiple  federal 
government  agencies  and  entities.  The  Court  is  not  clear  what  identifiable  files  pertaining  to  PFC 
Manning  relevant  to  this  case  are  maintained  by  various  agencies. . . ,  what  inquiries  the  Government 
has  made  to  discover  the  existence  of  agency  files  pertaining  to  PFC  Manning,  when  the  Government 
became  aware  of  the  existence  of  particular  agency  files,  and  what  files  the  Government  has  examined 
under  RCM  701(a)(6),  Brady,  and/or  RCM  701(a)(2).  This  Court  must  rule  upon  motions  to  compel 
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discovery  that  have  been  filed  in  this  case  and  a  speedy  trial  motion  to  be  filed  by  the  Defense.  One 
document  containing  the  information. .  .will  assist  the  Court  in  addressing  discovery  and  speedy  trial 
issues.”  The  Court  found  no  lack  of  due  diligence  by  the  Government  and  reserved  ruling  on  that  issue 
until  this  speedy  trial  litigation. 

With  respect  to  the  17  April  2012  Memorandum,  the  Government  submitted  its  initial  Prudential  Search 
Request  (PSR)  to  DoD  on  25  May  20 1 1  and  6  June  201 1  through  DoD  Office  of  General  Counsel 
(DoD  OGC).  On  29  July  2011,  DoD  OGC  disseminated  the  PSR  to  all  relevant  DoD  departments  to 
include  HQDA.  The  Government  worked  through  the  Office  of  the  Judge  Advocate  General  (OTJAG) 
as  a  conduit  to  HQDA.  On  4  October  2011,  the  Government  obtained  files  from  the  Joint  Staff 
responsive  to  the  PSR.  Because  the  Government  was  preparing  its  8-9  November  and  18-19  November 
201 1  briefings  for  the  Accused  and  the  Defense  and  for  the  16-23  December  2011  Article  32 
investigation,  the  Government  did  not  review  the  DoD  files  until  5  January  2012.  During  this  review, 
the  Government  learned  the  HQDA  information  was  not  within  the  DoD  material.  The  Government 
contacted  DoD  on  5  January  2012  and  OTJAG  on  10  January  2012.  OTJAG  sent  the  17  April  2012 
memorandum  to  HQDA.  On  27  April  2012  the  Government  obtained  files  responsive  to  the  PSR  from 
Army  G2.  On  1 1  May  2012,  the  Government  received  the  HQDA  files  responsive  to  the  request.  The 
Government  reviewed  the  files  and  disclosed  Brady  and  discovery  material  to  the  preparation  of  the 
defense  to  the  Defense.  Although  MDW  and  HQDA  are  Army  entities,  HQDA  files  are  not  MDW 
files.  There  was  no  negligence  on  the  part  of  the  Government  with  respect  to  the  HQDA  files. 

The  next  Article  39(a)  session  took  place  16-19  July  2012.  On  9  July  2012,  the  Government  filed  a 
motion  notifying  the  Court  of  the  volume  of  DOS  records  gathered  pursuant  to  the  22  June  2012  order 
of  the  Court  (5000  documents,  most  of  it  classified).  The  Government  moved  the  Court  not  to  compel 
discovery  or  to  grant  the  Government  45-60  days  to  review  the  information  and  determine  whether 
seek  limited  disclosure  or  invoke  a  privilege.  The  Defense  opposed.  On  19  July  2012,  the  Court 
granted  the  Defense  Motion  to  Compel  Discovery  of  DOS  records  and  ordered  the  Government  to 
disclose  all  discoverable  information  to  the  Defense  by  14  September  2012  or  submit  the  discoverable 
information  to  the  Court  for  limited  disclosure  under  MRE  505(g)(2)  or  invoke  a  privilege  under  MRE 
505(c).  After  the  Article  39(a)  concluded,  the  parties  and  the  Court  met  in  an  RCM  802  session  to 
discuss  the  Court  schedule  in  order  to  split  the  Article  13  and  Speedy  Trial  motions  to  separate  Article 
39(a)  sessions.  The  parties  and  the  Court  agreed  to  new  article  39(a)  and  trial  dates  with  trial  scheduled 
4-22  February  2013.  This  court  schedule  was  not  memorialized  as  an  appellate  exhibit. 

The  next  Article  39(a)  session  was  scheduled  27-3 1  August  2012.  The  Article  1 3  motion  was 
scheduled  for  litigation.  The  filing  deadline  for  the  Defense  Article  13  motion  was  27  July  2012.  The 
Defense  had  advised  the  Court  that  the  Civilian  Defense  Counsel  would  be  out  of  town  27  July  -  9 
August  2010  for  two  weeks  on  a  personal  matter  and  would  have  limited  access  to  automation.  On  26 
August  2010,  the  Government  sent  the  Defense  84  emails  regarding  Marine  Corps  Brig  Quantico 
(MCBQ).  There  was  an  additional  1294  Quantico  emails  not  disclosed  to  the  Defense.  The 
Government  received  the  emails  from  2  June  2011-5  December  2011,  but  did  not  review  them  until 
25  July  2012  to  look  for  Jenks/Giglio  material.  In  its  8  December  2010  discovery  request  at  (m)  the 
Defense  requested  “Any  and  all  documentation  or  observation  notes  by  employees  of  the  Quantico 
confinement  facility  related  to  PFC  Manning.”  As  the  Defense  had  referenced  emails  in  another  section 
of  the  discovery  request  and  did  not  specifically  reference  emails  in  this  one,  the  Government  did  not 
consider  the  emails  “documents”  within  RCM  701(a)(2).  On  27  August  2012,  the  Court  held  an  RCM 
802  session  with  the  parties  to  discuss  scheduling  in  light  of  the  84  emails.  Also  on  27  July  2012,  the 
Defense  filed  a  Motion  for  a  Continuance  (AE  232)  to  have  the  Article  39(a)  sessions  after  27-31 
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August  2012  and  the  speedy  trial  filings  continued  for  two  weeks  with  trial  remaining  as  scheduled  4- 
22  February  2013.  On  1  August  2012,  the  Court  granted  the  motion  (AE  233).  The  new  trial  schedule 
was  agreed  to  by  both  parties.  Also  on  1  August  2012,  the  Government  requested  a  continuance  from  3 
August  2012  to  14  September  2012  to  disclose  or  obtain  limited  disclosure  or  invoke  a  privilege 
regarding  information  classified  above  the  “Secret”  level  owned  by  CIA  and  DHS  (AECCXXVIII). 
After  requiring  the  Government  to  file  a  supplemental  pleading  stating  with  particularity  how  review 
and  approvals  differ  for  information  classified  above  the  “Secret”  level  (AE  228),  the  Court  granted  the 
motion  (AE  CCXXX).  At  the  27-31  August  2012  Article  39(a)  session,  the  parties  and  the  Court 
conferred  and  modified  the  Court’s  scheduling  order.  (AE  286  dated  30  Aug  2012).  The  new 
scheduling  order  scheduled  the  next  Article  39(a)  session  for  17-18  October  2012  and  established  new 
suspense  dates  for  the  speedy  trial  and  Article  13  filings.  The  trial  remained  scheduled  to  start  on  4 
February  2013. 

The  parties  and  the  Court  agreed  that  because  of  the  potential  length  of  the  trial  (the  Government 
estimates  12  weeks)  and  the  extensive  logistic,  administrative,  and  security  support  the  trial  entails,  the 
trial  should  not  take  place  over  the  25  December  -  1  January  holiday  period.  Thus,  the  parties  and  the 
Court  agreed  that  the  trial  should  begin  early  enough  in  November  2012  to  conclude  by  the  holiday 
period  or  to  start  after  the  holiday  period. 

On  1  August  2012,  the  Defense  submitted  a  discovery  request  to  the  Government  asking  for  all  the 
remaining  Quantico  emails.  On  17  August  2012  the  Defense  submitted  a  Motion  to  Compel  #3  for  the 
remaining  Quantico  emails  (AE  CCXXXXIII).  The  Government  voluntarily  disclosed  600  of  them  to 
the  defense,  stating  in  their  interrogatory  response  at  question  439  that  it  was  not  until  the  17  August 
2012  motion  to  compel  that  the  defense  finally  provided  specificity  in  its  motion  to  compel  (AE 
CDVI).  On  14  September  2012,  the  Court  granted  the  Defense  Motion  to  Compel  #3  except  for  12 
emails  (AEAE  CCCXVII). 

On  14  and  19  September  2012,  the  Government  filed  motions  for  limited  disclosure  under  MRE  505(g) 
(AE  CCCI)  -  DOS  records;  AE  CCCXX)  -  DHS  record;  AE  (CCXXII)  CIA  information;  AE  CCXXIV 
and  FBI  file.  On  28  September  2012,  the  Court  ruled  on  these  motions  (AE  CCCI).  The  Court  held  ex 
parte  Article  39(a)  sessions  with  the  Government  regarding  the  DOS  records  on  2  October  2012  and 
the  FBI  file  on  12  October  2012.  The  Government  modified  the  MRE  505(g)(2)  submissions  in 
accordance  with  the  Court’s  guidance  and  made  the  information  available  to  the  Defense  on  or  before 
25  October  2012  (AE  CCLXIII  and  CDIV).  This  concluded  the  Defense  requested  discovery 
litigation. 

The  following  two  Article  39(a)  sessions  were  held  17  and  18  October  2012  and  7-8  November  2012. 
At  each  Article  39(a)  session,  the  trial  schedule  was  modified  upon  agreement  by  the  parties  and  the 
Court  (AE  CCCLVIII  and  AE  CCCLXXXV).  Trial  remained  scheduled  4  February  2013-15  March 
2013. 

On  22  June  2012,  the  Government  filed  its  witness  list  in  accordance  with  the  case  calendar.  DOS  had 
previously  required  the  Defense  to  file  a  Touhy  notice  prior  to  approving  Defense  interviews  of  DOS 
witnesses.  On  23  March  2012,  the  Defense  submitted  a  Touhy  request  to  DOS  by  mail.  The 
Government  followed  up  with  a  digital  copy  on  26  March  2012.  On  5  April  2012,  DOS  received  the 
Touhy  request.  The  Government  followed  up  approximately  10  times  with  DOS  about  the  Touhy 
request.  After  the  Government  filed  its  witness  list  on  22  June  2012,  DOS  no  longer  required  a  Touhy 
letter  and  made  its  witnesses  available  to  the  Defense.  On  9  August  2012,  the  Defense  contacted  DOS 


30 


to  schedule  interviews.  The  attorney  responsible  was  on  leave.  On  18  October  2012  Article  39(a) 
session,  the  Government  documented  the  required  MRE  505(h)  notice  from  the  Defense  prior  to 
interviewing  witnesses  about  classified  information  (AE  CCCLVII7).  On  1  November  2012,  DOS 
emailed  the  Defense  to  plan  for  witness  interviews. 

On  17  November  2012,  the  Defense  submitted  notice  to  the  Court  that  it  might  renew  its  motion  to 
Compel  Witnesses  for  its  Motion  to  Dismiss  for  Violation  of  speedy  trial  and  requested  that  the  parties 
discuss  the  way  forward  at  the  next  Article  39(a)  session  (AE  CDIV). 

The  next  Article  39(a)  session  was  held  27  November  -  2  December  2012  to  address  the  Article  13 
motion.  It  quickly  became  apparent  that  seven  days  was  not  enough  time  to  present  all  of  the  witnesses 
and  evidence  for  the  motion.  The  trial  schedule  was  once  again  modified  by  the  parties  and  the  Court 
to  add  two  additional  article  39(a)  sessions  on  5-7  December  2012  and  again  on  10  -  12  December 
2012  for  the  Article  1 3  motion.  These  changes  were  announced  on  the  record  without  a  new  AE 
prepared.  The  parties  and  the  Court  again  conferred  and  developed  a  new  trial  schedule  dated  20 
December  2012  (AE  CDLIII).  This  trial  schedule  contained  an  “A”  and  a  “B”  schedule  depending 
upon  whether  the  Defense  filed  and/or  the  Court  granted  a  motion  to  compel  Speedy  Trial  witnesses. 
Tlie  trial  date  for  schedule  A  was  1 8  March  -  26  April  2013.  The  trial  date  for  schedule  B  was  6- 1 7 
March  2013. 

The  last  Article  39(a)  session  prior  to  going  on  record  today,  was  on  16  January  2013.  The  parties 
realized  that  the  current  trial  schedule  was  not  possible  in  light  of  the  MRE  505(h)  notices  required  to 
be  filed  by  the  Defense  for  both  witness  interviews  and  disclosure  of  classified  evidence  at  trial.  The 
Government  requires  45  -  60  days  to  process  MRE  505(h)  notices.  At  the  request  of  the  Court,  the 
parties  conferred  and  proposed  the  current  trial  schedule  (AE  CDLXVI).  This  trial  schedule  provides 
for  the  Defense  to  provide  rolling  MRE  505(h)  notices  to  the  Government  with  a  final  suspense  date  of 
22  February  2013  and  schedules  the  trial  to  begin  3  June  2013. 

The  Law:  Post-Referral 

Although  the  RCM  701  and  military  case-law  encourage  early  and  open  discovery,  the  Government’s 
discovery  obligations  under  RCM  701  or  Brady  do  not  arise  prior  to  referral  on  3  February  2012.  RCM 
701(a)(6)  states  that  the  Government  shall  disclose  information  favorable  to  the  defense  as  soon  as 
practicable.  In  a  case  such  as  this  one  involving  disclosure  of  classified  information,  it  is  reasonable  to 
interpret  “as  soon  as  practicable”  to  mean  after  referral.  If  the  case  is  not  referred,  there  would  be  no 
need  to  disclose  classified  information  that  could  reasonably  cause  harm  to  the  United  States  to  the 
Defense. 

Evidence  favorable  to  the  Accused  and  material  to  guilt  or  punishment  must  be  disclosed  in  sufficient 
time  for  the  Defense  to  use  it  at  trial.  US.  v.  Behenna,  71  M.J.  228,  fn  10  (C.A.A.F.  2012)  quoting 
DiSimone  v.  Phillips,  461  F.3d  181,  196-97  (2nd  Cir.  2006)  (recognizing  that  there  is  no  bright-line  rule 
for  when  a  disclosure  is  timely;  rather,  the  question  is  whether  the  evidence  was  disclosed  in  sufficient 
time  for  an  accused  to  take  advantage  of  the  information,  a  determination  necessarily  dependent  on  the 
totality  of  the  circumstances. 

As  the  Court  held  in  its  23  March  2012  ruling  on  the  Defense  Motion  to  Compel  Discovery,  the  fact 
that  information  controlled  by  another  agency  is  discoverable  under  RCM  701  may  make  such 
information  relevant  and  necessary  under  RCM  703  to  be  produced  for  discovery. 
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Most  of  the  information  contained  in  the  damage  assessments,  FBI  report,  and  other  discovery 
requested  by  the  Defense  is  maintained  by  other  government  agencies.  To  obtain  such  information 
from  other  Government  agencies  under  RCM  703(f)(4)(A),  whether  discoverable  under  RCM  701  or 
not,  requires  the  Defense  to  show  relevance  and  necessity.  The  Government  does  not  have  authority  to 
compel  production  of  evidence  from  other  government  agencies  under  RCM  703(f)(4)(A)  until  after 
referral. 

Conclusions  of  Law:  Post-Referral 

The  Length  of  the  Delay,  Request  for  Speedy  Trial,  and  Prejudice  factors  follow  the  same  analysis  as 
for  Pre-Referral  delay  discussed  above. 

Reasons  for  the  Delay  -  3  February  2012-3  June  2013  - 

The  Government  did  not  disclose  damage  assessments  or  other  classified  information  requested  by  the 
Defense  discovery  requests  prior  to  referral.  The  Government  did  not  have  authority  from  the  equity 
holding  agencies  to  disclose  this  information  to  the  Defense.  It  is  reasonable  for  an  equity  holder  of 
classified  information  to  await  the  detail  of  a  military  judge  to  litigate  issues  of  relevance,  materiality, 
and  necessity,  and,  subsequently,  to  litigate  issues  arising  under  MRE  505  and  MRE  506  prior  to 
releasing  classified  discovery  to  the  Trial  Counsel  to  disclose  to  the  Defense. 

The  Government  requested  1 3  departments,  agencies,  and  commands  to  segregate  and  preserve  records 
involving  WikiLeaks  and  requested  information  potentially  discoverable  from  more  than  50  additional 
agencies.  This  is  a  complex  case  involving  voluminous  classified  information  in  the  custody  of 
multiple  government  agencies  having  national  security  concerns  with  the  disclosure  of  this  information. 
To  date  the  Government  has  produced  526,366  pages  of  discovery  with  437,000  pages  of  classified 
discovery.  Only  3,435  pages  contain  MRE  505(g)(2)  or  MRE  701(g)  redactions  or  substitutions.  The 
Government  has  not  invoked  a  privilege  over  any  of  the  information  requested  in  discovery  by  the 
Defense.  The  Government  has  diligently  engaged  with  the  equity  holding  agencies  to  maximize 
disclosure  of  classified  discovery  to  the  Defense. 

The  Defense  moved  to  compel  discovery  on  14  February  2012, 1 1  days  after  referral.  On  23  March 
2012,  the  Court  issued  its  ruling  on  the  motion  setting  forth  the  Court’s  view  on  the  rules  of  discovery 
and  the  interplay  between  RCM  701,  RCM  703  and  MRE  505  in  this  case.  The  parties  had  clarity  on 
the  rules  of  discovery  after  23  March  2012.  The  Government  has  acted  in  accordance  with  the  Court’s 
rulings  in  discovery. 

With  respect  to  the  ONCIX  damage  assessment,  the  Government’s  response  to  the  Court’s  questions 
left  the  Court  with  the  impression  there  was  no  ONCIX  damage  assessment.  From  the  prior  contact 
with  ONCIX  and  ODNI,  the  Government  was  aware  ONCIX  was  tasked  with  collecting  information 
from  Federal  agencies  and  drafting  a  damage  assessment.  Prior  to  the  Court’s  23  March  2012  ruling 
compelling  production  of  the  IRTF,  DOS,  and  WTF  damage  assessments  for  in  camera  review,  the 
Government  was  not  authorized  by  ONCIX  or  DOS  to  view  what,  if  any,  draft  damage  assessment 
these  agencies  had.  The  Government  was  aware  the  DOS  damage  assessment  was  a  draft.  The 
Government  was  not  aware  of  the  status  of  the  ONCIX  damage  assessment,  whether  it  was  a 
compilation  of  information  or  whether  a  draft  had  taken  shape.  After  the  Court’s  1 1  May  2012  ruling 
that  a  DOS  draft  damage  assessment  was  not  exempt  from  discovery  because  it  was  a  draft,  the 
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Government  wrote  to  ODNI  on  24  May  2012  advising  them  that  the  Government  believed  the  Court’s 
ruling  would  apply  to  any  damage  assessment  ONCIX  prepared.  On  3 1  May  2012  the  Government 
advised  the  Court  that  ONCIX  had  a  draft  damage  assessment.  This  action  by  the  Government  shows 
that  the  Government  was  not  seeking  to  mislead  the  Court  regarding  the  ONCIX  damage  assessment. 

The  Government’s  litigation  positions  were  not  frivolous  or  designed  to  spitefully  thwart  the  Defense’s 
ability  to  obtain  discovery.  Both  RCM  701  and  MRE  505  envision  discovery  litigation  taking  place 
during  pretrial  litigation.  Both  parties  are  allowed  to  advance  their  positions.  In  this  case  the  Court  has 
rejected  positions  taken  by  both  sides.  For  example,  the  Court  rejected  the  Government  position  that  a 
draft  damage  assessment  is  not  discoverable.  The  Court  also  rejected  the  initial  position  advanced  by 
the  Defense  that  the  Government  must  produce  all  discovery  requested  by  the  Defense  for  in  camera 
review  by  the  Court  regardless  of  relevance.  In  a  case  such  as  this  one,  with  the  volume  of  classified 
information  at  issue  held  by  multiple  equity  holders  that  could  be  potentially  discoverable,  protracted 
discovery  litigation  is  almost  inevitable. 

Neither  the  Government  nor  DOS  intentionally  impeded  the  Defense  access  to  witnesses  by  requiring 
Touhy  notices.  Once  the  22  June  2012  witness  list  was  filed  by  the  Government,  DOS  no  longer 
required  the  Touhy  notices.  DOS  emailed  the  Defense  on  1  November  2012  to  coordinate  witness 
interviews.  These  interviews  have  been  taking  place  in  January-February  2013. 

The  Court  finds  the  Government  was  not  negligent  with  respect  to  the  DHS  damage  assessment,  the 
FBI  impact  statement,  discovery  of  the  CIA’s  creation  of  a  follow-on  damage  assessment,  or  discovery 
of  HQDA  files. 

The  fact  that  the  Government  waited  until  the  day  before  the  Defense  Article  1 3  filing  to  review  the 
1374  Quantico  emails  the  Government  had  in  its  possession  since  between  2  June  2011  and  5 
December  2011  is  troubling.  The  Government’s  position  that  it  waited  to  review  the  emails  because  the 
review  was  to  look  only  for  Giglio/Jenks  material.  The  Government’s  position  that  it  not  review  the 
emails  for  documents  material  to  the  preparation  of  the  defense  because  the  Defense  discovery  request 
was  not  specific  enough  and  documents  do  not  fall  within  RCM  701(a)(2)  is  untenable.  The  emails 
were  not  classified.  Although  the  Defense  discovery  request  stated  “documents”  and  not  “emails”, 
emails  can  be  “documents”  for  purposes  of  RCM  701(a)(2)  as  well  as  Giglio/Jenks  material.  The 
Government  has  an  obligation  to  search  information  under  the  control  of  military  authorities  in  their 
possession  for  information  discoverable  under  RCM  701(a)(2).  The  Court  notes,  however,  the  Defense 
8  December  2010  discovery  request  asks  only  for  documents  and  observations  by  employees  of  MCBQ 
relating  to  the  Accused.  The  vast  majority  of  the  emails  at  issue  are  not  by  employees  of  MCBQ.  The 
Court  further  finds  that  the  Government,  by  giving  the  Defense  the  84  emails  the  night  before  their 
Article  1 3  filing  was  due,  caused  disruption  to  the  Court  schedule  but  it  did  not  cause  trial  delay.  The 
trial  was  scheduled  for  4-22  February  2012  after  the  July  article  39(a)  session.  The  30  August  2012 
case  calendar  agreed  to  by  the  parties  and  the  Court  maintained  that  trial  date.  This  action  by  the 
Government  in  an  otherwise  diligent  prosecution  does  not  violate  Article  10.  Even  absent  an  earlier 
agreement  by  the  parties,  this  trial  would  inevitably  have  been  delayed  into  2013  with  or  without  the 
Motion  to  Compel  #3  litigation  in  light  of  the  2  weeks  of  Article  39(a)  sessions  added  to  the  calendar  to 
litigate  the  Article  13  motion  and  the  required  Defense  MRE  505(h)  notices  and  the  time  required  to 
process  them. 

The  Government  advised  the  Court  from  the  start  that  it  takes  between  45  -  60  days  to  coordinate  with 
agency  equity  holders  to  determine  whether  to  disclose  information  the  Court  has  deemed  discoverable 
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or  to  provide  for  limited  disclosure  under  MRE  505(g)  or  invoke  a  privilege.  Where  the  Government 
has  needed  additional  time,  the  Government  has  filed  for  leave  of  the  Court.  Court  rulings  granting 
leave  of  the  Court  to  either  party  for  additional  time  or  motions  for  continuances  mean  the  Court 
deemed  them  to  be  reasonable  delay. 

The  Defense  argues  that  in  order  to  exercise  reasonable  diligence  under  Article  1 0,  the  Government 
should  have  coordinated  with  equity  holder  agencies  and  have  been  prepared  to  submit  MRE  505(g) 
substitutions  or  invoke  a  privilege  prior  to  the  Court  ruling  on  whether  the  information  that  is  the 
subject  of  the  litigation  is  discoverable.  Article  10  does  not  require  this  pre-positioning.  It  is 
impractical  and  would  have  the  Government  and  the  equity  holder  agency  or  entity  spend  potentially 
vast  amounts  of  time  gathering  information  and  proposing  redactions  and  substitutions  to  information 
the  Court  ultimately  orders  is  not  relevant  or  discoverable. 

Balancing  the  4  Factors:  As  with  the  pre-referral  delay,  the  reasons  for  the  delay  justify  the  length  of 
the  delay.  The  test  for  Article  10  isn’t  whether  the  Government  could  have  acted  with  greater  speed,  it 
is  whether  the  Government  acted  with  reasonable  diligence.  In  this  case,  it  did. 

The  Court  has  reviewed  all  the  classified  filings  filed  by  the  parties  with  respect  to  this  motion.  The 
classified  filings  are  consistent  with  the  Court’s  ruling. 

Ruling:  The  Court  added  six  days  to  the  RCM  707  clock.  Discounting  properly  excluded  delay,  the 
Accused  was  arraigned  within  120  days  of  imposition  of  restraint.  The  Defense  Motion  to  Dismiss  for 
Lack  of  Speedy  Trial  under  RCM  707  is  DENIED.  The  Government  acted  with  reasonable  diligence 
throughout  the  prosecution,  the  Defense  Motion  to  Dismiss  For  Lack  of  a  Speedy  Trial  under  Sixth 
Amendment,  and  Article  10,  UCMJ  is  DENIED. 

So  Ordered  this  26th  day  of  February  2013. 


DENISE  R.  LIND 
COL,  JA 

CHIEF  JUDGE,  Ist  JUDICIAL  CIRCUIT 
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IN  THE  UNITED  STATES  ARMY 
FIRST  JUDICIAL  CIRCUIT 


UNITED  STATES  ) 

)  RULING  APPENDIX: 

v.  )  SPEEDY  TRIAL  CHRONOLOGY 

) 

MANNING,  Bradley  E.,  PFC  ) 

U.S.  Army,  ) 

Headquarters  and  Headquarters  Company,  U.S.  ) 

Army  Garrison,  Joint  Base  Myer-Henderson  Hall,  )  DATED:  26  February,  2013 
Fort  Myer,VA  22211  ) 

This  chronology  is  an  appendix  to  the  Court’s  26  February  2013  Ruling  on  the  Defense 
Motion  to  Dismiss  for  Speedy  Trial  Violation  incorporated  into  the  Court’s  Findings  of  Fact. 


Date 

Event 

18- Feb-10 

Wikileaks  (WL)  released  alleged  classified  DOS  cable  (Specification 

14,  Charge  11)  [Specification  =(S);  Charge  =(C)] 

19-Feb-10 

DOS  Diplomatic  Security  Service  (DSS)  begins  investigating  leak  of 
classified  DOS  cable  released  by  WL 

15-Mar-10 

WL  released  alleged  classified  document  (S  15,  C II) 

5-Apr-10 

WL  released  an  edited  version  of  the  Apache  video  (S  2,  C II) 

25-May-10 

Adrian  Lamo  reports  that  PFC  Manning  admitted  disclosing  classified 
documents  to  WL 

27-May-10 

PFC  Manning  confined  in  CHU  with  armed  guard 

29-May- 10 

PFC  Manning  ordered  into  pretrial  confinement 

30-May-10 

Military  Magistrate  approved  pretrial  confinement 

31-May-10 

PFC  Manning  transferred  to  Theater  Field  Confinement  Facility(TFCF) 
in  Kuwait 

2-Jun-10 

The  Iraq  Trial  Counsel  Team  (Iraq  TC)  mailed  the  CID  Computer 

Crimes  Investigation  Unit  (CCIU)  to  discuss  forensic  scans  of 
computers 

3-Jun-10 

Iraq  TC  emailed  CCIU  to  determine  authority  to  “freeze”  PFC 

Manning’s  shared  drive  profiles  and  emailed  Department  of  State 
(DOS)  regarding  a  meeting  with  INSCOM,  met  with  “J2X”  regarding 
the  investigation  of  PFC  Manning,  and  called  INSCOM  OSJA 
regarding  die  case 

4-Jun-10 

Iraq  TC  met  with  J2X  and  CID  regarding  the  investigation,  called 

CCIU  regarding  search  authorizations,  and  sought  clearances  for  the 

Iraq  TCs 

7-Jun-10 

Iraq  TC  met  with  CID  to  receive  chat  logs  relating  to  the  case,  met  with 
J2X  regarding  the  status  of  the  investigation,  called  DOS  twice  and 
called  “OGA2”  once  to  discuss  the  case 

8-Jun-10 

Iraq  TC  called  CCIU  for  an  update  on  the  case 

ll-Jun-10 

Iraq  TC  emailed  CCIU  regarding  a  new  search  authorization,  and  met 
with  J2X  regarding  the  status  of  the  investigation.  The  S  JA  met  with 
SJA  for  USF-I  to  discuss  inter-agency  coordination 

ll-Jun-10 

CCIU  issued  initial  report 

12-Jun-10 

Iraq  TC  emailed  CCIU  to  discuss  search  and  seizure  authorization 
requirements  for  digital  devices 

13-Jun-10 

Iraq  TC  again  emailed  CCIU  regarding  the  search  and  seizure 
authorization  requirements  for  digital  devices 

14-Jun-10 

Iraq  TC  emailed  CID  about  obtaining  a  signature  for  the  search 
authorization  for  a  search  of  digital  devices  and  shared  drives.  CID 
obtained  the  signature  and  sent  the  signed  authorization  to  CCIU 

15-Jun-10 

TC  called  CCIU  to  discuss  its  preliminary  findings  and  possible  charges 

16-Jun-10 

CCIU's  forensic  analysis  continued 

17-Jun-10 

Iraq  TC  called  CCIU  to  discuss  proof  and  charges,  CCIU's  preliminary 
report,  and  to  identify  potentially  discoverable  material  and  its 
associated  equity  holders 

21-Jun-10 

Iraq  TC  drafted  deposition  orders  for  three  witnesses  and  coordinated 
with  National  Guard  and  Army  Reserve  units  in  Boston  and  Sacramento 
in  an  attempt  to  facilitate  the  depositions 

22-Jun-10 

Iraq  TC  emailed  CCIU  to  discuss  its  forensic  analysis,  tried  to  rush  an 
initial  report  because  PFC  Manning  was  not  charged  yet,  and 
coordinated  with  entities  in  California  and  Massachusetts  regarding  the 
depositions  and  identified  a  deposition  office  in  California 

23-Jun-10 

Iraq  TC  emailed  CCIU  and  DOJ  to  arrange  a  meeting  in  Germany  to 
discuss  case  preparation  and  also  emailed  CCIU  to  obtain  an  update  on 
its  forensic  analysis 

23-Jun-10 

CID,  Baghdad  issued  final  report  and  transferred  investigative 
responsibility  to  CCIU  by  direction  of  USACIDC 

24-Jun-10 

Iraq  TC  emailed  CCIU  about  an  update  on  its  forensic  analysis  and 
made  two  telephone  calls  regarding  arrangements  for  a  706  board 

29-Jun-10 

Iraq  TC  received  a  delayed  forensics  report  from  CID.  Iraq  TC  stressed 
to  CID  the  importance  of  an  initial  draft  to  be  able  to  charge  PFC 
Manning 

30-Jun-10 

TC  emailed  CCIU  regarding  CCIU  speaking  with  DOS  about  the  cables 
involved  in  the  case 

30-Jun-10 

PFC  Manning.,  while  in  pre-trial  confinement,  became  unresponsive  to 
commands,  began  yelling  uncontrollably,  shaking,  babbling  and 
hanging  his  head  against  the  wall.  He  knotted  sheets  into  nooses. 
Reclassified  to  Maximum  Custody/ Administrative  Segregation/Suicide 
Watch  1:1 

l-Jul-10 

Iraq  TC  emailed  CCIU  and  others  regarding  the  706  board  and  trying  to 
find  a  provider  to  serve  on  the  board 

3-Jul-10 

Commander  (CDRP,  Expeditionary  Medical  Facility  Kuwait  requested 
CDR,  TFCF  to  Transfer  PFC  Manning  to  a  facility  with  a  separate 
locked  and  special  psychiatric  ward  or  psychiatric  nurses,  both  required 
to  manage  a  case  of  this  level  of  high  risk  and  complexity  for  any 
extended  amount  of  time 

4- Jul- 10 

CDR,  Third  Army/Arcent  ordered  PFC  Manning  transferred  from 

RFCF  when  an  appropriate  facility  with  adequate  mental  health 
resources  would  accept  him. 

5-Jul-10 

Original  Charges  preferred 

6- Jul- 10 

SPCMCA  appointed  LTC  Craig  Merutka  as  Article  32  Investigating 
Officer  (IO) 

1 1  -Jul- 1 0 

Article  32  IO  denied  DC  request  for  RCM  706  board 

ll-Jul-10 

DC  requested  RCM  706  board  and  delay  of  Article  32  investigation 

1 1  -Jul- 1 0 

CDR,  1st  Armored  Division  and  U.S.  Division,  Center  sent  a 

memorandum  to  CDR,  Army  Corrections  Command  requesting  transfer 
of  PFC  Manning  to  the  regional  confinement  facility  (RCF), 

Mannheim,  Germany  based  on  4  Jul  1 0  transfer  order  by  the  CDR, 

Third  Army/ARCENT 

ll-Jul-10 

TC  contacted  Division  psychiatrist  to  try  to  identify  a  provider  for  the 

706  board;  USF-I  Deputy  Surgeon  referred  them  to  CENTCOM 

12- Jul- 10 

DC  requested  delay  of  Article  32  investigation  until  RCM  706  board 
completed  and  until  PFC  Manning  could  resolve  issues  relating  to 
civilian  Defense  counsel  and  Defense  expert  witnesses 

12-Jul-10 

SPCMCA  granted  DC  request  to  delay  Article  32  investigation  until  1 6 
August  10 

12-Jul-10 

Iraq  TC  emailed  USF-I  deputy  SJA  for  assistance  in  finding  a  provider 
for  the  706  board  and  also  emailed  USF-I  deputy  Surgeon  who  referred 
them  to  ARCENT  or  CENTCOM  to  seek  a  provider 

13-Jul-10 

DC  requested  appointment  of  expert  in  computer  forensics 

13-15-Jul- 

10 

Iraq  TC  worked  with  OSJAUSAREUR  and  Army  Corrections 
command  to  transfer  PFC  Manning  to  either  the  RCF  in  Mannheim, 
Germany  or  the  RCF  at  Joint  Base  Lewis-McChord,  RCF  Mannheim 
would  not  accept  PFC  Manning.  Because  of  issues  unrelated  to  the 
case,  PFC  Manning  could  not  be  transferred  to  the  RCF  at  Joint  Base 
Lewis-McChord. 

y 


14-Jul-10- 

21-Jul-lO 

Iraq  TC  met  with  DOJ  and  CCIU  in  Wiesbaden,  Germany  to  discuss  the 
way  forward  with  the  case;  also  made  efforts  to  transfer  PFC  Manning 
from  Kuwait  to  a  better  PCF 

22-Jul-10 

Iraq  TC  emailed  CCIU  to  follow  up  on  a  point  discussed  during  the 

meeting  14-21  Jul  10.  TC  also  coordinated  work  space  for  Defense 
computer  expert  at  Fort  Knox  to  permit  work  on  classified  information 

23-Jul-10 

SPCMCA  granted  DC  request  for  expert  in  computer  forensics 

25-Jul-10 

WL  released  “the  Afghan  War  Diary”  -  76,000  alleged  classified 
incidents  from  the  CEDNE/ Afghanistan  database  (S6,  S7,  CD) 

25-Jul-10 

Iraq  TC  discloses  CID  file  to  DC 

27-Jul-10 

Iraq  TC  reached  out  for  initial  classification  of  evidence  and  made 
more  efforts  to  obtain  a  provider  for  the  706  board 

28-Jul-10 

GCMCA  requested  transfer  of  jurisdiction  to  MDW.  MDW  GCMCA 
accepted  the  transfer. 

28-Jul-lO 

GCMCA  signed  Protective  Order  Governing  Classified  Information 

28-Jul-lO 

Iraq  TC  emailed  CCIU  to  request  a  classification  review  of  the  Apache 
video  and  the  cables  on  PFC  Manning's  personal  computer  and  emailed 
OTJAG  to  request  classification  reviews  of  the  Farah  15-6,  Apache 
video,  Gharani  investigation,  SOUTHCOM  documents,  CEDNE- 
I/CEDNE-Adata 

29-M-10 

PFC  Manning  arrived  at  Marine  Corps  Brig  Quantico  (MCBQ) 

29-M-10 

Iraq  TC  coordinated  the  transfer  of  jurisdiction  in  the  case  with  MDW 
TC  (TC)  and  coordinated  with  the  OGA2  personnel  assigned  to  the  case 

30-Jul-lO 

TC  informed  OTJAG  that  Apache  video  was  too  large  for  transfer  via 
SEPRNET;  started  coordinating  alternate  means  for  transfer  to  Fort 

Hood  for  classification  review;  FBI  began  joint  participation  in  the  case 

2- Aug- 10 

GCMCA  released  jurisdiction  to  SPCMCA 

2-Aug-10 

SPCMCA  ordered  Article  32  investigation  to  be  completed  within  10 
days 

2-Aug-10 

TC  requested  a  military  trial  judge  be  appointed  as  the  Article  32  IO 

3-Aug-10 

SPCMCA  ordered  RCM  706  board  with  a  suspense  of  20  August  2010 

3-Aug-10 

TC  coordinated  a  meeting  with  DOS  regarding  the  case  and  requested 
authorization  to  release  information  to  DC;  made  initial  contact  with 
providers  to  assemble  the  706  board;  FBI  became  primary  law 
enforcement  organization  on  the  case;  TC  coordinated  Article  32 
hearing  with  IO 

4-Aug-10 

Appointment  of  LTC  Paul  Almanza  as  the  Article  32  Investigating 

Officer 

4- Aug-10 

TC  met  with  DC  to  discuss  the  case  and  party  positions  regarding  offer 
to  plead.  TC  communicated  with  providers  for  706  board  regarding 
security  clearances  and  held  a  conference  call  with  CCIU 

5-Aug-10 

TC  coordinated  with  DC  and  providers  regarding  classified  information 

during  the  706  board.  DC  advised  TC  and  Dr.  Sweda  that  the  accused 
would  not  divulge  classified  information  during  the  RCM  706  board; 

TC  received  CCIU's  forensic  briefing  on  the  case 

6- Aug- 10 

Dr.  Sweda  began  assembling  RCM  706  team  and  requested  a  3  month 
suspense  to  conduct  the  board.  TC  continued  to  receive  CCIU  forensic 
briefing  on  the  case 

8-Aug-10 

TC  continued  to  receive  CCIU  forensic  briefing  on  the  case 

9- Aug- 10 

TC  met  telephonically  with  DOS  regarding  its  equities  in  the  relevant 
documents.  Iraq  and  MDW  TCs  met  to  coordinate  handoff  of  the  case 

10- Aug- 10 

DC  advised  TC  and  Dr.  Sweda  that  DC  requested  a  6-week  suspense 
for  the  RCM  706  board  with  extensions  if  necessary.  TC  coordinated 
with  DC  to  establish  a  6-week  suspense  for  the  706  board  with 
extensions  possible,  tests  for  the  706  board  to  perform,  and  delay  of  the 
Article  32  until  the  706  is  complete.  TC  met  with  DOS  and  DOJ  to 
discuss  the  classification  reviews,  discovery,  and  the  ongoing 
investigation 

10- Aug- 10 

RCM  706  board  notified  TC/DC  that  the  board  will  begin  27  Aug  10 
with  an  initial  6- week  suspense  date 

11 -Aug-10 

DC  requested  delay  of  Article  32  investigation  until  completion  of 

RCM  706  board 

11 -Aug-10 

TC  met  with  DOJ  and  POC  from  the  U.S.  Attorney  for  the  Eastern 
District  of  Virginia  (EDVA)  to  discuss  DOS  classification  reviews,  the 
ongoing  investigation,  and  discovery 

12-Aug-10 

Article  32  Investigating  Officer  recommended  that  SPCMCA  approve 
the  DC  delay  request  for  completion  of  RCM  706  board 

12-Aug-10 

SPCMCA  approved  DC  request  for  delay  of  Article  32  investigation  by 
excluding  the  period  from  11  August  2010  until  the  R.C.M.  706  Sanity 
Board  completion  as  excludable  Defense  delay. 

12-Aug-10 

TC  met  with  CCIU,  DOJ,  and  IRTF 

13-Aug-10 

TC  met  with  CCIU,  DOJ,  FBI,  and  IRTF 

16- Aug-10 

TC  emailed  DOS  for  an  update  on  the  classification  of  actual 
telegraphic  message  reference  numbers  (MRNs)  and  also  informed 

DOS  of  upcoming  OCA  review  request,  emailed  OGA2  to  coordinate  a 
meeting,  and  reviewed  printed  forensic  reports.  800  pages  of  MRNs 
were  recovered  from  unallocated  spaces  on  PFC  Manning’s  computer. 

17-Aug-10 

Additional  MRNs  were  recovered  from  PFC  Manning’s  computer.  TC 
confirmed  with  DOS  that  MRNs  are  not  classified;  TC  met  with 
multiple  OGAs  to  discuss  assistance  to  law  enforcement  and  potential 
discovery  issues 

18-Aug-10 

TC  emailed  DOS  to  discuss  discovery  issues  and  Iraq  TCs  to  discuss 
classification  review  of  classified  MRNs.  TC  met  with  CCIU  to  discuss 
subpoenas,  discovery  letters,  and  its  forensic  analysis,  called  IRTF  to 
discuss  prosecution  access  to  compromised  datasets,  and  requested  the 
master  MRN  list  from  CCIU 

20- Aug- 10 

TC  sent  a  classification  review  request  through  OTJAG  to  DOD 

23-Aug-10 

TC  communicated  with  706  board  to  discuss  the  records  they  would 

need  and  the  time  frame  they  required.  Board  scheduled  to  begin  27 

Aug  10  and  had  no  records  of  PFC  Manning 

24- Aug- 10 

TC  gathered  documents  for  the  706  board  and  spoke  with  DIA  about 
the  case 

25-Aug-10 

CDC,  Mr.  Coombs,  advised  TC  that  he  has  been  retained  by  PFC 
Manning  andfurther  advised  that  PFC  Manning  will  have  to  divulge 
TS/SCI  information  to  the  RCM  706  board.  DC  requested  that  the 

RCM  706  board  have  all  the  requested  records  before  they  begin. 

25-Aug-10 

DC  requested  delay  of  RCM  706  board  until  forensic  psychiatry  expert 
appointed  to  Defense  team 

25- Aug- 10 

SPCMCA  excluded  the  period  between  27  August  2010  and  the  date  the 
CGMCA  takes  action  on  the  DC  request  for  appointment  of  a  forensic 
psychiatry  expert  consultant  as  excludable  delay  under  R.C.M.  707(c) 

25-Aug-10 

TC  met  with  CCIU  for  an  update;  also  met  with  DOJ,  EDVA,  and  DIA 

25-Aug- 
10-12  Oct 
10 

TC  coordinated  with  COL  Malone  to  identity  a  forensic  psychiatrist 
expert  consultant  for  DC  who  would  be  capable  of  attaining  a  TS/SCI 
clearance 

26-Aug-10 

DC  requested  delay  in  R.C.M.  706  board  to  comply  with  prohibitions 
on  disclosure  of  classified  information.  DC  requested  that  a  security 
officer  be  appointed  to  the  board 

26-Aug-10 

TC  coordinated  delay  in  706  board  to  address  DC  security  concerns 

26- Aug- 10. 

DC  requested  Original  Classification  Reviews  to  include  (1)  the 
classification  level  of  the  information  alleged  to  have  been  disclosed  by 
PFC  Manning  when  it  was  subjected  to  compromise;  (2)  a 
determination  whether  another  command  requires  review  of  the 
information;  and  (3)  the  general  description  of  the  impact  of  disclosure 
on  affected  operations 

30- Aug- 10 

TC  met  with  EDVA  and  DIA  to  discuss  IRTF  requests  and  discovery 

1-Sep-lO 

TC  met  with  EDVA  and  FBI  and  called  CCIU 

1 -Sep- 10 

TC  advised  COL  Malone  that  DC  would  request  RCM  706  board 
members  have  TS/SCI  clearances 

2-3-Sep-10 

DC  requested  TS-SCI  security  clearance  for  each  Defense  member,  to 
include  experts.  TC  forwarded  DC  requests  for  security  clearances  to 
OTJAG  and  OTJAG  began  processing  them 

3-17  Sep 
10 

TC  coordinated  appointment  of  DC  security  consultant 

7-Sep-10 

TC  called  OTJAG  to  discuss  security  clearances  and  classification 
review  of  the  Apache  video 

8-Sep-10 

TC  obtained  update  from  CCIU,  called  EDVA  and  FBI  about  the  case, 
and  called  MEDCOM  about  mental  and  medical  records 

9-Sep-10 

TC  obtained  information  from  DC  for  security  clearances  and  relayed  it 
to  OTJAG  for  action 

9-Sep-10 

COL  Malone  advised  TC  that  RCM  706  board  members  needing 

TS/SCI  clearances  were:  Dr.  Sweda,  LTC  Schneider,  and  CPT(P) 

Benesh 

10-Sep-10 

TC  checked  with  DOS  regarding  upcoming  OCA  review  request; 
drafted  special  security  instructions  for  the  706  board;  communicated 
with  OGA1  regarding  protection  of  classified  information  at  trial;  and 
met  with  DIA  and  OTJAQ  called  CCIU 

13-Sep-10 

TC  obtained  update  from  CCIU;  requested  assistance  from  Army  G2 
for  obtaining  clearances  and  security  experts  for  the  Defense 

14-Sep-10 

TC  communicated  with  OTJAG  to  discuss  security  experts  for  the 
Defense,  prosecution,  and  a  security  manager  for  the  Article  32 10;  met 
with  the  FBI;  met  with  DOJ  and  DOS  to  discuss  classification  reviews 

15-Sep-10 

TC  obtained  an  update  from  CCIU  and  met  with  the  MCBQ  to  discuss 
medical  support 

17-Sep-10 

SPCMCA  appointed  Defense  security  expert  consultant  (Mr.  Ganiel) 
and  security  officer  for  RCM  706  board 

17-Sep-10 

SPCMCA  issued  Protective  Order  Governing  Classified  Information 

17-Sep-10 

SPCMCA  ordered  Preliminary  Classification  Review  of  PFC 

Manning’s  Mental  Impressions  (PCR) 

18-Sep-10 

DC  filed  Response  to  the  Preliminary  Classification  Review  of  PFC 
Manning’s  Mental  Impressions. 

20-Sep-10 

TC  addressed  various  DC  requests  regarding  clarifying  an  order  to  a 
Defense  expert  and  reviewed  proposed  DC  changes  to  the  protective 
order 

21 -Sep- 10 

TC  emailed  MDW  security  regarding  access  to  classified  information 
for  PFC  Manning;  also  received  an  update  from  CCIU 

22-Sep-10 

SPCMCA  issued  Superseding  Order  for  Preliminary  Classification 
Review  of  PFC  Manning’s  Mental  Impressions  ordering  PFC  Manning 
to  meet  with  the  defense  security  expert  by  8  Ocober  2010 

22-Sep-10 

TC  received  an  update  from  CCIU 

23-Sep-10 

TC  worked  issue  of  getting  psychiatric  expert  for  Defense 

27-Sep-10 

TC  met  with  DIA  and  communicated  with  OGA1  to  arrange  a  meeting 
with  its  OGC;  also  communicated  with  MEDCOM  regarding  PFC 
Manning’s  mental  health  records 

28-Sep-10 

DC  requested  second  Defense  security  expert  to  assist  PCR,  for  PCR  to 
take  place  in  SCIF,  and  for  PFC  Manning  to  be  given  access  to 
classified  information.  DC  advised  SPCMCA  that  security  expert 
opined  that  PCR  could  not  be  completed  within  the  suspense. 

28-Sep-10 

TC  communicated  with  MEDCOM  regarding  PFC  Manning’s  mental 
health  records  and  received  an  update  from  CCIU 

29-Sep-10 

TC  communicated  with  MEDCOM  regarding  PFC  Manning’s  mental 
health  records 

30-Sep-10 

TC  discussed  classification  reviews  with  HQDA  and  made 

arrangements  for  a  SCIF  at  which  to  conduct  Defense  meetings,  PCR, 
and  706  board 

30-Sep-10 

CID  requested  PFC  Manning’s  command  to  preserve  any  additional 
hard  drives  used  during  his  deployment  to  Iraq 

1-Oct-lO 

TC  communicated  with  DC  regarding  SCIF  and  expert  issues,  and 
communicated  with  OGC,  OGA1  to  arrange  a  meeting 

4-Oct-lO 

TC  discussed  with  DC  the  ability  of  PFC  Manning  to  discuss  classified 
information  with  DC;  TC  met  with  MDW  security  about  storage  of 
classified  information  for  DC;  TC  communicated  with  DIA 

7-Oct-lO 

TC  communicated  with  DC  to  discuss  SCIF  venue  for  DC  and  security 
experts 

10-0ct-10 

CCIU  notified  the  TC  that  it  had  developed  a  program  to  track  DOS 
MRNs 

12-Oct-lO 

SPCMCA  appointed  expert  consultant  in  forensic  psychiatry  for 

Defense  (DOL  Benedek) 

12-Oct-lO 

SPCMCA  appointed  second  Defense  security  expert  to  assist  with  PCR 
(Mr.  Hall) 

12-Oct-lO 

SPCMCA  excluded  the  period  from  12  Jul  10  until  12  Oct  10  as 
excludable  delay  under  R.C.M.  707(c)  in  an  accounting  memorandum. 

12-Oct-lO 

SPCMCA  appointed  security  officer  for  the  RCM  706  board 

12-Oct-lO 

TC  received  an  update  from  CCIU 

13-Oct-lO 

TC  met  with  FBI  and  CCIU  and  received  an  update 

15-Oct-lO 

TC  informed  706  board  that  board  was  still  delayed  due  to  clearance 
issues;  TC  worked  on  discovery  production  of  the  unclassified  file 

18-Oct-lO  ' 

TC  received  original  classification  review  of  the  Apache  video; 
communicated  with  DA  to  discuss  classification  of  evidence;  continued 
to  work  on  discovery  of  the  unclassified  file 

19-Oct-lO 

TC  followed  up  with  CCIU  to  obtain  feedback  on  the  MRN  RFI; 
continued  to  work  on  discovery  of  the  unclassified  file 

19-Oct-lO  ' 

TC  rehearsed  procedures  for  movement  of  PFC  Manning  from  MCBQ 
to  the  Field  Investigative  Unit  (FIU)  SCIF 

20-0ct-10 

TC  communicated  with  CENTCOM  to  discuss  a  classification  review 
and  DA  to  discuss  evidence  classification;  TC.  called  CCIU  to  discuss 
some  of  the  charges 

21-Oct-lO 

TC  met  with  FBI  and  DIA  regarding  the  case 

21 -Oct- 10 

DC  requested  documentation  PFC  Manning  signed  dealing  with 
information  security,  his  training  records,  and  a  TS-SCI  stand-alone 
system  with  a  removable  hard  drive. 

22-Oct-lO 

Discovery  Production  Bates  #  00000001  -  00000429  (429  pages), 
including  Preferral  Packet  [Unclassified] 

22-Oct-lO 

WL  released  400,000  alleged  classified  incidents  from  the  CIDNE/Iraq 
database  (S3,4,  CII) 

22-Oct-lO 

TC  worked  on  discovery  of  the  unclassified  file 

25-Oct-lO 

TC  contacted  CCIU  to  receive  additional  feedback  on  the  MRN  RFI 

26-Oct-lO 

TC  met  with  DIA,  CID,  FBI,  and  DOJ 

27-Oct-lO 

TC  attended  IRTF  meeting,  met  with  CCIU  and  FBI  for  update  on 
investigation. 

27-Oct-lO 

Defense  security  experts  interviewed  PFC  Manning  for  PCR 

28-Oct-lO 

DC  requested  appointment  of  expert  in  information  assurance  to  the 
Defense  team 

29-Oct-lO 

DC  submitted  a  discovery  request 

29-Oct-lO 

DC  requested  TS  stand  alone  system  to  review  discs  for  DC  experts 

29-Oct-lO 

TC  worked  on  gathering  information  responsive  to  DC  request  for 
records  for  Defense  experts  (PFC  Manning’s  training  records,  etc.,) 

l-Nov-10 

Defense  experts  requested  TC  provide  its  security  experts  with  the 
classification  guide  used  to  classify  the  information,  the  link  to  the 
video  that  was  allegedly  released  by  PFC  Manning,  and  the  damage 
assessments  conducted  by  the  OCAs 

2-Nov-10 

TC  worked  on  access  authorization  request  for  Defense  security 
experts;  TC  gave  DC  a  safe 

3-Nov-10 

CID  conducted  a  second  search  of  PFC  Manning’s  aunt’s  house  and 
discovered  additional  digital  media:  (l)hard  disk  drive,  (3)  SD  memory 
cards,  (1)  smart  media  card,  (14)  CD-R  discs,  (2)  CD-RW  discs,  (1) 

USB  memory  card,  (1)  book ,  and  a  sealed  box  with  PFC  Manning’s 
personal  belongings  from  Kuwait 

4-Nov-10 

TC  communicated  with  COL  Malone  who  indicated  he  could  provide 
care  for  PFC  Manning,  in  the  absence  of  the  USN  provider,  as  he 
possesses  the  proper  clearance  and  has  a  history  with  PFC  Manning 

7-Nov-10 

TC.  reviewed  IRTF  material,  became  aware  that  ONCIX  was  starting  a 
similar  review,  and  downloaded  all  DOS  cables  for  potential  charging 
decision 

9-Nov-10 

TC  met  with  CCIU  to  discuss  investigative  update,  forensics,  dates  for 

chat  logs,  SOUTHCOM  documents  on  SIPR  computer,  and  evidence  of 
Farah  downloads.  TC  met  with  DOS  legal  advisers,  briefed  them  on 
what  TC  needed  to  prosecute  and  the  ongoing  process  of  determining 
the  proper  OCA  to  review  specific  documents 

10-Nov-lO 

Discovery  Production  Bates  #  00000430  -  00000450  (21  pages), 
including  Initial  Article  32  Packet  [Unclassified] 

10-Nov-lO 

SPCMCA  issued  supplemental  guidance  for  the  PCR 

10-Nov-lO 

SPCMCA  excluded  the  period  from  12  Oct  10  until  10  Nov  10  as 
excludable  delay  under  R.C.M.  707(c)  in  an  accounting  memorandum 

10-Nov-lO 

TC  met  with  DOS  to  pick  up  documents  as  well  as  deliver  classified 
information  to  DOS  for  review 

10-Nov-lO 

SPCMCA  and  G2  approved  defense  security  experts  to  use  DIPR  and 
JWICS  for  PCR 

11 -Nov- 10 

Discovery  Production  Bates  #  00000451  -  00000474  (24  pages), 
including  Initial  Article  32  Packet  [Unclassified] 

15-Nov-lO 

DC  submitted  a  discovery  request 

16-Nov-lO 

DC  requested  coordination  for  PFC  Manning’s  movement  so  that 

Defense  security  experts  could  meet  with  him;  DC  requested  to  meet 
with  PFC  Manning  outside  of  MCBQ. 

16-Nov-10 

TC  met  with  FBI  agent  and  with  OGA1  to  discuss  investigative  leads 
and  potential  use  of  documents 

17-Nov-10 

TC  met  with  IRTF  to  discuss  compromised  information 

19-Nov-10 

Discovery  Production  Bates  #  00000475  -  00000662  (188  pages), 
including  Initial  Article  32  Packet  (Unclassified] 

19-Nov-10 

TC  produced  USCENTCOM  and  MNF-1  security  classification  guides 
to  DC  [classified] 

24-No  v- 10 

DOS  informed  TC  that  DOS  completed  their  preliminary  review  of  the 
proposed  cables  and  asked  to  schedule  a  meeting 

28-Nov-10 

WL  began  releasing  alleged  DOS  classified  cables  (S,  12, 13,  CD) 

29-Nov-10 

DC  requested  appointment  of  investigator  for  Defense 

29-Nov- 
10-20  Apr 
11 

TC/DC  communication,  TC/PFC  Manning  Command,  SPCMCA,  and 
MCBQ  interaction  regarding  PFC  Manning’s  custody  and  confinement 
while  at  MCBQ 

30-Nov-10 

DC  requested  an  update  on  when  the  new  charge  sheet  would  be 
preferred  and  on  POI  restrictions  for  PFC  Manning  and  requested 

coordination  for  DC  to  meet  PFC  Manning  at  Fort  Belvoir  on  14-15 
December 

30-Nov-10 

TC  met  with  DOS  to  discuss  charged  documents  and  classification 

review;  TC,  via  memorandum,  requested  the  Deputy  Chief  of  Staff 'for 
Intelligence  for  assistance  and  direction  to  ensure  the  appropriate 
original  classification  authority  conduct  a  classification  review  of  2 
power-point  presentations  and  JTF-Guantanamo  Bay  Detainee 
Assessments 

30-Nov-8 
Dec  10 

TC  coordinating  location  of  and  transportation  for  the  accused  for  DC 
14-15  Dec  visit 

1 -Dec- 10 

TC  met  with  DOS  and  DOS  FOIA  section  and  with  MDW  for  space 
utilization. 

2-Dec- 10 

TC  mew  with  CCIU  and  DOJ  to  discuss  external  hard  drive 

8-Dec- 10 

DC  submitted  a  discovery  request 

9-Dec- 10 

TC  met  with  the  FBI  and  EDVA 

13-Dec-10 

Results  of  PCR  provided  to  the  Government. 

13-Dec-10 

TC  received  an  update  on  the  forensic  examination  of  SID  card 
discovered  at  PFC  Manning’s  aunt’s  house  and  discussed  travel  to  New 
York  with  CCIU 

14-Dec-10 

TC  met  with  OGA1  and  CCIU 

16-Dec-10 

Sec  Army  directed  LTG  Caslen  to  conduct  AR 15-6  investigation  into 
the  alleged  crimes  committed  by  PFC  Manning 

17-Dec-10 

SPCMCA  denied  DC  request  for  appointment  of  investigator 

17-Dec-10 

SPCMCA  excluded  the  period  from  10  Nov  10  until  17  Dec  10  as 
excludable  delay  under  R.C.M.  707(c)  in  an  accounting  memorandum 

18-Dec- 10 

Defense  requested  the  names  of  members  on  the  RCM  706  board 

20-Dec- 10 

TC  met  with  CCIU,  EDBA  and  DOJ  about  prosecutorial  coordination; 
met  with  OSJAto  coordinate  MCBQ  confinement  conditions;  TC 
received  a  situational  report  (SITREP)  from  movement  team  regarding 
PFC  Manning 

20-21  Dec 
10 

TC  contacted  Dr.  Sweda  to  confirm  RCM  706  members  remained  Dr. 
Sweda,  LTC  Schneider,  and  CPT(P)  Benesh.  Dr.  Sweda  advised  he  was 
going  to  substitute  LTC  Hemphill  for  LTC  Schneider  because  she  had 
more  time  to  devote  to  the  RCM  706  board 

30-Dec-10 

Defense  submitted  MRE  505(h)  motion  for  RCM  706  board 

30-Dec-10 

TC  met  with  DISA  analyst  to  discuss  web  analysis,  with  Sec  Army  15-6 
team  to  discuss  investigative  lanes,  and  with  witness  CPT  Lim  at  Fort 
Meade,  MD 

3-Jan-ll 

Discovery  Production  Bates  #  00000663  -  00000771  (109  pages), 
including  Preliminary  Inquiry  [Unclassified] 

3-Jan-ll 

TC  met  with  DISA  and  CCIU  to  discuss  web  analysis 

4- Jan- 11 

TC  went  TDY  to  Fort  Drum  to  meet  with  witnesses 

5-Jan-ll 

DC  submitted  memorandum  to  CW4  Averhart  requesting  change  of  the 
PFC  Manning’s  classification  and  assignment 

5-Jan-ll 

Prosecution  responded  to  DC  notification  under  MRE  505(h) 

5-7  -  Jan- 
11 

TC  TDY  to  Fort  Drum  to  meet  with  witnesses 

9- Jan-11 

TC  met  with  CCIU  and  picked  up  discs 

9- Jan- 11 

DC  emails  speedy  trial  request  to  TC 

10-Jan-ll 

DC  submitted  a  discovery  request 

10-Jan-ll 

TC  reviewed  all  of  the  classified  documents  requested  by  the  Sec  Army 
AR 15-6  team 

11 -Jan-11 

TC  met  with  DISA  and  OGAl 

12-Jan-ll 

DC  requested  CAPT  Moore  replace  COL  Benedek  as  forensic 
psychiatrist  assigned  to  the  Defense  team 

13-Jan-ll 

DC  requested  speedy  trial  and  submitted  RCM  305(g)  request  to 
SPCMCA 

13-Jan-ll 

TC  requested  Army  G-2  grant  RCM  706  members,  TC  team  and  court 
reporter,  DC  team,  Article  32 IO,  and  COL  Malone  TS-SCI  security 
clearances 

13-Jan-ll 

DIA  informed  TC  that  ONCIX  wanted  to  meet  to  discuss  ONCIX  plans 
to  compile  a  damage  assessment  Coordinated  meetings  with  ONCIX 
to  discuss  ONCIX  charter  regarding  damage  assessments 

14-Jan-ll 

Discovery  Production  Bates  #  00000772  -  00000851  (80  pages), 
including  15-6  Investigation  [Unclassified] 

14- Jan- 11 

SPCMCA  appointed  expert  in  information  awareness  for  Defense 

14-Jan-ll 

SPCMCA  approved  Defense  request  for  expert  in  forensic  psychiatry 
(CAPT  Moore) 

14-Jan-ll 

SPCMCA  excluded  the  period  from  17  Dec  10  until  14  Jan  11  as 
excludable  delay  under  R.C.M.  707(c)  in  an  accounting  memorandum. 
SPCMA  acknowledged  the  Defense’s  request  for  Speedy  Trial 

19- Jan- 11 

DC  submitted  a  discovery  request  and  request  for  preservation  of 
evidence 

19-Jan-ll 

TC  requested  Original  Classification  Authority  (OCA)  review  by  DoD 

19-Jan-ll 

PFC  Manning  submits  Article  138  complaint 

21-Jan-ll 

SPCMCA  denied  Defense  RCM  305(g)  request 

21-Jan-ll 

TC  met  with  CCIU,  FBI,  and  EDVA  focusing  on  forensic  update  and 
with  additional  2/10  MTN  witnesses  not  previously  available;  TC 
received  notification  from  HQDA  G2  that  additional  information  was 
needed  of  RCM  706  board  members  to  process  their  eQuip  applications 

21-Jan-ll 

TC  emailed  RCM  706  board  members  advising  that  clearances  are 
expedited  and  read  on  requirements  follow  in  Crystal  City,  VA. 
Estimation  is  read  on  in  2  weeks  with  RCM  706  restart  the  following 
week 

25-Jan-ll 

TC  notified  DC,  IO,  and  other  necessary  parties  that  they  are  ready  to 
schedule  their  indoctrination  for  clearance  purposes;  updated  the  IO 
with  the  current  status  of  the  Article  32  delay 

26-Jan-ll 

TC  met  with  FBI  and  DIA  in  reference  to  investigation,  Garani  video, 
and  CIDNE  background 

27- Jan-11 

TC  met  with  DOJ,  with  DOS  to  give  case  update,  with  ER.TF  and  FBI; 

TC  worked  on  special  security  instructions  for  the  RCM  706  inquiry 

31-Jan-ll 

All  RCM  706  board  members  granted  security  clearance  (TS-SCI)  and 
read-on  (SCI);  civilian  DC  (CDC),  Mr.  Coombs,  granted  interim  TS- 
SCI  clearance 

31-Jan-ll 

IO  is  read-on  for  TS-SCI  clearance 

1 -Feb- 11 

CPT  Bouchard,  DC,  is  read-on 

2-Feb-ll 

TC  met  with  ONCIX  to  understand  the  damage  assessment  process  and 
how  ONCIX  was  proceeding 

3-Feb-ll 

SPCMCA  ordered  RCM  706  to  resume  with  a  4  week  suspense. 
SPCMCA  issued  a  protective  order  for  classified  information,  required 
the  board  to  interview  PFC  Manning  in  a  SCIF,  and  ordered  the  board 
to  complete  a  DC  requested  comprehensive  neurological  examination  to 
include  a  CAT  scan 

3-Feb-ll 

CDC,  Mr.  Coombs,  read-on 

3-Feb-ll 

TC  met  with  OSJA.  TC  worked  with  OCAs  to  get  disclosure  authority 
for  Defense 

4-Feb-ll 

TC  reviewed  draft  Sec  Army  AR 15-6 

7-Feb-ll 

DC  requested  that  CAPT  Moore  monitor  the  RCM  706  board.  DC 
notified  RCM  706  board  that  the  4  week  suspense  was  aspirational  and 

the  board  should  feel  free  to  take  the  time  necessary  to  conduct  a 
thorough  and  complete  examination,  and  that  any  request  for  an 
extension  of  time  by  the  board  would  undoubtedly  be  granted 

7-8  Feb-11 

TC  delivered  allied  documents  to  RCM  706  board.  Board  members 
signed  protective  order 

8-Feb-ll 

TC  met  with  TCAP 

9-Feb-ll 

Discovery  Production  Bates  #  00000852  -  00001049  (198  pages), 
including  Medical  Records  [Unclassified] 

9-Feb-ll 

Discovery  Production  Bates  #  00001050  -  00001051  (2  pages), 
including  Certificate  of  Service  -  to  Liberty  TDS  [Unclassified] 

9-Feb-ll 

TC  reviewed  list  of  approved  cables  provided  by  DOS 

9-11 -Feb- 
11 

Dr.  Sweda  coordinated  with  TC/DC.  Proposed  schedule  of 
unclassified  interview  with  PFC  Manning  on  16  Feb  11  at  MCBQ 
followed  by  testing  on  17  Feb  10  at  MCBQ.  TC  advised  working  on 
obtaining  a  SCIF  on  Fort  Belvoir  for  1  Mar  1 0  for  the  classified 
interview  of  PFC  Manning 

11 -Feb-11 

TC  met  with  JGOEDDO 

14-Feb-ll 

Sec  Army  AR  1 5-6  Investigation  completed 

15-Feb-ll 

SPCMCA  excluded  the  period  from  14  January  2011  until  15  Feb  11  as 
excludable  delay  under  R.C.M.  707(c)  in  an  accounting  memorandum. 
SPCMCA  acknowledged  the  Defense’s  request  for  Speedy  Trial 

15-Feb-ll 

TC  met  with  CCIU  focused  on  examining  unallocated  space  on  PFC 
Manning’s  media.  TC  advised  IO  that  RCM  706  board  had  3  Mar  10 
suspense  date  and  TC  anticipated  Article  32  would  be  ready  to  begin  by 
15  Mar  1 1  and  last  3  days 

15-Feb-ll 

DC  requested  to  meet  with  PFC  Manning  in  a  SCIF  on  24  Feb  10 

16-Feb-ll 

DC  submitted  a  discovery  request 

16-Feb-ll 

RCM  706  board  convened 

17-Feb-ll 

DC  submitted  motion  to  compel  discovery 

1 8-Feb-ll 

DC  requested  appointment  of  neuropsychologist  for  Defense 

1 8-Feb-ll 

DC  requested  TC  to  expedite  MCBQ  gate  escort  processing  so  PFC 
Manning’s  mother  could  have  more  time  to  visit  him 

1 8-Feb-ll 

TC  requested  assistance  of  ONCIX  to  obtain  individual  agency  damage 
assessments  from  agencies  from  whom  ONXIC  requested  input 

■W  ^ 

21 -Feb-11 

DC  requested  TC  to  arrange  for  a  SCIF  to  be  available  for  DC  to  meet 
with  PFC  Manning.  DC  advised  needing  14  days  notice  to  purchase  a 
reasonably  priced  airline  ticket  TC  advised  DC  that  it  has  the  DIU 

SCIF  available  but  DC  had  objected  to  using  it 

22-Feb-ll 

CENTCOM  completed  classification  review  of  2  power-point 
presentations 

24-Feb-ll 

TC  TDY  to  Charlottesville,  VAto  meet  with  witnesses 

1 

25-Feb-ll 

DC  advised  TC  that  earliest  availability  to  meet  with  PFC  Manning  in  a 
SCIF  would  be  the  week  of  7  Mar  1 1 .  DC  further  advised  needing  a 
full  day  with  PFC  Manning.  DC  gave  alternative  dates  of 22-25  Mar  11 

25-Feb-30- 

Mar-11 

TC  coordinated  DC  and  RCM  706  board  SCIF  interviews  with  PFC 
Manning 

25-Feb-ll 

TC  submitted  response  to  DC  motion  to  compel  discovery  to  the  Article 
32 10 

26-Feb-ll 

TC  met  with  Trial  Counsel  Assistance  Program  (T.CAP )  and 
Government  Appellate  Division  (GAD) 

25-27-Feb- 

11 

TC  and  DC  communicate  regarding  discovery.  TC  advised  DC  will 
give  discovery  as  soon  as  receive  approvals 

28-Feb-ll 

DOS  communicated  to  TC  that  it  granted  authority  to  use  select 
classified  information  at  trial  so  long  as  it  remained  classified;  TC  met 
with  civilian  criminal  law  expert  regarding  charging  Article  104,  UCMJ 
and  with  OS  JA. 

1 -Mar- 11 

Additional  charges  preferred;  TC  met  with  ONCIX  for  update  and  with 
ODNI 

2-Mar- 11 

PFC  Manning  served  with  new  charge  sheet  and  Art  138  response 

3-Mar- 11 

TC  met  with  DOS  focusing  on  possible  discovery  and  completion  of 
formal  classification  reviews;  TC  met  with  INSCOM  facilities  manager 
to  tour  SCIF  for  RCM  706  board,  including  how  to  provide  PFC 
Manning  the  most  privacy  permissible  in  the  building 

3-Mar- 11 

DC  requested  to  meet  with  PFC  Manning  in  a  SCIF  before  the  RCM 

706  board  interview.  RCM  706  scheduled  a  tentative  interview  with 

PFC  Manning  on  1 1  Mar  1 1  (Friday)  in  a  SCIF.  TC  advised  that 
interview  of  accused  in  SCIF  should  take  place  on  a  Saturday  when  no 
workers  would  be  in  the  area 

4-Mar- 11 

TC  met  with  DOJ  to  discuss  Art  104  and  federal  law  and  met  with  the 
SPCMCA  | 

5-Mar- 11 

DC  requested  his  meeting  with  PFC  Manning  take  place  on  1 1  -1 2  Mar 

1 1  with  alternate  dates  of 25-26  Mar  1 1 .  TC  advised  had  to  confirm 
with  security  detail  and  would  know  7  Mar  1 1 

7-Mar- 11 

DC  requested  his  meeting  with  PFC  Manning  take  place  on  25  -  26  Mar 
11.  TC  prepared  to  move  PFC  Manning  on  11-12  Mar  or  25-26  Mar  11 

8-Mar- 11 

Discovery  Production  Bates  #  00001052  -  00011448  (10397  pages), 
including  35F  TRN  POI  and  Quantico  Art  138  Response  [Unclassified] 

8-Mar- 11 

DC  requested  appointment  of  mitigation  expert  to  Defense  team 

8-Max- 11 

TC  met  with  OGC,  ODNI  to  discuss  discovery  and  classification 
review  of  intelink  logs 

8-Mar- 11 

RCM  706  board  requested  to  interview  PFC  Manning  on  26  Mar  11 

10-Mar- 11 

Defense  submitted  Art  138  rebuttal 

11 -Mar-11 

TC  met  with  OGA2  to  discuss  discovery  and  classification  reviews 

14-Mar- 11 

RCM  706  board  submitted  extension  request  with  a  proposed  suspense 
of  29  Apr  11 

14-Mar- 11 

TC  sent  requests  for  approval  to  disclose  classified  information  to  the 
Defense  from  DA  G-2,  DOS,  ODNI,  and  OGA2 

14-Mar- 11 

TC  advised  Dr.  Sweda  that  RCM  706  board  interview  of  PFC  Manning 
couldn’t  take  place  on  26  Mar  1 1  because  DC  is  meeting  with  him  on 
that  date.  Proposed  2  Apr  11  as  an  alternate  date.  RCM  706  board 
scheduled  an  MRI  and  neurological  examination  for  PFC  Manning  on 

23  Mar  1 1  at  Walter  Reed  Army  Medical  Center  (WRAMC)  and 
scheduled  the  board  meeting  with  PFC  Manning  on  9  Apr  2011 

15-Mar-ll 

TC  procured  DC  a  neuropsychologist 

16-Mar- 11 

TC  received  unclassified  classification  review  for  Apache  video;  TC 
met  with  CCIU,  EDVA,  and  FBI 

18-Mar- 11 

Original  charges  dismissed.  SPCMCA  directed  Article  32 IO  to 
investigate  1  Mar  11  charges. 

18-Mar- 11 

SPCMCA  approved  R.C.M.  706  Board  Extension  Request  and  directed 
the  Board  to  complete  its  work  by  16  Apr  1 1 . 

18-Mar- 11 

SPCMCA  excluded  the  period  from  1 5  Feb  1 1  until  1 8  Mar  1 1  as 
excludable  delay  under  R.C.M.  707(c)  in  an  accounting  memorandum. 
SPCMCA  acknowledged  the  Defense’s  request  for  Speedy  Trial 

18-Mar- 11 

TC  requested  classification  reviews  from  the  following  agencies  or 
departments:  CENTCOM,  CYBERCOM,  INSCOM,  ODNI,  DOS, 

DISA,  OGA1,  OGA2  and  SOUTHCOM 

18-Mar- 11 

ERTF  completed  line-by-line  review  of  chat  logs  to  send  to  appropriate 
OCAs 

20-Mar- 11 

SPCMCA  approved  RCM  706  board  delay  but  with  an  earlier  suspense 
of  16  Apr  11 

21-Mar-ll 

TC  submitted  Request  for  Consent  to  Disclose  Classified  Information 
to  Defense  to  DISA  and  DIA 

23-Mar- 11 

PFC  Manning  underwent  an  MRI  and  was  seen  by  a  neurologist 

23-Mar-ll 

TC  received  Secretary  of  the  Army  AR  15-6  investigation 

24-Mar- 11 

0GA1  authorized  the  disclosure  of  charged  documents 

26-Mar- 11 

DC  met  with  PFC  Manning  at  INSCOM  SCIF  for  pre-RCM  706 
interview  meeting 

28-Mar- 11 

Walter  Reed  AMH  psychology  department  contacted  the  psychology 
consultant  to  the  Surgeon  General  in  an  attempt  to  locate  a 
neuropsychologist  for  the  Defense  team 

29-Mar- 11 

DOS  authorized  disclosure  of  discovery 

29-Mar- 11 

Potential  neuropsychologist  for  RCM  706  board  identified,  but  not 
available  until  11  April 

30-Mar- 11 

TC  met  with  MDW  security 

31 -Mar-11 

TC  conduct  walkthrough  of  Fort  Meade  courtroom;  DC  requested  PFC 
Manning’s  unit  provide  a  new  ACU  for  PFC  Manning 

4- Apr- 11 

TC  met  with  DO  J 

5-Apr-ll 

SPCMCA  appointed  neuropsychologist  for  Defense 

5-Apr-ll 

SPCMCA  denied  Defense  request  for  mitigation  expert 

5- Apr-11 

TC  met  with  CCIU  to  review  the  CCIU  case  file,  with  J6,  MDW  to 
discuss  computer  systems  for  discovery,  and  with  ODNI,  OGA1, 

OGA2,  DOD,  and  OTJAG 

6- Apr- 11 

TC  submits  second  request  to  OGA1  for  authority  to  disclose  classified 
information  to  the  defense;  TC  met  with  CCIU  to  review  the  CCIU  case 
file 

7-Apr-ll 

Discovery  Production  Bates  #  00011449  -  00011462  (14  pages), 
including  Art  138  Response  [Unclassified] 

7-Apr-ll 

TC  met  with  CCIU  to  review  the  CCIU  case  file  and  with  DOS  to 
deliver  classified  material 

8-Apr-ll 

TC  met  at  Fort  Meade  courtroom  to  discuss  construction  requirements 

9- Apr- 11 

Discovery  Production  Bates  #  00011463  -  00011573  (111  pages), 
including  Art  138  Response  [Unclassified] 

9- Apr- 11 

RCM  706  board  interviewed  PFC  Manning 

10-Apr-ll 

PFC  Manning  filed  Art  138  complaint  to  the  Secretary  of  the  Navy 

11 -Apr- 11 

TC  met  with  CCIU  1 ,  CCIU  2 

12-Apr-ll 

Discovery  Production  Bates  #  00011574  -  00012711  (1138  pages), 
including  Security  Classification  Guide,  OMPF,  Enemy  Information 
[Unclassified] 

12-Apr-ll 

Prosecution  responded  to  Defense  discovery  requests  dated  29  Oct  10, 

1  Nov  10, 15  Nov  10,  8  Dec  10, 10  January  2011  and  16  February  20 11 

12- Apr- 11 

TC  met  with  DOJ  to  discuss  discovery  issues,  preservation  requests, 
and  prudential  search  requests 

15- Apr-11 

RCM  706  board  advised  TC  that  the  Board  report  was  98%  complete 
but  the  Board  wanted  an  additional  week  to  meet,  review,  and  finalize 
the  report.  RCM  706  board  submitted  extension  request  for  22  April  1 1 
suspense 

15-Apr-ll 

SPCMCA  approved  RCM  706  board  extension  request 

18- Apr- 11 

Discovery  Production  Bates  #  00012712  -  00012720  (9  pages), 
including  Art  13  8  Response  [Unclassified] 

18-Apr-ll 

TC  met  with  DC3  to  discuss  capabilities 

19- Apr- 11 

TC  met  with  FBI  to  coordinate  review  of  paper  file  and  submitted  a 
request  to  the  FBI  to  review  files  relevant  to  PFC  Manning;  TC  met 
with  OTJAG  in  reference  to  handling,  use,  or  discovery  of  classified 
information 

20-Apr-ll 

PFC  Manning  transferred  from  Quantico  to  the  Joint  Regional 
Correctional  Facility  (JRCF),  Fort  Leavenworth,  Kansas. 

20- Apr- 11 

DC  requested  expert  neuropsychologist  near  Fort  Leavenworth 

20-Apr-ll 

TC  met  with  National  Media  Exploitation  Center  (NMEC)  to  learn 
what  they  do  and  how  they  could  assist 

22- Apr- 11 

The  RCM  706  board  submitted  its  report 

22-Apr-ll 

SPCMCA  excluded  the  period  from  1 8  Mar  1 1  until  22  Apr  20 1 1  as 
excludable  delay  under  R.C.M.  707(c)  in  an  accounting  memorandum. 
SPCMCA  acknowledged  the  Defense’s  request  for  Speedy  Trial 

24-Apr- 

llthru21- 

Jun-11 

WL  released  765  alleged  classified  Guantanamo  Bay  detainee 
assessment  briefs  (S8,  9,  CD) 

25- Apr- 11 

TC  requested  delay  of  Article  32  investigation  until  the  earlier  of  the 
completion  of  the  OCA  Disclosure  Requests  and  OCA  Classification 
Reviews  or  25  May  1 1 ,  requested  the  period  between  22  Apr  and  25 

May  1 1  be  excludable  delay  under  RCM  707(c),  and  stated  TC  would 
update  the  SPCMCA  NLT  25  May  11 

25-Apr-ll 

TC  met  with  CCIU  to  coordinate  for  specific  screenshots  and  with 

ODNI  to  pick  up  interagency  documents 

26- Apr-11 

DC  opposed  TC  excludable  delay  request,  requested  the  SPCMCA  -  in 
order  to  avoid  Article  32  delay  -  to  direct  either  substitutions  or 
summaries  for  relevant  classified  information,  requested  DC  be  allowed 
to  inspect  all  unclassified  information  discoverable  under  RCM  405(g) 
and  701(a),  and  requested  TC  arrange  DC  interview  of  13  CID 
witnesses  be  provided  to  DC  to  avoid  any  delay  in  the  Article  32 

27- Apr- 11 

TC  met  with  Jl,  MDW  to  discuss  MDW  jurisdiction  and  with  planners 
for  OPLAN  BRAVO 

27-29-Apr 

-11 

TC  reviewed  FBI  investigative  file  relevant  to  PFC  Manning 

28-Apr-l  1 

0GA2  approved  discovery  disclosure 

29-Apr-ll 

SPCMCA  approved  TC  request  for  a  delay  of  Article  32  investigation 

4-May-ll 

SPCMCA  approved  Defense’s  request  for  expert  in  neuropsychology 
(Dr.  Patrick  Armistead-Jehle) 

6-May- 11 

TC  requested  from  OGAla  second  classification  review  and  approval 
to  disclose  classified  material  to  the  Defense 

10-May- 11 

TC  met  with  DOD  OGC,  OTJAG  and  DOJ  in  reference  to  DOD 
prudential  search  request 

11 -May- 11 

TC  attended  meeting  at  Fort  Meade  courtroom  to  discuss  renovations 

12-May- 11 

Discovery  Production  Bates  #  00012721  -  00012924  (204  pages), 
including  Art  138  Response  [Unclassified] 

12-May- 11 

SPCMCA  excluded  the  period  from  22  Apr  11  until  12  May  11  as 
excludable  delay  under  R.C.M.  707(c)  in  an  accounting  memorandum. 
The  Convening  Authority  acknowledged  the  Defense’s  request  for 

Speedy  Trial 

12-May- 11 

TC  met  with  Fort  Meade,  OSJA  2  and  with  MDW  security 

13-May-ll 

Defense  submitted  a  discovery  request 

16-May- 11 

TC  met  with  OTJAG  and  OGA2  to  discuss  classification  review  of 
unclassified  CID  information 

18-May- 11 

TC  met  at  Andrews  Air  Force  Base  courtroom  for  courtroom  visit;  TC 
reviewed  FBI  investigation  files  relevant  to  PFC  Manning 

19-May- 11 

TC  received  an  email  from  OGA2  with  OCA  completed  review  of  chat 
logs 

20-May- 11 

Federal  judges  begin  issuing  disclosure  and  protective  orders  governing 
material  related  to  the  court-martial 

22-May- 11 

TC  submitted  its  second  request  to  delay  Article  32  investigation  until 
the  earlier  of  completion  of  OCA  disclosure  requests  and  classification 
reviews  or  25  Jim  1 ,  exclude  period  between  22  Apr  1 1  and  restart  of 
the  Article  32  as  excludable  delay  under  RCM  707(c),  and  stated  TC 
would  provide  SPCMCA  an  update  NLT  25  Jun  1 1 

22-May-ll 

TC  requested  OGA2  to  review  unclassified  CID  case  file 

23 -May- 11 

TC  met  with  OGA2  to  deliver  unclassified  information  for 
classification  review;  TC  met  with  TCAP  and  GAD  discussing 
prudential  search  requests 

24-May- 11 

Defense  objected  to  prosecution’s  request  to  delay  Article  32 
investigation 

24-May- 11 

TC  met  with  DOS  to  determine  full  extent  of  DSS  law  enforcement  file 

25-May- 11 

TC  met  with  DSS  to  discuss  sensitive  cable  and  review  of  DSS  files  for 

discovery 

25 -May- 11 

DC  requests  forensic  image  of  all  media  and  a  copy  of  all  government 

digital  forensic  reports 

25-May-16 
Aug  11 

TC  sends  prudential  search  requests  to  DIA,  DOD,  DOS,  NSA,  ODNI, 

ONCIX,  FBI,  DOJ,  EDVA,  U.S.  Attorney,  Southern  District  of  New 
York,  DISA,  and  OGA#l  memorializes  its  requests  for  OGAto  search, 
preserve,  and  disclose  any  material  relating  to  court-martial; 

26-May- 11 

SPCMCA  approved  prosecution’s  request  for  a  delay  of  Article  32 
investigation 

26-May-ll 

MDW  SJA  forwarded  prosecution  request  for  security  expert  and 
request  to  disclose  Secretary  of  the  Army  15-6 

31 -May- 11 

TC  met  with  OGC,  G1  and  with  OMC  clerk’s  office  to  discuss 
discovery  processes  and  programs 

1-Jun-ll 

TC  met  with  ODNI  and  with  OGA1 

3-Jun-ll 

TC  met  with  CCIU  and  a  witness 

3-Jun-ll 

TC  met  with  DOS  to  discuss  prudential  search  request  and  with  USN 
prosecution  of  POl  Martin  (national  security  case) 

5-Jun-ll 

TC  developed  a  system  to  track  Protected  Documents  and  Approvals' 

6-Jun-ll 

TC  submitted  prudential  search  request  to  DOD 

7-Jun-ll 

TC  met  with  EDVA  and  DOJ  to  review  all  search  warrants,  2703(d) 
order,  and  grand  jury  returns,  with  OTJAG  regarding  handling,  use,  or 
discovery  of  classified  information,  and  with  planners  OPLAN  BRAVO 

8-Jun-ll 

TC  met  with  DOJ 

8-Jun-ll 

TC  met  with  HQDA  classification  expert  to  review  all  unclassified  CDD 
files  and  with  OGA1,  OGA2,  DOJ,  ODNI,  OTJAG,  and  DOD 

9-Jun-ll 

Discovery  Production  Bates  #  00012925  -  00012933  (9  pages), 
including  Art  138  Response  [Unclassified] 

9-Jun-ll 

TC  met  with  CCIU  to  receive  copy  of  forensic  evidence,  loose  hard 
drives,  specialized  program,  and  forensic  report  and  with  planners  for 
OPLAN  BRAVO 

9-22-Jun- 

11 

TC  coordinating  DC  visit  to  PFC  Manning  at  JRCF  to  include  classified 
discussions 

10-Jun-ll 

TC  met  with  DOJ  and  with  Open  Source  Center  to  discuss  approvals; 

DC  requested  TC  detail  actions  taken  to  obtain  investigations 

conducted  by  DOD,  DOS,  DOJ,  and  other  intelligence  agencies 

13-Jun-ll 

TC  met  with  ONCIX  to  receive  update  brief 

17-Jun-ll 

SPCMCA  excluded  the  period  from  12  May  11  until  17  Jun  2011  as 

excludable  delay  under  R.C.M.  707(c)  in  an  accounting  memorandum. 
SPCMCA  acknowledged  the  Defense’s  request  for  Speedy  Trial 

17-Jun-ll 

TC  received  additional  discovery  documents  from  C3D 

19-Jun-ll 

TC  developed  a  Defense  request  tracking  system,  and  a  discovery 

tracking  system 

20-Jun-ll 

TC  met  with  OSJA 

21-Jun-ll 

TC  attended  a  meeting  at  Fort  Leavenworth  to  assist  with  movement  of 

PFC  Manning  to  TDS  office  and  met  with  OGA2  to  discuss  use  request 

22-Jun-ll 

SPCMCA  approved  facility  and  storage  of  classified  information 

22-Jun-ll 

SPCMCA  issued  Protective  Order  governing  law  enforcement  sensitive 

information  and  other  sensitive  information 

22-Jun-ll 

SPCMCA  issued  Protective  Order  governing  Secretary  of  the  Army  AR 

15-6  investigation 

22-Jun-ll 

TC  attended  a  meeting  to  arrange  for  an  emergency  replacement  escort 

for  PFC  Manning’s  movement 

23-Jun-ll 

TC  submitted  follow  up  requests  to  OCA  approval  of  charged 

documents  to:  DA  G2,  DLA,  FBI,  and  OGA1 

27-Jun-ll 

TC  submitted  its  third  request  for  delay  of  Article  32  investigation  until 

the  earlier  of  the  completion  of  the  OCA  Disclosure  Requests,  OCA 
classification  reviews,  authorization  to  disclose  protected  unclassified 
information,  and  the  final  review  of  the  CID  case  file  by  the  NSA  and 
OGA  or  27  Jul  11,  requested  the  period  between  22  Apr  1 1  and  the 
restart  of  the  Article  32  be  excludable  delay  under  RCM  707(c),  and 
stated  TC  would  provide  SPCMCA  an  update  NLT  25  Jul  1 1 

28-Jun-ll 

TC  met  with  DLA  and  with  OSJA;  TC  requests  to  review  FBI 
investigative  files  relevant  to  PFC  Manning 

29-Jun-ll 

DC  objected  to  prosecution’s  request  to  delay  Article  32  investigation 

29-Jun-ll 

TC  met  with  DLA  focused  on  prudential  search  request  and  with 

OTJAG  regarding  handling,  use,  or  discovery  of  classified  information 

30-Jun-ll 

Discovery  Production  Bates  #  00012934  -  00021363  (8430  pages),  Sec 
Army  15-6  [Unclassified] 

1-Jul-ll 

TC  reviewed  HQD  A  records  responsive  to  prudential  search  request  to 
DoD  but  not  TS-SCI  records  responsive  to  prudential  search  request 

5-Jul-ll 

SPCMCA  approved  TC  request  to  delay  Article  32  investigation 

6-Jul-ll 

DC  requested  additional  funding  for  expert  in  computer  forensics 

6-Jul-ll 

TC  met  with  DIA  and  with  MDW  staff  regarding  security  procedures 

and  responding  to  outside  organizations 

6-18-Jul- 

11 

CDC  and  TC  team  worked  on  encryption  issues  regarding  CDC  email 

7-Jul-ll 

TC  met  with  ODNI  to  discuss  intelink  logs  with  the  information 

technology  division  and  the  prudential  search  request 

7-Jul-2 

Aug-11 

DC  requests  additional  funding  for  digital  forensic  experts.  TC  team 
works  contracting/funding  issues 

8-Jul-ll 

DC,  CPT  Tooman,  received  security  clearance 

11-Jul-ll 

TC  reviewed  records  responsive  to  the  prudential  search  request  to 

OGA2 

12- Jul- 11 

Prosecution  requested  classification  review  of  intelink  passport  account 
from  ODNI 

13-Jul-ll 

SPCMCA  excluded  the  period  from  17  Jun  il  until  13  Jul  11  as 
excludable  delay  under  R.C.M.  707(c)  in  an  accounting  memorandum. 
SPCMCA  acknowledged  the  Defense’s  request  fojr  Speedy  Trial 

14-Jul-ll 

TC  attended  a  meeting  to  obtain  a  record  of  trial  for  a  national  security 
case 

14-Jul-ll 

ONCIX  notified  TC  that  it  will  require  authorization  from  other 
Government  agencies  to  retrieve  the  individual  agency  assessments 

18-Jul-ll 

TC  met  with  planners  for  OPLAN  BRAVO  to  conduct  a  vulnerability 
assessment 

19-Jul-ll 

TC  met  with  10  vulnerability  team  and  with  OGC,  DoD,  and  OTJAG  to 
discuss  prudential  search  requests 

20- Jul- 11 

TC  met  with  FBI  to  discuss  obtaining  a  copy  of  main  FBI  file  to 
conduct  Brady  review 

22- Jul- 11 

TC  met  with  DOJ  for  case  update  and  with  NMEC  to  discuss  classified 
information 

25-Jul-ll 

TC  submitted  its  fourth  delay  of  Article  32  investigation  until  the  earlier 
of  the  completion  of  the  OCA  Disclosure  Requests,  OCA  classification 
reviews,  authorization  to  disclose  protected  unclassified  information, 
and  the  final  review  of  the  CID  case  file  by  the  NSA  and  OGA  or  27 

Aug  1 1 ,  requested  the  period  between  22  Apr  1 1  and  the  restart  of  the 
Article  32  be  excludible  delay  under  RCM  707(c)  and  stated  TC  would 
provide  SPCMCA  with  an  update  NLT  25  Aug  11 

25-Jul-ll 

DC  objected  to  prosecution’s  request  for  delay  of  Article  32 
investigation  and  requests  speedy  trial 

25-Jul-ll 

Discovery  Production  Bates  #  00021364  -  00024382  (3019  pages), 
including  CID  information  [Unclassified] 

25-Jul-ll 

Discovery  Production  Bates  #  00036618  -  00036802  (185  pages), 
including  CED  information  [Unclassified] 

26- Jul- 1 1 

SPCMCA  approved  TC  request  for  a  delay  of  Article  32  investigation 

26-Jul-ll 

DC  advised  TC  that  DC  expert,  Mr.  Struttman,  required  a  security 
clearance 

28-Jul-ll 

DC  requested  assistance  with  encrypted  CD  of  discovery 

28-Jul-l  1 

TC  met  with  FBI  to  discuss  obtaining  a  copy  of  FBI  case  file  for  Brady 
review;  prosecution  submits  additional  preservation  request  to  FBI 

28-Jul-ll 

TC  submitted  updated  requests  for  classification  reviews  to:  OGA1, 
CENTCOM,  DOS,  INSCOM,  ODNI,  and  SOUTHCOM 

29- Jul- 11 

TC  met  with  EDVA 

29- Jul- 11 

Prosecution  prudential  search  request  to  DoD  distributed 

1 -Aug- 11 

TC  received  NDA  signed  by  PFC  Manning 

2-Aug-ll 

Discovery  Production  Bates  #  00036803  -  00036803  (1  pages), 
including  CID  information  [Unclassified] 

2-Aug-ll 

TC  met  with  security  expert  to  review  classified  forensic  reports  for 
equity  holders 

3-Aug-ll 

DC  requested  three  laptop  computers  for  Defense  security  experts 
during  RCM  706 

3 -Aug- 11 

DC  requested  expert  in  forensic  psychiatry  (Dr.  Grieger)  to  replace 
CAPTMore 

3-Aug-ll 

TC  met  with  OGA1  for  document  review 

4- Aug- 11 

TC  submitted  an  updated  request  for  classification  review  from 
SOUTHCOM ;  TC  submitted  renewed  requests  for  authority  to  disclose 
classified  information  to  the  defense  from  the  FBI,  DA-G2  and  DIA 

5-Aug-ll 

TC  requested  consent  from  FBI  to  disclose  classified  information  in 
discovery 

6- Aug- 11 

D6  requested  TC  purchase  computer  hardware  and  software  for 
defense  forensic  experts 

7-9  Aug- 11 

DC  requested  Cyber  Agents,  Inc.  be  appointed  Defense  expert  assistant. 
Discussions  between  parties  regarding  government  authority  to 
designate  a  contractor  as  an  expert 

8- Aug- 11 

TC  met  with  OGC  DOD  in  reference  to  prudential  search  request 

9- Aug- 11 

Defense  requested  forensic  computer  expert 

9-Aug-ll 

Discovery  Production  Bates  #  00036804  -  00042806  (6003  pages), 
including  Sec  Army  15-6  GOMORs  [Unclassified] 

10-Aug-ll 

SPCMCA  appointed  substitute  as  Defense  expert  in  forensic  psychiatry 
(LCDR  Moulton) 

10- Aug- 11 

SPCMCA  appointed  Defense  forensic  computer  experts  and  request  for 

computer  hardware 

10-Aug-ll 

SPCMCA  excluded  the  period  from  13  Jul  11  until  10  Aug  11  as 

excludable  delay  under  R.C.M.  707(c)  in  an  accounting  memorandum. 
SPCMCA  acknowledged  the  Defense’s  request  for  Speedy  Trial  dated 

13  Jan  1 1  and  the  Defense’s  renewed  request  for  Speedy  Trial  dated  25 
Jul  1 1 .  SPCMCA  provided  an  accounting  memorandum 

10-Aug-ll 

TC  met  with  OGA1  for  prudential  search  request  1  and  2 

11-Aug-ll 

Discovery  Production  Bates  #  00042807  -  00044864  (2058  pages), 
including  Pretrial  Confinement  Documents  [Unclassified] 

11 -Aug- 11 

TC  met  with  OGA1  for  prudential  search  request  1  and  2;  TC  submitted 
renewed  requests  for  authority  to  disclose  classified  information  to  the 
Defense  to  OGA1 

15-Aug-ll 

TC  submitted  an  additional  preservation  request  to  FBI  and  requested 
that  FBI  investigative  files  relevant  to  PFC  Manning  be  given  to  TC 

15- Aug- 11 

DC  requested  travel  orders  for  Dr.  Moulton 

16- Aug- 11 

TC  TDY  to  conduct  witness  interviews;  TC  submits  preservation 
request  to  SDNY 

17-Aug-ll 

TC  met  with  NGA  in  reference  to  prudential  search  request 

18- Aug- 11 

TC  met  with  CCIU 1 

19- Aug- 11 

TC  met  with  DOJ  1 

19- Aug- 11 

TC  met  with  DOS  to  discuss  sentencing 

20- Aug- 11 

WL  released  251,287  alleged  classified  DOS  cables  (S12.13,  CII) 

22- Aug- 11 

TC  met  with  OG1  and  CCIU  and  with  OTJAG  regarding  handling,  use 
or  discovery  of  classified  information. 

22- Aug- 11 

TC  conducted  witness  interview 

23-Aug-ll 

TC  re-sent  request  to  disclose  classified  information  to  the  FBI 

24- Aug- 11 

TC  met  with  JIEDDO  and  with  OGA1  and  CCIU  for  evidence 
collection 

24-Aug-ll 

DC  expert,  Mr.  Struttman,  granted  interim  security  clearance 

25-Aug-ll 

TC  submitted  its  fifth  request  for  delay  of  Article  32  investigation  until 
the  earlier  of  the  completion  of  the  OCA  Disclosure  Requests,  OCA 
classification  reviews,  determination  of  derivative  classifications,  final 
review  of  the  CID  case  file  by  the  NS  A,  and  release  authority  from 
relevant  district  court  judges,  or  27  Sep  11  and  requested  the  period 
between  22  Apr  1 1  and  the  restart  of  the  Article  32  investigation  be 
excludable  delay.  The  request  asserted  that  TC  would  provide 

SPCMCA  an  update  NLT  23  Sep  1 1 

25-Aug-ll 

DSS  provided  TC  with  DSS  investigative  file  through  3 1  Jul  10  which 

is  disclosed  to  the  Defense 

25-Aug-ll 

TC  met  with  DOJ  and  with  TC  met  with  ODN1  to  receive  authority  to 
obtain  and  disclose  individual  assessments 

25-Aug-ll 

TC  obtained  FBI  file  for  Brady  review.  FBI  did  not  authorize 
disclosure  without  a  protective  order  from  the  Court 

26- Aug- 11 

TC  met  with  DOS 

27-Aug-ll 

DC  objected  to  TC  request  to  delay  Article  32  investigation 

29- Aug- 11 

SPCMCA  approved  prosecution’s  request  for  delay  of  Article  32 
investigation 

31 -Aug- 11 

TC  conducted  witness  interview.  DC  proposed  10-20  Sep  11  for  their 
forensics  experts  to  review  CID  classified  forensic  reports.  TC 
estimated  receiving  final  approvals  to  give  CID  classified  forensic 
evidence  to  defense  by  the  last  week  of  Sep  1 1 

1 -Sep-11 

Discovery  Production  Bates  #  00044865  -  00045301  (437  pages), 
including  Military  Intelligence  Investigations  [Classified  and 
Unclassified] 

7-Sep-ll 

TC  requested  updated  requests  for  classification  reviews  from: 
CENTCOM,  DOS,  INSCOM,  ODNI,  OGA1,  and  SOUTHCOM;  DoD 
General  Counsel  advised  TC  that  the  Joint  Staff  is  the  point  of  contact 
for  DoD  for  the  prudential  search  request 

8-Sep-ll 

OGA1  consented  to  disclosing  CID  case  files 

9-Sep-ll 

RCM  706  members 

12-Sep-ll 

Final  CCIU  forensic  report  processed  for  release  to  Defense 

14-Sep-ll 

TC  met  with  DOS  leadership  to  discuss  ongoing  classification  review 

completion 

15-Sep-ll 

SPCMCA  excluded  the  period  from  10  Aug  11  to  15  Sep  11  as 
excludable  delay  under  R.C.M.  707(c)  in  an  accounting  memorandum. 
SPCMCA  acknowledged  the  Defense’s  13  Jan  11  request  for  Speedy 

Trial  and  renewed  request  for  Speedy  Trial  dated  25  Jul  1 1. 

16-Sep-ll 

TC  submitted  a  second  request  for  OGA1  classification  review;  TC 
provided  computer  hardware  and  software  requested  by  DC 

19-Sep-ll 

Discovery  Production  Bates  #  00024383  -  00024459  (77  pages), 
including  Deleted  Information  [Unclassified] 

19-Sep-ll 

TC  had  delivered  two  computer  hard  drives  and  software  to  Defense 

counsel  to  permit  review  of  classified  information 

20-Sep-ll 

DC  requested  courier  cards 

21-Sep-ll 

Defense  submitted  a  discovery  request  for  preservation  of  all  hard 

drives  in  Tactical  Sensitive  Compartmented  Information  Facility 
(TSCEF)  used  during  PFC  Manning’s  deployment 

22-Sep-ll 

TC  met  with  ONCIX  to  receive  update 

23-Sep-ll 

TC  met  with  WHMO  to  discuss  method  of  obtaining  WH  information 

26-Sep-ll 

TC  submitted  its  sixth  requested  delay  of  Article  32  investigation  until 

the  earlier  of  the  completion  of  OCA  Disclosure  Requests,  OCA 
classification  reviews,  final  determination  of  derivative  classifications, 
receipt  of  signed  protective  orders  from  the  defense,  and  properly 
portion-marked  classified  documents  by  the  NSA  or  27  Oct  1 1 .  TC 
requested  the  period  between  22  Apr  1 1  and  the  restart  of  the  Article  32 
investigation  be  excludable  delay.  The  request  asserted  that  TC  would 
provide  SPCMCA  an  update  NLT  25  Oct  1 1 

27-Sep-ll 

DC  objected  to  TC  request  for  delay  of  Article  32  investigation 

28-Sep-ll 

SPCMCA  approved  TC  request  for  delay  of  Article  32  investigation 

28-Sep-ll 

TC  met  with  OGA1 

28-Sep-6- 

Oct-11 

DC  requested  contact  information  to  interview  13  government 
witnesses  and  objected  to  working  through  Mr.  King  to  coordinate  CID 
witness  interviews 

29-Sep-ll 

TC  TDY  to  CENTCOM 

30-Sep-ll 

DC  requested  TC  purchase  automation  and  classified  supplies 

3-Oct-ll 

Discovery  Production  Bates  #  00024460  -  00036617  (12158  pages), 
including  CID  information  [Unclassified] 

3-Oct-ll 

Joint  Staff  advised  TC  that  DoD  provided  all  relevant  information  in 

response  to  the  prudential  search  request 

4-Oct-ll 

TC  sent  to  DC  federal  protective  orders. 

5-6-Oct-ll 

DC  signed  4  protective  orders .  TC  received  final  CCIU  forensic 
reports  and  requested  approvals  to  disclose  to  DC.  TC  anticipated 
approval/disclosure  by  3-4  Nov  1 1  and  requested  DC  to  schedule  a  time 
for  TC  to  assist  DC  in  going  through  voluminous  reports  and  overview 
of  TC  case.  CDC  advised  TC  he  would  be  in  Charlottesville  VA  the 
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1 .  Front  cover  and  inside  front  cover  (chronology 
sheet)  of  DD  Form  490. 

2.  Judge  advocate's  review  pursuant  to  Article 
64(a),  if  any. 

3.  Request  of  accused  for  appellate  defense 
counsel,  or  waiver/withdrawal  of  appellate  rights, 
if  applicable. 

4.  Briefs  of  counsel  submitted  after  trial,  if  any 
(Article  38(c)). 

5.  DD  Form  494,  "Court-Martial  Data  Sheet." 

6.  Court-martial  orders  promulgating  the  result  of 
trial  as  to  each  accused,  in  10  copies  when  the 
record  is  verbatim  and  in  4  copies  when  it  is 
summarized. 

7.  When  required,  signed  recommendation  of 
staff  judge  advocate  or  legal  officer,  in  duplicate, 
together  with  all  clemency  papers,  including 
clemency  recommendations  by  court  members. 


8.  Matters  submitted  by  the  accused  pursuant  to 
Article  60  (MCM,  1984,  RCM  1105). 

9.  DD  Form  458,  "Charge  Sheet"  (unless  included 
at  the  point  of  arraignment  in  the  record). 

10.  Congressional  inquiries  and  replies,  if  any. 

11.  DD  Form  457,  "Investigating  Officer's  Report," 
pursuant  to  Article  32,  if  such  investigation  was 
conducted,  followed  by  any  other  papers  which 
accompanied  the  charges  when  referred  for  trial, 
unless  included  in  the  record  of  trial  proper. 

12.  Advice  of  staff  judge  advocate  or  legal  officer, 
when  prepared  pursuant  to  Article  34  or  otherwise. 

13.  Requests  by  counsel  and  action  of  the 
convening  authority  taken  thereon  (e.g.,  requests 
concerning  delay,  witnesses  and  depositions). 

1 4.  Records  of  former  trials. 

15.  Record  of  trial  in  the  following  order: 

a.  Errata  sheet,  if  any. 

b.  Index  sheet  with  reverse  side  containing 
receipt  of  accused  or  defense  counsel  for  copy  of 
record  or  certificate  in  lieu  of  receipt. 

c.  Record  of  proceedings  in  court,  including 
Article  39(a)  sessions,  if  any. 

d.  Authentication  sheet,  followed  by  certificate 
of  correction,  if  any. 

e.  Action  of  convening  authority  and,  if  appro¬ 
priate,  action  of  officer  exercising  general  court- 
martial  jurisdiction. 

f.  Exhibits  admitted  in  evidence. 

g.  Exhibits  not  received  in  evidence.  The  page 
of  the  record  of  trial  where  each  exhibit  was 
offered  and  rejected  will  be  noted  on  the  front  of 
each  exhibit. 

h.  Appellate  exhibits,  such  as  proposed  in¬ 
structions,  written  offers  of  proof  or  preliminary 
evidence  (real  or  documentary),  and  briefs  of 
counsel  submitted  at  trial. 
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